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Overview

Welcome to the JNCIS-SP Study Guide—Part 2. The purpose of this guide is to help you prepare
for your JNO-360 exam and achieve your JNCIS-SP credential. The contents of this document are
based on the Junos Service Provider Switching (JSPX) course. This study guide provides students
with intermediate switching knowledge and configuration examples. The content includes an
overview of switching concepts such as LANs, Layer 2 address learning, bridging, virtual LANs
(VLANSs), provider bridging, VLAN translation, spanning-tree protocols, and Ethernet Operation,
Administration, and Maintenance (OAM). This guide also covers Junos operating system-specific
implementations of integrated routing and bridging (IRB) interfaces, routing instances, virtual
switches, load balancing, and port mirroring. This guide also covers the basics of Multiple VLAN
Registration Protocol (MVRP), link aggregation groups (LAG), and multichassis LAG (MC-LAG).
This content is based on the Junos OS Release 10.3R1.9.

www.juniper.net
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Document Conventions

CLI and GUI Text

Frequently throughout this study guide, we refer to text that appears in a command-line interface
(CLI) or a graphical user interface (GUI). To make the language of these documents easier to read,
we distinguish GUI and CLI text from chapter text according to the following table.

Style Description Usage Example

Franklin Gothic Normal text. Most of what you read in the Lab Guide
and Study Guide.

Courier New Console text:
commit complete
e Screen captures
* Noncommand-related Exiting configuration mode
syntax
GUI text elements: Select File > Open, and then click
* Menu names Configuration.conf in the

« Text field entry Filename text box.

Input Text Versus Output Text

You will also frequently see cases where you must enter input text yourself. Often these instances
will be shown in the context of where you must enter them. We use bold style to distinguish text
that is input versus text that is simply displayed.

Style Description Usage Example

Normal CLI No distinguishing variant. Physical interface:fxpO0,
Enabled

Normal GUI

View configuration history by clicking
Configuration > History.

CLI Input Text that you must enter. lab@San_Jose> show route

GUI Input Select File > Save, and type
config.ini inthe Filename field.

Defined and Undefined Syntax Variables

Finally, this study guide distinguishes between regular text and syntax variables, and it also
distinguishes between syntax variables where the value is already assigned (defined variables) and
syntax variables where you must assign the value (undefined variables). Note that these styles can

be combined with the input style as well.

Style Description Usage Example

CLI Variable  Textwhere variable value is policy my-peers
GUI Variable already assigned.

Click my-peers in the dialog.

CL1 Undefined Text where the variable’s value  Type set policy policy-name.
is the user’s discretion and text ping 10.0.x.y
where the variable’s value as T
GUI Undefined shown inthe lab guide might Select File > Save, and type
differ from the value the user filename in the Fi lename field.
must input.
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Additional Information

Education Services Offerings

You can obtain information on the latest Education Services offerings, course dates, and class
locations from the World Wide Web by pointing your Web browser to:
http://www.juniper.net/training/education/.

About This Publication

The JNCIS-SP Part 2 Study Guide was developed and tested using software Release 10.3R1.9.
Previous and later versions of software might behave differently so you should always consult
the documentation and release notes for the version of code you are running before reporting
errors.

This document is written and maintained by the Juniper Networks Education Services development
team. Please send questions and suggestions for improvement to training@juniper.net.

Technical Publications
You can print technical manuals and release notes directly from the Internet in a variety of formats:
J Go to http://www.juniper.net/techpubs/.

. Locate the specific software or hardware release and title you need, and choose the
format in which you want to view or print the document.

Documentation sets and CDs are available through your local Juniper Networks sales office or
account representative.

Juniper Networks Support

For technical support, contact Juniper Networks at http://www.juniper.net/customers/support/, or
at 1-888-314-JTAC (within the United States) or 408-745-2121 (from outside the United States).
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Chapter 1: Carrier Ethernet

This Chapter Discusses:

. Carrier Ethernet;
. Different Ethernet standards organizations; and
. Layer 2 services that are available on the Juniper Networks MX Series 3D Universal Edge Routers.

Local Area Network

A LAN is usually a network of Ethernet switches and bridges that provides connectivity between end stations that in general are
very close together. In most cases, the end stations and switches are within the same building.

Metropolitan Area Network

A Metropolitan Area Network (MAN) is located within the confines of a city or town where a service provider might have a fiber
infrastructure or a cable infrastructure. A MAN provides the ability to connect customer sites that are located near each other.

Wide Area Network

A WAN allows for connectivity that extends far beyond the MAN. A WAN typically connects devices that are hundreds and
thousands of miles away from each other.

Service Providers

San Francisco, CA Global Service Providers Sydney, Australia
WAN
LAN
~ Local Local
= thl;ap Loop LAINI |
- |
%ﬁ ==T
Corporate Office Branch Office

When a business decides to interconnect two or more sites that are not physically near each other, a service provider usually
provides MAN or WAN connectivity between those sites at a price. A service provider (cable company or telco) has the
facilities—such as the miles and miles of fiber—that are necessary to transfer data around the world. A customer of the service
provider gains access to the MAN or WAN through a local loop or access circuit that the service provider delivers to each site.

© 20413 Juniper Networks, Inc. All rights reserved. Carrier Ethernet ¢ Chapter 1-1
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Site-to-Site Connectivity Options

Customers have options when it comes to ordering service from the service provider. If the customer sites are relatively close to
each other, the customer can purchase a private-line service from the service provider. A private line is a point-to-point circuit
that customers can order at varying speeds (DSO, T4, E1, T3, and more). As the distance between sites grows, so does the price
for the private-line service. Other options for site-to-site connectivity include Asynchronous Transfer Mode (ATM), Frame Relay,
and now Ethernet.

Equipment and Expertise

To support the site-to-site connectivity, the customer must purchase the correct equipment and have the expertise to be able to
support the new circuits. The customer will need Ethernet experts for the LAN, and, in the case of ATM WAN connectivity, they
will need ATM experts as well.

Bandwidth Becomes a Factor

Over the last 10 years, the need for high-speed access to the Internet as well as for site-to-site connectivity has skyrocketed.
With more and more video, voice, and other bandwidth-hogging applications being placed on the network, ATM and Frame Relay
networks have not been able to keep up with the demand.

Ethernet Is the Solution

Ethernet interfaces as fast as 10 Gbps are available. Soon speeds will exceed that limit as well. An Ethernet solution in the WAN
benefits both the service provider and the customer in many ways. Using Ethernet as the WAN solution, the customer no longer
needs Ethernet and ATM experts to run the network. Service providers can offer multiple services using a single interface to the
customer. The list of benefits can go on and on.

Scalability

Allowing an Ethernet WAN to scale has always posed a challenge to the service provider. For instance, for an Ethernet switch to
forward Ethernet frames it must learn the MAC address of each of the end stations on the customer network. For a service
provider serving thousands of customers, this need might mean that the service provider-owned switches must potentially learn
millions of MAC addresses. Also, when redundant links exist between the service provider and its customers for resiliency
purposes, the question arises, “How can you prevent a loop?” The spanning tree protocols of today simply cannot scale to
prevent the loops of thousands of customer sites.

Service-Level Agreements
Usually when a customer purchases WAN service, service-level agreements (SLAs) are in place to ensure that the service
provider provides a good service to the customer. Common SLAs would cover frame delay and frame loss.

Operation, Administration, and Maintenance

The ability for a service provider to provide and prove the same level of service with Ethernet that a customer could get from
ATM, Frame Relay, and private-line service needed to be developed. Ethernet was also lacking Operation, Administration, and
Maintenance (OAM) features. For example, in the case of ATM, OAM features would allow administrators to verify the status of
ATM permanent virtual circuits (PVCs). This same capability was necessary for Ethernet virtual connections (EVCs).

Ethernet Standards Organizations

Several organizations have been working to solve the problems that Ethernet poses in the WAN. The three primary organizations
that are helping to enable Ethernet WAN services are the Metro Ethernet Forum (MEF), the Institute of Electrical and Electronics
Engineers (IEEE), and the International Telecommunication Union (ITU).

Chapter 1-2 < Carrier Ethernet © 2013 Juniper Networks, Inc. All rights reserved.



Metro Ethernet Forum
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Metro Ethernet Forum

= Nonprofit international
industry consortium
dedicated to accelerating
worldwide adoption of
carrier Ethernet networks
and services

based Ethernet

» Defines carrier Ethernet (also referred to as Metro Ethernet)
as a ubiquitous, standardized, carrier-class service defined
by five attributes that distinguish carrier Ethernet from LAN-

Standardized
Services

Quality of
SN Cqrrier

Scalability

Ethernet

Service

Management Reliability

The MEF, as the defining body of carrier Ethernet, is a global alliance of over 150 organizations including service providers,
cable multiple service operators (MSOs), network equipment manufacturers, software manufacturers, semiconductor vendors,
and testing organizations. The goal of the MEF is to accelerate the worldwide adoption of carrier Ethernet networks and
services. The MEF defines carrier Ethernet as a ubiquitous, standardized, carrier-class service defined by five attributes
(illustrated on the slide) that distinguish carrier Ethernet from LAN-based Ethernet. An objective of the MEF is to build a
consensus and unite service providers, equipment vendors, and customers on Ethernet service definitions, technical

specifications, and interoperability.

© 2013 Juniper Networks, Inc. All rights reserved.
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MEF Attributes
- Standardized
= MEF attributes: Services
» Standardized services: Quality of il Scalability
_ SEWIEY Carrier
* E-Line. E-LAN. and E-Tree Ethernet
* Require no change to customer Service

The

LAN equipment Management| Rellapility

« Suited for converged voice. video.
and data networking

« Wide choice of granularity of bandwidth and quality of service
options

» Scalability:
« The ability for millions of customersto use the service

« Spans access, metropolitan. national. and global networks with a
wide variety of physical infrastructures and service providers

graphic discusses the definitions of the Standardized Services and Scalability attributes.

» MEF attributes (contd.): Standardized

Services
* Reliability SN o b
» Rapid recovery time Service IeEl{y

Ethernet
« The network should be able to detect
and recover from outages without
impacting users
e Quality of Service
« Many bandwidth and quality of service options

« SLAs for end-to-end performance based on committed information
rate. frame loss. delay. and delay variation

Service
WEREEE )

Reliability

* Service Management

« Ability to monitor. diaghose. and centrally manage the network
using standards-basedimplementations

+ Carrier class OAM

The graphic discusses the definitions of the Reliability, Quality of Service, and Service Management attributes.

Chapter 1-4 < Carrier Ethernet © 2013 Juniper Networks, Inc. All rights reserved.



JNCIS-SP Study Guide—Part 2
Technical Specifications

= Carrier Ethernet technical specifications:

MEF 2 Requirernents and Framework for Ethernet Service Protection

Circuit Emulation Service Definitions, Frarmework and
Requiremnents in Metro Ethernet Networks

Metro Ethernet Network Architecture Framework Part 1: Generic
Framework

MEF 3

MEF 4

MEF 6.1 Metro Ethernet Services Definitions Phase 2 jaor 608)

MEF 7 EMS-MMS Infarmation Maodel

MEF 8 Implementation Agreerment for the Emulation of PDH Circuits over
Metro Ethernet Networks

MEF 9 Abstract Test Suite for Ethernet Services at the UNI

MEF 10.2 MEF 10.2 Ethernet Services Attributes Phase 2 [oc: z009)

MEF 11 User Network Interface (UNI) Requirements and Framework

Metro Ethernet Network Architecture Framework Part 2: Ethernet

MEF 12 Services Layer

MEF 13 User Network Interface (UNI) Type 1 Implernentation Agreement

MEF 14 Abstract Test Suite for Traffic Managernent Phase 1

MEF 15 Requirements for Managerment of Metro Ethernet Phase 1 Network
Elernents

MEF 16 Ethernet Local Management Interface

MEF 17 Service OAM Frarmework and Requirements

The graphic shows the MEF-developed carrier Ethernet technical specifications.

= Carrier Ethernet technical specifications (contd.):

» All specifications are available for download at
http://metroethernetforum.org/

MEF 18 Abstract Test Suite for Circuit Emulation Services

MEF 19 Abstract Test Suite for UNI Type 1

MEF 20 UNI Type 2 Implementation Agreement [2or 8/08)

MEF 21 Abstract Test Suite for UNI Type 2 Part 1 Link Q&AM

MEF 22 Mobile Backhaul Implementation Agreement (zos)
Class of Service Phase 1 Implementation Agreement

MEF 23 (supersedes any file posted here before November 3,
2009)

MEF 24 Abstract Test Suite for UNI Type 2 Part 2 E-LMI

MEF 25 Abstract Test Suite for UNI Type 2 Part 3 Service OAM

MEF 26 External Network Network Interface (ENNI)-Phase 1

The graphic shows the continuation of the MEF-developed carrier Ethernet technical specifications table.

© 2013 Juniper Networks, Inc. All rights reserved. Carrier Ethernet ¢ Chapter 1-5
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MEF Certification Program

= MEF launched a certification program in
2005 to verify compliance of vendor
equipment and service-provider services
: e L ME
to MEF technical specifications e

CARRIER

)

* Eliminates the need for expensive and complex testing
between equipment vendors

* Establishes a solid foundation for carrier Ethernet
interoperabhility

* Provides for a single, universally recognized test and
certification process

» Accelerates carrier Ethernet deployment at reduced costs

* Fases making informed decisions about equipment vendors

To help in its objective to promote interoperability between service providers and equipment vendors, the MEF introduced a new
certification program in 2005. The certification applies to both service providers and equipment vendors. Having a standardized
certification all but eliminates the need for expensive and complex interoperability tests.

MEF 9 Certification

The MEF 9 certification tests for compliance with MEF 6.1, 10, and 11. This test ensures the meeting of all requirements at the
user-to-network interface (UNI). Some of the tests include:

. Non-looping frame delivery;
. Single copy broadcast and multicast delivery; and

. Customer VLAN (C-VLAN) ID preservation.

MEF 14 Certification

The MEF 14 certification tests for compliance with MEF 9 and 10. This test ensures the meeting of all requirements for traffic
management. Some of the tests include:

. Frame delay service performance;
. Frame delay variation service performance; and
. Frame loss ration service performance.

Continued on next page.

MEF 18 Certification

The MEF 18 certification tests for compliance with MEF 8. This certification ensures the meeting of all requirements for reliable
transport of time-division multiplexing (TDM) circuits. This certification includes some of the following tests:

. Encapsulation layers;
. Payload format; and
. Defects.

Chapter 1-6 < Carrier Ethernet © 2013 Juniper Networks, Inc. All rights reserved.
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MEF 21 Certification

The MEF 21 certification tests for compliance with MEF 20. This certification ensures the meeting of all requirements for UNI
Type 2 and link OAM features.

Carrier Ethernet Terms: Part 1

* UNI:

A physical interface or port that is the demarcation betweenthe
customer and the service provider

UNI Type 1: Compliant with MEF 13 and manually configurable

UNI Type 2: Automatic service discoverythrough Ethernet-Local
ManagementInterface; supports OAM

UNI Type 3: Provides for dynamic EVC setup
* An Ethernetinterface operating at 10 Mbps. 100 Mbps. 1 Gbps.

or 10 Gbps
e Customer equipment CE UNI B C.rierEthemet
= F— Network
UNI-C UNI-N ““mxzao

UNI-C = UNI Customer Side
UNI-N = UNI Network Side

The graphic lists some of the common terms found in a carrier Ethernet network.

* Network-to-network interface
« A physical interface or port that is the demarcation between
distinct carrier Ethernet networks, operated by one or more service
providers
e Carrier Ethernet network

« An access. metropolitan, national. or global Ethernettransport
network connecting user endpoints

Carrier Ethemet Carrier Ethemet
— Network m  [Enni | p—  Network
MX240 I-NNI MX240 X2 [-NNI Mx240

E-NNI = External NNI
I-NNI = Internal NMI

The graphic discusses more of the common terms found in a carrier Ethernet network.

© 2013 Juniper Networks, Inc. All rights reserved. Carrier Ethernet ¢ Chapter 1-7
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Ethernet Virtual Connection

e Connects two or more customer sites or UNls

* Prevents data transfer between sites that are not part of the
same EVC
e Definedin MEF 6.1 and 10.2
* Point-to-point
« Multipoint-to-multipoint
« Rooted multipoint

Carrier
Ethernet Network
CE UNI . ... ccoroe CCmetn, _ UNI CE
Mxza0 } MX240
EVC

An (EVC) is a carrier Ethernet service offered by a service provider. It connects two or more sites. A requirement of an EVC is to

prevent data transfer between UNIs that are not part of the same EVC. Three types of EVCs exist: point-to-point,
multipoint-to-multipoint, and rooted multipoint.

E-Line Service EVC

* Two types:
« EthernetPrivate Line (port-based)
« Virtual Private Line (VLAN-based)

» Allow for communication between only two UNIs

Carrier
Ethernet Networlk

annEEEEER RSN,
an®

I I
5

1
L1

Mx240 =1

E-LINE

A point-to-point EVC is referred to as an Ethernet Line (E-Line) EVC. It provides connectivity between only two UNIs. Two types of
E-Line EVCs exist. An Ethernet Private Line EVC is port-based, where each of the UNIs is a dedicated port to a customer. All
virtual LANs (VLANSs) for the UNI can traverse the EVC. A Virtual Private Line EVC is VLAN-based, such that it allows for the

mapping of individual VLANS to the EVC. This mapping allows the service provider to multiplex multiple customers using a single
access port.

Chapter 1-8 e« Carrier Ethernet © 2013 Juniper Networks, Inc. All rights reserved.
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e Two types:

Carrier

all other UNlIs
&
T] MXZ::I:I:]
& —
T] MXZ::II]

» EthernetPrivate LAN (port-based)
« Virtual Private LAN (VLAN-based)

* Allows for communication between two or more UNIs

* Ingress broadcastor multicast frames at one UNI are forwarded to

MX240

MXZ-;I_I]
E-LAN

Multipoint-to-multipoint EVCs are referred to as Ethernet LAN (E-LAN) EVCs. Essentially, an E-LAN EVC makes the service

provider network appear to be a single broadcast domain to the customer. E-LAN EVCs come in the form of either an Ethernet
Private LAN or Virtual Private LAN, similar to the E-Line EVC.

E-Tree Service EVCs

e Two types:

. Root
[nn]

= 11 .-
= MX240
-~

[m ]

—
[T] MX240

« EthernetPrivate Tree (Port-based)
« Virtual Private Tree (VLAN-based)

* Aroot UNI can send ingress frames to one or all leaf UNIs

e Aleaf UNI| can exchange data only with the root UNI
» Useful for multicast video applications

Carrier
Bl EthemnetNetwork |
.............................. - .
............. =
........... MX240
N |
MX240

E-TREE

Rooted multipoint EVCs are referred to as E-Tree EVCs. The slide describes the forwarding properties of an E-Tree EVC. E-Tree
EVCs come in the form of either an Ethernet Private Tree or Virtual Private Tree, similar to the E-Line EVC.

© 2013 Juniper Networks, Inc. All rights reserved.
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MEF’s Three-Layer Model

» Application Layer

« End-user applications carried by the Ethernet Services Layer
* Ethernet Services Layer

* EVCs

* Transport Services Layer

« Various networking and
. . Application Servi La
media types that deliver oL POt stz
the Ethernet services

Management Plane

o
=
i
o
=]
i=]
=
Q
]

(IEEE&02.1, SOMET/SDH, and MPLS)

The MEF has defined a three-layer model for carrier Ethernet networks. The Application Services Layer supports end-user
applications. The Ethernet Services Layer carries the applications. This layer is the main focus of the MEF. Carrier Ethernet
resides on the Ethernet Services Layer. To deliver the Ethernet services, the Transport Services Layer uses various networking
and media types. This layer includes technologies like provider backbone bridging, virtual private LAN service (VPLS), and
SONET. As shown on the slide, each layer of the MEF model has its own data, control, and management planes.

IEEE Standards

=" The IEEE Ethernet standards fall into the 802
category:
e |EEE 802.3—Physical Layer and Data Link MAC sublayer for
wired Ethernet

* |EEE 802.1—Bridging and management
+ 802.1D/802.1Q: Bridges and VLAN
« 802.1ad: Provider bridging
« 802.1ah: Provider backbone bridging
« 802.1ag: Connectivity fault management
« Many more

The graphic lists some of the important IEEE Ethernet standards.

Chapter 1-10 e« Carrier Ethernet © 2013 Juniper Networks, Inc. All rights reserved.
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ITU-T Recommendations

* G series—Transmission systems and media, digital systems,
and networks
* G.8010: Architecture of Ethernet Layer networks
» G.8011.1: Ethernet Private Line Service
» G.8011.2: EthernetVirtual Private Line Service
* G.8032: Ethernet Ring Protection
* Y series—Global information infrastructure, |P aspects, and
next-generation networks
« Y. 1730: Ethernet OAM requirements
« ¥.1731: OAM mechanisms

Mote: Information is currentas of Feb 11, 2010

The graphic lists some of the International Telecommunication Union Telecommunication Standardization (ITU-T) Ethernet
recommendations.

MX Series Highlights

» Designed for next-generation services at the Ethernet edge
« Function as Layer 2 switches. Layer 3 routers. or both
* Provider edge for Layer 3 VPN,

Layer 2 VPN, VPLS. or the Internet MX240 o5
. MX80 %
* Scalable and reliable e ot ST |
« Fully redundant design unisper 9 6 3
» Distributed packet forwarding CE;aF::Sity 206 | 2406 | 4806 | es0e
» Full set of Junos OS routing
capabilities Rl varies | 150 | S0 | 4gd

* MX240 and MX480 MAC 1 million

Addresses

« Mid-range platforms
« Optimized for sites with space and power restrictions

The graphic shows some of the highlights of the MX Series devices.

© 2013 Juniper Networks, Inc. All rights reserved. Carrier Ethernet ¢ Chapter 1-11
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MX Series Highlights

® Same chassis

= Software license to upgrade
MX40

Router 1stMIC slot 2M MICslot 10 GbE port Software license
upgradeable
MX5b Yes Mo Mo Yes
MX10 Yes Yes Mo Yes
MX40 Yes Yes Yes (2) Yes
MX80 Yes Yes Yes (4) LA

The graphic shows some of the highlights of the MX Series devices.

Layer 2 Features

* |EEE o [TU-T
« 802.1D: Bridging * ¥.1731.CFM and Frame Delay
» 802.1Q: VLAN tagging Measurement
« 802.1ad: Provider bridging * G.8032: Ethernet Ring Protection
« 802.1ah:QinQ * Internet Engineering Task Force
» 802.1ag. CFM * RFC4761: VPLS using BGP
» 802.3.clause 57: LFM « RFC4762: VPLS using LDP

The graphic shows some of the Layer 2 features supported on MX Series devices.

Chapter 1-12 <« Carrier Ethernet © 2013 Juniper Networks, Inc. All rights reserved.
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Review Questions

1. List two properties that make carrier Ethernet more
desirable than older WAN methods like Frame Relay
and ATM.

2. List the three prominent Ethernet standards
organizations.

3. List three Layer 2 services that an MX Series device
can provide.

Answers
1.

Service providers can offer more that one service to an individual customer over a single access port with carrier Ethernet, and enterprise
customers need only hire Ethernet experts to manage the entire network.

2.
The three prominent Ethernet standards organizations are the MEF, the IEEE, and the ITU.

3.
An MX Series device can provide provider bridging, provider backbone bridging, and OAM.

© 2013 Juniper Networks, Inc. All rights reserved. Carrier Ethernet ¢ Chapter 1-13
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Chapter 2: Ethernet Switching and Virtual LANs

This Chapter Discusses:
. The functions of an Ethernet LAN;
. Learning and forwarding in a bridging environment;
. Implementation of virtual LAN (VLAN) tagging;
. Automation of VLAN administration through Multiple VLAN Registration Protocol (MVRP);
. Implementation of integrated routing and bridging (IRB);

. Implementation of Layer 2 address learning and forwarding; and
. Implementation of Layer 2 firewall filters.
Ethernet Defined

e Family of LAN specifications, standardized in IEEE 802.3
+ 10Base-T({802.31)—10Mbps
+ 100Base-TX(802.3u)—100 Mbps
+ 1000Base-T (802.3ab)—1000 Mbps
e Uses Data Link Layer technology to create LANs
+ Shared medium—a single broadcastand collision domain
« Uniguely identifies all nodes on the LAN with a 48-bit MAC address

e Uses CSMA/CD to avoid and manage frame collisions

Ethernet is a family of LAN specifications defined in the Institute of Electrical and Electronics Engineers (IEEE) 802.3 standard.
The graphic lists some common examples, including the 802.3i, 802.3u, and 802.3ab specifications. Each Ethernet
implementation uses a unique wiring and signaling standard—typically a copper-based medium or fiber optics—for the Physical
Layer. Although the various implementations of Ethernet can use various wiring and signaling standards, they all use a
common addressing format.

Ethernet is a Data Link Layer technology, as defined by Layer 2 of the Open Systems Interconnection (0SI) model of
communications. An Ethernet LAN consists of a shared medium that encompasses a single broadcast and collision domain.
Network devices, referred to as nodes, on the Ethernet LAN transmit data in bundles that are generally referred to as frames.
Each node on a LAN has a unique identifier so that it can be unambiguously located on the network. Ethernet uses the Layer 2
media access control (MAC) address for this purpose. MAC addresses are 48-bit hardware addresses programmed into the
Ethernet processor of each node.

© 2013 Juniper Networks, Inc. All rights reserved. Ethernet Switching and Virtual LANs ¢ Chapter 2-1
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Ethernet uses the carrier-sense multiple access with collision detection (CSMA/CD) protocol to avoid and manage frame
collisions.

Ethernet LANs: Part 1

Shared
Mediurm ~mE Collision

[ :
tHub) EEE nt(’f.j Dormain

ﬁ. Modes can transmit

() simultaneously
= Characteristics:
e Shared medium
; .. . Problems:
¢ Single collision domain 1 Alldevices see traffic
2. Collisions can occur
e Nodes can transmit 3. Unwanted resource consumption

simultaneously

Ethernet LANs consist of a shared medium that defines a single collision domain. As previously mentioned, Ethernet uses the
CSMA/CD protocol to help avoid and manage frame collisions. The sample topology on the slide shows a series of nodes
connected through a hub using a copper-based physical medium. This type of implementation allows only a single stream of
data at a time. All nodes participating in this shared Ethernet LAN listen to verify that the line is idle before transmitting. If the
line is idle, the nodes begin transmitting data frames. If multiple nodes listen and detect that the line is idle and then begin
transmitting data frames simultaneously, a collision occurs. When collisions occur, an error is generated and travels back to the
transmitting devices. When a node receives a collision error message, it stops transmitting immediately and waits for a period of
time before trying to send the frame again. If the node continues to detect collisions, it progressively increases the time between
retransmissions in an attempt to find a time when no other data is being transmitted on the LAN. The node uses a backoff
algorithm to calculate the increasing retransmission time intervals. When a node does successfully transmit traffic, that traffic
replicates out all ports on the hub and all other nodes on the shared Ethernet segment see it. This traffic-flooding approach,
coupled with collisions, consumes network resources.
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Ethernet LANs: Part 2

= As the network grows, the likelihood of collisions
Increases:
* As collisions increase, overall LAN efficiency decreases

R

LN
T =
g.ﬁﬂ/

Ethernet LANs were originally implemented for small, simple networks. Over time, LANs have become larger and more complex.
As an Ethernet LAN grows, the likelihood of collisions on that LAN also grows. As more users join a shared Ethernet segment,
each participating node receives an increase of traffic from all other participating nodes for which it is not the actual
destination. This unwanted consumption of network resources, along with an increase of collisions, inevitably decreases the
overall efficiency on the LAN.

Bridging Defined

Defined in the IEEE 802.1D-2004 standard, bridging addresses some of the inherent problems of large, shared Ethernet LANSs.
Bridging uses microsegmentation to divide a single-collision domain into multiple, smaller, bridged collision domains. Reducing
the size of a collision domain effectively reduces the likelihood that collisions might occur. This approach also enhances
performance by allowing multiple streams of data to flow through the switch within a common LAN or broadcast domain.

Bridging allows a mixed collection of interface types and speeds to be logically grouped within the same bridged LAN. The ability
to logically group dissimilar interfaces in a bridged LAN environment provides design flexibility not found in a shared Ethernet
LAN environment.

Bridging builds and maintains a forwarding table, known as a bridge table, for all destinations within the bridged LAN. The bridge
table is based on the source MAC addresses for all devices participating in the bridged LAN. The bridge table can aid in
intelligent forwarding decisions. This approach reduces unnecessary traffic on the LAN.
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Bridging Mechanics

= Transparent bridging builds and maintains bridge
tables using the following mechanisms:
e L earning:
» Learns MAC addresses and associated ports

e Forwarding:

» Forwards packets out the proper egress interface toward the
destination

e Flooding:

» Replicates packets out other ports for unknown destination MAC
addresses; also used when passing multicast and broadcast traffic

 Filtering:

 Limits traffic to its associated network segment
e Aging:

* Ensures bridgetable entries are current

The transparent bridging protocol allows a switch to learn information about all nodes on the LAN. The switch uses this
information to create the address-lookup tables, referred to as bridge tables, that it consults when forwarding traffic to (or
toward) a destination on the LAN.

When a switch first connects to an Ethernet LAN or VLAN, it has no information about other nodes on the network. Learning is a
process the switch uses to obtain the MAC addresses of all the nodes on the network. It stores these addresses in a bridge
table. To learn MAC addresses, the switch reads all frames that it detects on the LAN or on the local VLAN, looking for MAC
addresses of sending nodes. It places these addresses into its bridge table, along with two other pieces of information—the
interface (or port) on which the traffic was received and the time it learned the address.

The switch uses the forwarding mechanism to deliver traffic, passing it from an incoming interface to an outgoing interface that
leads to (or toward) the destination. To forward frames, the switch consults the bridge table to determine whether the table
contains the MAC address corresponding to the destination of the frames. If the bridge table contains an entry for the desired
destination address, the switch sends the traffic out the interface associated with the MAC address. The switch also consults
the bridge table in the same way when transmitting frames that originate on devices connected directly to the switch.

Flooding is a transparent mechanism used to deliver packets to unknown MAC addresses. If the bridging table has no entry for
a particular destination MAC address, or if the packet received is a broadcast or multicast packet, the switch floods the traffic
out all interfaces except the interface on which it was received. (If traffic originates on the switch, the switch floods that traffic
out all interfaces.) When the unknown destination host responds to traffic that has been flooded through a switch, the switch
learns the MAC address of that node and updates its bridge table with the source MAC address of the host and ingress port.

The filtering mechanism limits traffic to its associated network segment or VLAN. As the number of entries in the bridge table
grows, the switch pieces together an increasingly complete picture of the individual network segments—the picture clarifies
which nodes belong to which network. The switch uses this information to filter traffic. Filtering prevents the switch from
forwarding traffic from one network segment to another.

Finally, the switch uses aging to ensure that only active MAC address entries are in the bridge table. For each MAC address in
the bridge table, the switch records a timestamp of when it learned the information about the network node. Each time the
switch detects traffic from a MAC address, it updates the timestamp. A timer on the switch periodically checks the timestamp; if
the timestamp is older than the global-mac-table-aging-time value (discussed later in this chapter), the switch
removes the node’s MAC address from the bridge table.
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MAC Address Learning

Source MAC addresses are learned for all Each MAC address is associated with
incoming Ethernet frames the frame’'s incoming interface
Pre| DA | SA |Type| Data |FCS MAC Address Table

ge-0/0/0: 01405501 1111
ge-0/0/0: 0140 5501.2222

a1 Bl
ge-0/0/1: 01405501 3333
— e-0/0/1: 01405501 4444
B ge-0/0/ B
0140.5501.1111 0140.5501.3333

gi e-0/0/0 L ge-0/0/1

B2 T— - . =2}
o —— T
@ MX240 |y
0140 5501 2222 140 55901 4444

[CI=7] = Hub Switch

The graphic illustrates a basic view of the MAC address learning process. In this example, each switch port connects to a hub
and the individual hubs have multiple connected nodes. As each node sends traffic toward the other nodes on the bridged LAN,
the switch reviews that traffic and creates a MAC address table (a bridge table) based on the source address of the sender
along with the switch port on which it received the traffic. In this example, we see that the MAC addresses for A1 and A2 are
associated with port ge-0/0/0, whereas the MAC addresses for B1 and B2 are associated with port ge-0/0/1.

Forwarding Known Unicast Frames: Part 1

MAC Address Table

ge-0/0/0: 01405501 1111

pe-0/0/0: 0140 55012222

ge-0/0/1: 014055013333
| ee-0/0/1- 014055014444 |

Al sends a frame

to B2, a1 " The switch checks the Bl
forwarding table. S

T
014055011111 0140.5501.3333

ge-0/0/0 _ ge-0/0/1

AZ receives and 20 B2
discards the D LI L -T1 — e
frame from Al ——x Mx240
| g
0140 .5501.2222 |0140_5501_4444

The switch forwards the frame
from Al to B2

- Hub Switch
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In the example on the slide, A1 sends a frame to B2. The frame is repeated out all ports on the attached hub, which results in
frames traveling to both A2 as well as the switch shown in the middle of the illustration. A2 receives the frame and detects that
the destination MAC address does not match its own MAC address, at which time A2 discards the frame. The switch receives the
frame, checks the MAC address table for a matching entry, and forwards the frame out the associated port based on the lookup
results. Ultimately, B2 receives and processes the frame while B1 receives and discards the frame.

Forwarding Known Unicast Frames: Part 2

MAC Address Table

ge-0/0/0: 01405501 1111
[ ge-0/0/0: 01405501 2222
ge-0/0/1 01405501 3333
ge-0/0/1: 0140 5501 4444

Al Bl
Al sends a frame :
toAD The switch
' B checks the T
0140 55011111 | forwarding table. | 0140 55013333
ge-0/0/0 ge-0/0/1
AZ processes the frame A2 | = B2
from Al I:l L — . I:l
’ x MX240 B
01405501 2222 0140 5501 4444

The switch filters
the frame from Al
to A2,

= Hub Switch

In this example, Al sends a frame to A2. The attached hub receives the frame and sends it out all ports, which results in
duplicate frames sent to A2 as well as to the switch. A2 receives the frame and detects that the destination MAC address
matches its own MAC address, at which time A2 processes the frame. The switch receives the frame and checks the MAC
address table for a matching entry. The entry in the MAC address table shows the egress port, which, in this example, is the
same port on which the switch received the frame. Because the egress port in the MAC address table is the same port on which
the frame was received, the switch filters the frame.
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Flooding Frames

Al sends a broadcast frame on to LAN.
(Destination MAC Address: MACG Address Table

FFFFFFFFFFFF)
ge-0/0/0; 014055011111

ge-0/0/0: 01405501 2222

|:| ge-0/0/1: 01405501 3333 B1

A1 :
— - ge-0/0/1: 01405501 4444 :‘
0140 55011111 0140.5501.3333
ge-0/0/0 ge-0/0/1
= - =T B2
a2 ——— | I
MXx24a0

e

0140.5501.2222 0140 5501 4444

The switch floods the frame out all ports associated with the LAN
{except the port on which it was received).

[T - Hub Switch

Flooding is used to learn a MAC address not recorded in the bridge table. This mechanism is also used when sending broadcast
and, in many cases, multicast frames. The example on the slide shows A1l sending a broadcast frame with a destination MAC
address of FFFF.FFFF.FFFF to the LAN. The attached hub sends the frame out all ports. The switch floods the broadcast frame
out all ports associated with the LAN, except for the port on which it received the frame. The slide shows that, ultimately, all
nodes on the LAN receive the frame.

Viewing the MAC Address Table

= Use the show bridge mac-table command to
view MAC address table entries

userlfswitch> show bridge mac-tabkle

MAC flags (S -static MAC, D -dynamic MAC,
SE -Statistics enalkled, NM -Non configured MAC)

Bouting instance : default-switch
Bridging domain : wvlan 100, VLAN : 100
MAC MAC Logical
address flags interface
00:21:59:ak:%a:95 D ge-1/0/0.0
00:21:59: ab: 8a: 96 D ge-1/0/1.0 Entries are organized based on

associated WLAN.

Use the show bridge mac-table command to view all entries within the MAC address table. This command generates a
list of learned MAC addresses along with the corresponding VLANs and interfaces. All entries are organized based on their
associated VLANSs.
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Clearing MAC Address Table Entries

" Use the clear bridge mac-table command to
clear the MAC address table contents

user@@switch> clear bridge mac-table ?
Possible completions:

< [Enter]> Execute this command

<address> MAC address

bridge-domain Mame of bridging domain, or tall'

instance Display information for a specified instance

interface Clear media access control table for specified interface
logical-system Name of logical system, or "all!

vlan-id Clear MAC address learned on a specified VIAN (0..4055)

| Pipe through a command

Clear all entries in the table or entries based on a specific property.

Use the clear bridge mac-table command to clear all entries within the MAC address table. Optionally, you can use the
interface option to clear only those MAC table entries learned through the specified interface. The following example
highlights the use of the interface option:

user@switch> show bridge mac-table
MAC flags (S -static MAC, D -dynamic MAC,
SE -Statistics enabled, NM -Non configured MAC)

Routing instance : default-switch
Bridging domain : vlan_100, VLAN : 100

MAC MAC Logical

address flags interface
00:21:59:ab:8a:95 D ge-1/0/0.0
00:21:59:ab:8a:99 D ge-1/0/3.0

Routing instance : default-switch
Bridging domain : vlan_200, VLAN : 200

MAC MAC Logical
address flags interface
00:21:59:ab:8a:97 D ge-1/0/2.0
00:21:59:ab:8a:99 D ge-1/0/3.0

user@switch> clear bridge mac-table interface ge-1/0/3.0
user@switch> show bridge mac-table

MAC flags (S -static MAC, D -dynamic MAC,
SE -Statistics enabled, NM -Non configured MAC)

Routing instance : default-switch
Bridging domain : vlan_100, VLAN : 100

MAC MAC Logical
address flags interface
00:21:59:ab:8a:95 D ge-1/0/0.0

MAC flags (S -static MAC, D -dynamic MAC,
SE -Statistics enabled, NM -Non configured MAC)
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Routing instance : default-switch
Bridging domain : vlan_200, VLAN : 200

MAC MAC Logical

address flags interface

00:21:59:ab:8a:97 D ge-1/0/2.0
VLANSs Defined

e Segment a single broadcast domain into multiple broadcast
domains

e Allow for grouping users based on business needs,

regardless of physical location
asall, gtas]
VLAN_100‘\ VLAN_200

VLAN_200

YLAN_100

e —
see | 6es]

YLAN_100 YLAN 200

A VLAN is a collection of network nodes that are logically grouped together to form separate broadcast domains. A VLAN has the
same general attributes as a physical LAN, but it allows all nodes for a particular VLAN to be grouped together, regardless of
physical location. One advantage of using VLANs is design flexibility. VLANs allow grouping of individual users based on business
needs. You can establish and maintain connectivity within a VLAN through software configuration, which makes VLANs such a
dynamic and flexible option in today’s networking environments.

Switch Port Modes
Switch ports operate in either access mode or trunk mode.

An access port connects to network devices such as desktop computers, IP phones, printers, or file servers. Access ports
typically belong to a single VLAN and transmit and receive untagged Ethernet frames.

A trunk port typically connects to another switch or to a customer edge router. Interfaces configured for trunk mode handle
traffic for multiple VLANs, multiplexing the traffic for all configured VLANs over the same physical connection, and separating
the traffic by tagging it with the appropriate VLAN ID. Trunk ports can also carry untagged traffic when configured with the
native-vlan-id statement. Furthermore, trunk ports send control traffic untagged.
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802.1Q—Ethernet Frame

= 4-byte tag inserted into the Ethernet frame
(max 1522 bytes)
» Tag Protocol Identifier: 16 bits, default 0x8100
e Priority: 3 bits, 802.1p
* Canonical Format Indicator: 1 bit, default O
* Unique VLAN identifier: 12 bits

Destination Source T Frame
MAC MAC L(;r?e/h Data Check
Address Address gt Sequence

TPID | Priority | CFlI vID

To consistently associate traffic with a particular VLAN, the individual frames must be tagged as they pass throughout a
network. The slide illustrates an 802.1Q-tagged Ethernet frame along with the key components of the tag:

. Tag Protocol Identifier (TPID);
. Priority;
. Canonical Format Indicator (CFl); and

. Unique VLAN identifier (VID).

802.1Q Trunk Links

VLAN_100 \- VLAN 200 VLAN_100 \ P VLAN 200

3 218
5 - i i
B Z
5 iE

>15

v LAN_lOO

Aasll ‘Qgﬁb’

VLAN 100 VLAN 200

YLAN 100

Atrunk is a single Ethernet link used to carry traffic for multiple VLANSs. A trunk link typically interconnects multiple switches or a
switch with a customer edge router. As shown on the slide, interfaces configured as trunk ports handle traffic for multiple
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VLANs, multiplexing the traffic for all configured VLANs over a single physical connection rather than using separate physical
links for each configured VLAN.

Define a Bridge Domain

= Define the bridge domains (broadcast domains) and
VLANSs to be used for switching

ge-1/0/0 interface

user@switch# show bridge-domains
vlan 100 {

EE / vlan—-id 100;

¥
|'||'-'fﬂ' \
VLAN 100 [
—

MX240 Referenced WLAN

To allow an MX Series 3D Ethernet Universal Edge Router to act as a switch and build a MAC address table, you must first
specify the particular VLAN IDs that it will use for the purpose of switching. To do so, specify the appropriate VLAN ID as part of a
named bridge domain. This method requires that you configure each VLAN as part of a single bridge domain. On a following
slide, we cover how we can specify several VLANs within a single bridge domain using the vlan-id-list statement.

Assign an Interface to a Bridge Domain

= Assign the interface to the bridge domain and set the
Interface mode to access

ge-1,/0/0 interface

[edit]
E user@switch# show interfaces ge-1/0/0
] . unit 0 {
\_ ' family bridge {
interface-mode access:
VLAN_100 ; v1an-id 100;
MX240 ¥
¥

The wlan-id setting places this

interface in the vlian_100 bridge
domain

To allow an interface to act as an access port for a particular VLAN, you must specify its interface mode as access and you
must specify the VLAN to which it belongs. For access ports, you must use 0 as the unit number.

To view the alternate, original style configuration method, please see Appendix A.
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802.1Q Trunk Configuration Example

[edit]
userfswitch# show interfaces

ge-1/0/3 {
native-vlan-id 100;
vlan-tagging;
unit 0 {
family bridge {
interface-mode trunk:
vlan—-1d-1ist [ 100 200 ];

¥
}
¥
[edit]
userf@switch# show bridge-domains
wvlan 100 {
vlan-id 100;
¥
wvlan 200
vlan-id 200:
¥

Used for received
untagged frames

Asingle physical link carries traffic for
multiple YLANS.

The graphic illustrates an 802.1Q trunk configuration example. In this case, the interface is configured as a trunk port and is
associate with the vlan_100 and vlan_200 bridge domains. The partnering switch would have a similar configuration for the

interface functioning as a trunk.

The graphic also illustrates the usage of the native-vlan-id statement. This configuration statement does two things. First,
if interface ge-1/0/3 receives any untagged frames, it associates those frames to VLAN 100. Second, if interface
ge-1/0/3 transmits any outgoing frames that associate with VLAN 100, they transmit as untagged frames.

Notice the vlan-i1d-list statement. It specifies the VLANs to which the interface will be a member. The following statements

are examples of how you can use the vlan-id-list statement:

. vlan-id-list [100]: VLAN 100 only;

. vlan-id-list [100-200]: All VLANs between 100 and 200, inclusive;
. vlan-id-list [100-109 111-200]: All VLANs between 100 and 200, except VLAN 110; or
. vlan-id-list [100-109 111 113-200]: All VLANs between 100 and 200, except VLAN 110 and 112.

Chapter 2-12 < Ethernet Switching and Virtual LANs
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Dealing with Many VLANs

= Service providers typically deal with thousands of
bridge domains and VLANs for each switch:

» Use a single statement to create multiple bridge domains
+ Bridge domain names take the form prefix-vlan-number

[edit]
userf@switch# show bridge-domains
customer {

vlan-id-1ist [ 2-400 405 40%-650 ];

I

user@switch> show bridge domain

Routing instance Bridge domain VLAN ID Interfaces

default-switch customer-vlan-005% 89

default-switch customer—-vlan-0100 100
ge-1/0/0.0
ge-1/0/1.0
ge-1/0/3.0

default-switch customer-vlan-0101 101

As opposed to configuring individual bridge domains for each VLAN used for switching, the Junos operating system allows for the
configuration of many VLANs within a single bridge domain. The slide shows that instead of using the vlan-id statement, you
would use the vlan-i1d-list statement. The usage of this statement is similar to the usage described on the previous page.
When using the vlan-id-list statement, the switch automatically configures the appropriate bridge domains, which have
names that take the form prefix-vlan-number, where the prefix is the configured bridge domain name.
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Monitoring VLAN Assignments

user@switch> show bridge domain

Routing instance Bridge domain VLAN ID Interfaces
default-switch vlan 100 100
ge-1/0/0.0
ge-1/0/1.
ge-1/0/3.0

=

default-switch vlan 200 200
ge-1/0/2.0
ge-1/0/3.
ge-1/1/4.0

(]

user@switch> show bridge domain vlan 100 detail

Routing instance: default-switch
Bridge domain: vlan 100 state: Active
Bridge VIAN ID: 100
Interfaces:
ge-1/0/0.0
ge-1/0/1.0
ge-1/0/3.0
Total mac count: 2

The graphic shows some key commands used to monitor VLAN assignments. In this example, the ge-1/0/3 interface belongs to
the bridge domain named vlan_100, which has an 802.1Q tag of 100. Because this interface is configured as an access port,
it receives and transmits only untagged frames. If a trunk port were also configured to pass traffic for the vlan_100 bridge
domain, it would add and remove the 802.1Q tag value of 100 for all traffic for the vlan_100 bridge domain. We look at a
trunk port configuration and monitoring example next.
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Monitoring 802.1Q Trunks: Part 1

» Use the show interfaces command to determine
the interface mode

userf@switch> show interfaces ge-1/0/3
Physical interface: ge-1/0/3, Enabled, Physical link is Up

Interface index: 135, SMMP ifIndex: 175

Link-level type: Ethernet, MTU: 1514, sSpeed: 1000mbps, BPDU Error: None,
MAC-REWRITE Error: None, Loopback: Disabled,

Source filtering: Disabled, Flow control: Enabled, Zuto-negotiation:
Enabled, Remote fault: <nline,

Speed-negotiation: Disabled, Auto-MDIX: Enabled

Device flags ! Present Running

Interface flags: SWMP-Traps Internal: 0x4000

Logical interface ge-1/0/3.0 (Index 75) (SNMP ifIndex 226)
Flags: SHMP-Traps 0x24020000 Encapsulation: Ethernet-Bridge
Input packets : 335
output packets: 345
Protocol bridge, MTU: 1514 The interface is in trunk mode.
Flags: Trunk-Mode

The show interfaces command shows that the ge-1/0/3 interface is configured for trunk mode, meaning it will transmit
VLAN tags.

Monitoring 802.1Q Trunks: Part 2

= Use the show bridge domain command to
determine the interface VLAN assignments

userfswitch> show bridge domain

Routing instance Bridge domain VLAN ID Interfaces
default-switch vlan 100 100
ge-1/0/0.0
ge-1/0/1.
ge-1/0/3.0

o

default-switch vlan 200 200
ge-1/0/2.0
ge-1/0/3.
ge-1/1/4.0

=

The interface isin trunk mode
using vlan-id 100 and 200,

The show bridge domain command shows the interfaces and their VLAN assignments.
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Monitor Bridge Statistics

userfswitch> show bridge statistics
Local interface: ge-1/0/0.111, Index: 81

Broadcast packets: 31

Broadcast bytes 1584

Multicast packets: 0

Multicast bytes 0

[LEIOIISte ORI o Current number of MACs
Flooded bytes : 2362 learned by the interface
Unicast packets : 240593

Unicast bytes : 25534383

Current MAC count: 1 (Limit 1024}

Local interface: ge-1/0/0.112, Index: 80
Broadcast packets: ]
Broadcast bytes ]
Multicast packets: 0
Multicast bytes 0
Flooded packets : 0
Flooded bytes ]
Unicast packets 0
Unicast bytes 0

0

Current MAC count: (Limit 1024}

The show bridge statistics command displays traffic statistics and MAC count information related to each logical
interface of the switch.

Test Your Knowledge: Part 1

=" On which switches would you expect to see traffic
sourced from Host-A and destined to an unknown
destination in the same VLAN (assume all inter-switch
connections are trunks supporting all defined VLANs)?

.
.

lm(Hl:lSt-H lWHI:ISt—L

YLAN 40 = YLAN 40
[ 3 ‘3 () [y
HostB HostC HostF HostG Hostl HostK
¥LAN 20 YLAN 30 ¥LAN 20 ¥LAN 30 ¥LAN 20 YLAN 30

All access and distribution switches will receive this traffic.

This graphic and the next are designed to test your understanding of basic bridging operations in an environment with multiple
VLANSs. As the slide indicates, all switches are configured to support all VLANs on their respective trunk ports (the ports
interconnecting the switches). Because of this configuration, all broadcast and unknown unicast traffic sourced and destined
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within a given VLAN should be flooded throughout the entire Layer 2 network passing through all access and distribution
switches.

Test Your Knowledge: Part 2

m |f all hosts participating on VLAN 10 on AS-3 became
Inactive, what would you need to do to ensure traffic
sent to VLAN 10 was no longer sent to AS-37?

Trunksshould nolonger
service YLAN 10

HostA s ~I8 HostE &) ~0 HosNg 0 1 A
VLAN10 & " ostn YLAN1O & W ostn YLANGENE W nsti
£ VLAN 40 VLAN 40 £ VLAN 40
I | I ! | I
o "o 8 o " e o= e S
HostB HostC HostF HostG Hoskl Hoskk
VLAN 20 YLAN 30 VLAN 20 VLAN 30 VLAN 20 YLAN 30

Modifythe configurations on the switches connected to AS-3.

The scenario illustrated in this graphic builds on the details covered on the previous slide. In this example, the end-user device
named Host-l, which is connected to the AS-3 switch, is no longer active (meaning that AS-3 no longer has any active access
ports for VLAN 10). Even though AS-3 no longer has active end-user devices participating in VLAN 10, it will still receive all
broadcast and unknown unicast traffic associated with VLAN 10 because of the current configurations on the connected
switches.

To stop this unwanted traffic from being flooded on to AS-3, you must modify the configurations on the connected distribution
switches (DS-1 and DS-2) so that their trunk ports, which connect to AS-3, no longer service VLAN 10.
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Introducing MVRP

» MVRP can be used to dynamically create and prune
VLANs

* Reduces network administration and overhead

D5-1

dHDSt—H
YLAN 40
HostB HostC HostF HostG
¥LAN 20 ¥LAN 30 ¥LAN 20 ¥LAN 30

MVRP is an application protocol of the MRP and is defined
in the IEEE 802.1ak standard

To simplify VLAN management, you can enable MVRP on your EX Series Ethernet Switches. MVRP dynamically manages VLAN
registration in a LAN. MVRP helps reduce administration and network overhead by dynamically pruning VLAN information when
a switch no longer has active access ports for a configured VLAN. In addition to the pruning functionality, MVRP can also be
used to dynamically create VLANs in switching networks.

MVRP is an application protocol of the Multiple Registration Protocol (MRP) and is defined in the IEEE 802.1ak standard. MRP
and MVRP were designed by IEEE to perform the same functions as Generic Attribute Registration Protocol (GARP) and GARP
VLAN Registration Protocol (GVRP). MRP and MVRP overcome some GARP and GVRP limitations, in particular limitations
involving bandwidth usage and convergence time in large networks with large numbers of VLANs.

MVRP was created by IEEE as a replacement application for GVRP. MX Series switches support MVRP. We do not cover GVRP in
this study guide.
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Exchanging VLAN Membership Information

= MVRP sends PDUs to exchange VLAN membership
iInformation between participating switches

* MRP messages, which are included in the MVRP PDUs, are
used to register and declare MVRP states

e Timers dictate when PDUs are sent and when changes occur

PDUsareexchanged between

participating switches
A
li""tHust{
_ = sm YLAN4O
MVYRP isenabled on trunk portsonly e
Hostl HostK

YLAN 20 YLAN 30

MVRP uses protocol data units (PDUs) to send VLAN registration information which includes the current VLAN membership
details of the sending switch. The VLAN membership information is used to communicate which switches are members of which
VLANs and which switch interfaces are in which VLAN. MVRP shares all information in the PDU with all switches participating in
MVRP in the switching network.

MVRP stays synchronized using these PDUs. The MVRP PDUs are sent to other switches on the network only when an MVRP
state change occurs. Switches participating in MVRP receive these PDUs during state changes and update their MVRP states
accordingly. MVRP timers dictate when PDUs can be sent and when switches receiving MVRP PDUs can update their MVRP
information.

MVRP registration and updates are controlled by timers that are part of the MRP protocol. These timers are set on a
per-interface basis and define when MVRP PDUs can be sent and when MVRP information can be updated on a switch. The
following timers are used to control MVRP operations:

J Join: Controls the interval for the next MVRP PDU transmit opportunity.

. Leave: Controls the period of time that an interface on the switch waits in the Leave state before changing to the
unregistered state.

. LeaveAl l: Controls the frequency with which the interface generates LeaveAll messages.

VLAN information is distributed as part of the MVRP message exchange process and can be used to dynamically create VLANS,
which are VLANs created on one switch and propagated to other switches as part of the MVRP message exchange process.
Dynamic VLAN creation using MVRP is enabled by default but can be disabled.

MVRP uses MRP messages to register and declare MVRP states for a switch and to inform the switching network of state
changes. These messages are included in the PDUs and communicate state information to the other switches in the network.
The following messages are communicated for MVRP:

. Empty: VLAN information is not being declared and is not registered.
. In: VLAN information is not being declared but is registered.

. JoinEmpty: VLAN information is being declared but not registered.
. JoinlIn: VLAN information is being declared and is registered.

. Leave: VLAN information that was previously registered is being withdrawn.
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. LeaveAl I: All registrations will be de-registered. Participants that want to participate in MVRP must re-register.
. New: VLAN information is new and possibly not previously registered.

To ensure VLAN membership information is current, MVRP uses the MRP messages to remove switches and interfaces that are
no longer available from the VLAN information. Pruning VLAN information limits the network VLAN configuration to active
participants only, reducing network overhead. Pruning VLAN information also targets the scope of broadcast, unicast with
unknown destination, and multicast (BUM) traffic to interested devices only.

MVRP is disabled by default on all MX Series devices. You can configure MVRP on MX Series device interfaces to participate in
MVRP for the switching network. MVRP can only be enabled on trunk interfaces, and dynamic VLAN configuration through MVRP
is enabled by default when MVRP is enabled. We cover MVRP configuration on a subsequent slide. Note that MVRP does not
support all spanning tree protocols. Currently, MVRP does not support the VLAN Spanning Tree Protocol (VSTP).

A Starting Point

= Configure the required VLANs on AS-1 and AS-2 and
associate all access ports with those VLANs

[edit]
user@As-1# show interfaces . .
ge-1/0/6 | Notethat the trunk portsare not associated withanyYLANS
description "Access port to Host-A";
unit 0 ¢ DS-1
family bridge {
interface-mode access;
vlan-id 10;
'
t
t AS 1 AS-2
ge-1/0/7 { . HostA o It Q HostE ; Q;:;
degsr;p?lon Access port to Host-B": | VLAN1O Hostp YLAN 10 HostH
uni - - .
' . Access ports & A1 YLAN A3 =0 A Y0LAN 13
falnl]l_y bridge { N Access ports - o Access ports
interface-mode access; HostB HostC HostF HostG
vlan-id 11; VLAN 11 V0IAN 12 VLAN 11 WLAN 12
H
'
} \
-1/0/8 : . ; .
e W AS-2 requiresa similar configuration

description "Access port to Host-C";

When implementing MVRP, you should ensure that all required VLANs are configured on the access switches and that the
access ports are associated with their respective VLANs. We illustrate a basic starting point configuration for the AS-1 switch on
the slide. Note that the sample configuration is trimmed for brevity and that the AS-2 switch requires a similar configuration.

Also worth noting is that none of the trunk ports, on any of the participating switches, should be associated with the configured
VLANSs. The trunk ports must still be configured under the
[edit interfaces] hierarchy level as trunk ports, but they will not be manually associated with VLANs. MVRP will make the

needed associations once it is enabled.
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Enabling MVRP

=" Fnabled under [edit protoccls] hierarchy and
should include trunk ports on which MVRP should run

[=edit]
userldDs-1# show protocols
mvrp f
interface ge-0/0/14;
interface ge-0/0/16;

[edit] DS-1 [edit]
user(@ns-1# show protocols user(@as-2# show protocols
mvrp | mvrp |

interface ge-0/0/14; interface ge-0/0/16;

;

= }

AS-2

AS-1
HostA & 0 HostE o ~0
VLAN1O o " ostp YLAN10 & o
- VLAN 13 -- VLAN 13
~F A ~1H A
™ Rl o ™ 2l o
HostB HostC HostF HostG
YLAN 11 VLAN 12 VLAN 11 YLAN 12

This graphic illustrates the required configuration used to enable MVRP. Note that MVRP is only enabled on the trunk ports of all
participating switches. Once MVRP is enabled, dynamic VLAN configuration information will be shared and created on
participating switches. You can disable dynamic VLAN configuration using the following no-dynamic-vlan statement:

[edit protocols]
user@AS-1# show
mvrp {
no-dynamic-vlan;
interface ge-0/0/14.0;
}

Remember that MVRP registration and updates are controlled by timers, which are part of MRP. These timers are set on a
per-interface basis and define when MVRP PDUs can be sent and when MVRP information can be updated. If needed, you can
adjust the timers as shown here:

[edit protocols]
user@AS-1# set mvrp interface ge-0/0/14 ?
Possible completions:

<[Enter]> Execute this command

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don"t inherit configuration data from these groups
jJoin-timer Join timer interval (100..500 milliseconds)
leave-timer Leave timer interval (300..1000 milliseconds)
leaveall-timer Leaveall timer interval (10..60 seconds)
point-to-point Port is point to point
registration Registration mode

| Pipe through a command

The default MVRP timer values are 200 ms for the join timer, 800 ms for the leave timer, and 10,000 ms for the leaveall timer.
Unless there is a compelling reason to make a change, we recommend you use the default timer settings. Modifying timers to
inappropriate values might cause an imbalance in MVRP operations.
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Monitoring MVRP

user@hi&-1> show mvrp

MVEP dynamic VLAMN creaticn : Enabled
MVREE BPDU MAC address
MVREE timers (ms)

Interface Join Leave Leavedll
ge-1/1/14 200 800 10000
ge-1/1/16 200 800 10000

" Use show mvrp to monitor MVRP status and
message and timer information for each interface

MVEP configuration for routing instance "default-switch®

Customer bridge group

(01-80-CcZ-00-00-21)

This graphic and the two that follow highlight some key monitoring commands used when verifying MVRP operations. This slide
illustrates the use of the show mvrp command, which is used to monitor MVRP status along with message and timer

information on a per-interface basis.

user@DE-1> show mvrp dynamic-vlan-memberships
MVEE dynamic wvlans for routing instance "default-switch®

{3) static wlan, (f) fixed registration

VLAN Id Interfaces
10 ge-0/0/14
ge-0/0/164
14 ge-0,/0/14
ge-0/0/164
iz ge-0/0/14
ge-0/0/16
13 ge-0/0/14
ge-0/0/16

= Use show mvrp dynamic-vlan-memberships
to view dynamic VLAN membership

D3-1

Based on the information received from
AS-1and AS-2, DS-1dynamically creates
the required ¥LANs

This graphic illustrates the show mvrp dynamic-vIlan-memberships command, which is used to view dynamic VLAN

membership information.
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= Use show mvrp statistics to view MVRP
statistics on a per-interface basis

user@bs-1> show mvrp statistics
MVEP statistics

Interface name |ge-1/1/14
VLAN IDs registered { L
fent MVREP PDUs H

Recelved MVRP PDUs without error: 36
Recelved MVRP PDUs with error

h:II|:‘

Interface name :
VLAN IDs registered

Sent MVRP PDUs : 35

Received MVRP PDUsz without error: 35

Recelved MVRP PDUs with error 0

This graphic illustrates the show mvrp statistics command, which is used to view MVRP statistics on a per-interface
basis.

IRB Allows for Bridging and Routing

= |RB allows for both Layer 2 bridging and Layer 3
routing in a bridge domain

» An IRB interface is an |P gateway for the hosts of a bridge
domain

— T -

MX240 YLAN 200

Subnet172.2220/24

YLAN_100
Subnet172.221.0/24

If you use a Layer 2-only Ethernet switch (no Layer 3 functionality), then you must add a separate router to your environment to
provide routing between the subnets shown on the slide. However, an MX Series router can act as both a Layer 2 Ethernet switch
and a router at the same time. An IRB interface is a logical Layer 3 interface used as an IP gateway for a VLAN. The following
sections provide configuration and monitoring examples for an IRB interface.
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IRB Configuration Example

[edit]
userfswitch# show interfaces
ge-1/0/0 { [edit]
unit 0 { user@dswitch# show bridge-domains
family bridge { vlan 100 {
interface-mode access; vlan-id 100;
vlan—-id 100; routing-interface irb.0;
¥ }
I vlan 200
1 vlan-id 200;
- routing-interface irb.1:
irb { ¥
unit 0 {
description "GW for VLAN 100"
family inet i This example facilitates routing between the
} address 172.22.1.254/247 vlan_100 and vlan_200 bridge domains
h
unit 1 {
description "GW for VLAN 200";
family inet {
address 172.22.2.254/24;
}
¥
[

The graphic provides a configuration example for an IRB interface. In this example, the switch performs a Layer 3 lookup when it
receives traffic with a destination MAC address that matches its own MAC address. For the switch to perform this routing
operation, the attached devices must have configured gateway addresses that match the IP address associated with the
corresponding IRB interface.

Monitoring IRB

" Use the show interfaces command to verify the
status of an IRB interface

uzerfswitch> show interfaces terse irb*

Interface Admin Link Proto Local Remote
irb up up

irb.o up up | inet [L72.22.1.254/ 24|

irb.1 up up inet 172.22.2.254/24

IRB state and IF address details
At least one port must be active for IRB state to be up.

The graphic lists a key command used to monitor an IRB interface, and shows the output from the show interfaces terse
command. This command shows the state and IP address information for an IRB interface. As indicated on the graphic, at least
one active port must associate with the bridge domain for the IRB interface to be administratively up.
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Verifying Routing

=" Use the show route command to verify the router’'s
ability to route between the appropriate subnets

userfswitch> show route

inet.0: 6 destinations, & routes (& active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
10.210.12.0/27 *[Direct/0] 15:08:57
> via fxp0.0
10.210.12.1/3Z2 *[Local/0] 15:08:57
Local via fxp0.0
172.22.1.0/24 *[Direct/0] 00:00:01
> vwia irb.0
172.22.1.254/32 *[Local/0] 00:21:31
Local wia irb.0 Routes were added to the routing tahle as
172.22.2.0/24 *[Direct/0] 00:21:31 aresult of configuring the IRE interfaces.
> wia irb.l
172.22.2.254/32 *[Local/0] 00:21:31
Local wia irb.1

As with any router, when you configure an IP address for an interface on that router, routes are automatically added to the
routing table. In the Junos OS, for each configured IP interface, two routes are added to the routing table. One route is a host
route (32-bit mask) used to forward traffic to the Routing Engine (RE) when locally destined packets arrive. The other route is a
route to the network subnet to which that interface belongs. This route allows the router to route packets to other hosts on that
same subnet. The graphic shows that four routes were added to the inet.O table as a result of configuring two IRB interfaces.

MAC Address Learning and Forwarding

= A switch learns the source MAC addresses from
iIncoming frames and learns destination MAC
addresses as a result of the flooding processes:

» By default, the Junos 0S performs MAC learning, but it
allows for you to change the default Layer 2 learning
properties globally, per virtual switch, per bridge domain,
and per interface level

» Timeout interval for MAC entries (default is 300s)

+ MAC statistics (default is disabled)

+ Maximum number of MAC address learned (default is 393,215)
» Turn off MAC learning

As discussed previously, a switch learns MAC addresses from incoming frames as well as from the flooding process. The
Junos OS allows you to override the default MAC learning behavior. The graphic lists the items you can change as well as where
the changes can apply to a switch.
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The following list provides configurable values for each of the MAC learning properties:
. MAC timeout interval: 10s-1,000,000s (300s is the default);
. MAC statistics: Can be enabled (disabled by default);
. Global MAC limit: 20-1,048,575 (393215 is the default);
. Switch MAC limit: 16-1,048,575 (5120 is the default);
. Bridge domain MAC limit: 16-1,048,575 (5120 is the default); and
. Interface MAC limit: 1-131,071 (1024 is the default).

To view MAC statistics once you enable the feature, issue the show bridge mac-table extensive command.

Global Level and Switch Level Settings

[edit protocols 1Z-learning]
user@switch# set 2
Possible completions:

+ apply-groups Groups from which to inherit configuration data
+ apply-groups-except Don't inherit configuration data from these groups
> global-mac-limit system level MAC limit options

global-mac-statistics Enable MAC address statistics at system lewvel

global-mac-table-aging-time $System level MAC table aging time (10..1000000
seconds)

global-no-mac-learning Disable dynamic MAC address learning at system
level

Global level settings apply to all virtual switches (discussed in a later chapter) and all bridge domains.

Switch Level Settings

[edit switch-options]

userf@switch# set 2

Possible completions:

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups

> interface Interface for configuring bridge-options

> interface-mac-limit Maximum MAC address learned per interface
mac-statistics Enable MAC address statistics

> mac-table-size Size of MAC address forwarding table
no-mac-learning Disable dynamic MAC address learning

Switch level settings apply to all bridge domains associated with a virtual switch.

Bridge Domain Level Settings

[edit bridge-domains bd]

userl@switch# set bridge-options ?

Possible completions:

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups

> interface Interface that connect this site to the VPN

> interface-mac-limit Maximum MAC address learned per interface
mac-statistics Enable MAC address statistics

> mac-table-size Size of MAC address forwarding table
no-mac-learning Disable dynamic MAC address learning

Settings at this level affect all interfaces associated with the bridge domain.
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Interface Level

[edit bridge-domains bd]
userfswitch# set bridge-options interface ge-1/0/0.0 7

Possible completions:
<[Enter]> Execute this command
+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups
> interface-mac-limit Maximum number of MAC addresses learned on the

interface
no-mac-learning
> static-mac

Settings at this level affect only the interface specified in the configuration.

Disable dynamic MAC address learning
Static MAC addresses assigned to this interface

Layer 2 Learning Example

= Specify the mac-table-size number option to
limit the number of learned MAC addresses for the

bridge domain:
e The default action when the limit is reached is to flood any

frames with unknown MAC addresses
» Optionally, you can specify packet-action drop to discard
frames with unknown MAC addresses whenthe MAC table is full

[edit bridge-domains bd]
userlswitch# show
v1lan-id 100;
bridge-options {
mac-table-size {
4000;
packet-action drop;

}

The example in the graphic shows that the MAC table size limit for the bridge domain changed from the default of 5120 to 4000.
By default, when the bridge domain MAC learning limit is reached, the device does not learn any more MAC addresses but still
forwards or floods traffic in the case of unknown destinations. The graphic shows that this default behavior was overridden so
that Ethernet frames with unknown destinations will drop when the configured limit is reached.
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Layer 2 Learning and Forwarding Status

Layer 2

Logical ED
Interface Name
ge-1/0/4.0

bd
Routing Instance MName : Default

Logical ED
Interface Name
ge-1/0/0.114

bd

" Use show 1l2-learning commands to view

Ir1f()rr11£3t|()r1 useriswitch> show 12-learning global-information

zlobal Configuration:
MAC aging interwval : 300
MAC learning : Enabled
MAC statistics : Enabled
MAC limit Count T 393Z15
MAC limit hit : Disabled

user@switch> show 12-learning interface MAC packst action drop: Disabled

Routing Instance Name : Default

Logical Interface flags (DL -disable learning, AD —-packet action drop,
LH - MAC limit hit, [N - Interface Down )

MAC STP Logical

Limit State Interface flags

1024 Forwarding
Logical Interface flags (DL -disable learning, AD —packet action drop,
ILH - MAC limit hit, DN - Interface Down )

MAC STP Logical

Limit State Interface flags

1024 Forwarding

lak@zwitch> show 12-learning global-mac—count
47 dynamic and static MAC addresses learned globally

The graphic shows some of the commands that you can use to view the Layer 2 learning and forwarding status for the switch.

Layer 2 Firewall Filters

» Address fields
» Protocol type
*\VVLAN ID

* 802.1p bits

= Filter frames based on their contents and perform an
action on frames that match the filter

= Filters can accept or discard packets based on:

» |P address of the packet carried within an Ethernet frame
* Many more factors

You can use filters to control the frames destined to the RE as well as control frames passing through the router.

You can define input filters that affect only inbound traffic and output filters that affect only outbound traffic. Filters can accept
or discard frames based on the contents of the frame’s address fields, protocol type, VLAN ID, or even the 802.1p bit field in the

frame header.
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Syntax

A Junos OS filter consists of one or more named terms, similar to a policy statement. Each term has a set of match conditions
preceded by the keyword from, and a set of actions or action modifiers preceded by the keyword then.

Hierarchy Level

[edit firewall family bridge] ) ) )
Layer 2 firewall filters are defined under the [edit Firewall family

filter filter-name { bridge] section of the configuration hierarchy.

term term-name {

Feem One or More Terms

Firewall filter terms (at least one term is necessary) are processed sequentially.
If no From condition is present, then all frames match. If no frames match any

t term, the default action is to discard the frame silently! Take care to ensure
then | that wanted frames are not discarded. Use the command-line interface (CLI)
insert, copy, and rename functions to assist in the management of your
multiterm firewall filters.

match-conditions:

action:

action-modifiers;

term implicit-rule { Actions and Modifiers
then discard; A filter can accept a frame for normal forwarding or discard a frame silently.
1 You can modify these actions by applying a modifier. For example, you can
apply the count modifier to increment a counter. We discuss other modifiers
I on the following graphics.

Applying Layer 2 Firewall Filters

" You can apply Layer 2 firewall filters to either an
individual interface, a bridge domain, or to both

e Interface level
» You can apply a singlefilter for each interface (input, output, or both)
+ Apply a chain of filters using the input-list or output-1list
statements

* Bridge domain level
» You can apply a single filter for each bridge domain (input only)

e |[nterface and bridge domain at the same time (input only)
+ The interface filter is processedfirst, followed by the bridge domain

filter
[edit] [edit]
useriswitch# show interfaces ge-1/0/0 usger@zswitch# show bridge-domains
unit 0 { vlan 100
family bridge | vlan-id 100;
filter | routing-interface irb.0:
input example; forwarding-options |
' filter {
interface-mode access; input example;

Once you configure a firewall filter, you must apply it to one or more interfaces. You can accomplish this task in several different
ways. The easiest way to apply a firewall filter to an individual Layer 2 interface is to specify the filter as an input or output filter
atthe [edit interface interface interface-name unit number family bridge filter] level of the
configuration hierarchy. To apply a filter to all interfaces that belong to a particular bridge domain, you can apply a firewall filter
atthe [edit bridge-domain name forwarding-options Filter] level of the configuration hierarchy. If firewall
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filters are applied as input filters to both the interface and bridge-domain levels, the Junos OS logically concatenates the bridge-
domain-level filter to the end of the interface-level filter.

Note that you cannot use bridge-domain-level filters when the vlan-id-list statement was used to create the bridge
domain.

Single Terms

When a firewall filter consists of a single term, the filter is evaluated as follows: if the frame matches all the conditions, the
device takes the action in the then statement; if the frame does not match all the conditions, the device discards it.

Multiple Terms

When a firewall filter consists of more than one term, the filter is evaluated sequentially. First, the frame is evaluated against the
conditions in the from statement in the first term. If the frame matches, the device takes the action in the then statement. If it
does not match, it is evaluated against the conditions in the From statement in the second term. This process continues until
either the frame matches the Ffrom condition in one of the subsequent terms or until no more terms remain.

. If a frame passes through all the terms in the filter without matching any of them, the device discards it.

J If a term does not contain a From statement, the frame is considered to match, and the device takes the action in
the term’s then statement.

. If a term does not contain a then statement, or if you do not configure an action in the then statement (that is,
the frame is just counted), and if the frame matches the conditions in the term’s from statement, the device
accepts the frame.

Filter Lists

Instead of applying a single filter to an interface using filter input or filter output, you can apply a list of up to 16 filters. You
perform this action with the input-list and output-list keywords.

Match Conditions: Part 1

[edit]
userfswitch# set firewall family bridge filter example term 10 from ?
Possible completions:

+ apply-groups Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups
» destination-mac-address Destination MAC address

+ destination-port Match TCE/UDF destination port

+ destination-port-except Do not match TCP/UDP destination port

+ dscp Match Differentiated Services (DiffServ) code point
+ dscp-except Do not match Differentiated Services (DiffServ) code point
+ ether-type Match Ethernet type

+ ether-type-except Do not match Ethernet Lype

+ forwarding-class Match forwarding class

+ forwarding-class-except Do not match forwarding class

Chapter 2-30 e« Ethernet Switching and Virtual LANs © 2013 Juniper Networks, Inc. All rights reserved.



JNCIS-SP Study Guide—Part 2

icmp-code Match ICMP message code
icmp-code-except Do not match ICMP message code
icmp-type Match ICMP meszade type
icmp-type-except Do not match ICMP message type
interface-group Match interface group
interface-group-except Do not match interface group
ip-address Match IP scource or destination address
ip-destination-address Match IP destination address
ip-precedence Match IP precedence value
ip-precedence-except Do not match IP precedence wvalue
ip-protocol Match IP protocol type
ip-protocol-except Do not match IP protocol type
ip-source-address Match IP source address

L T T

isid Match Internet Serwvice ID

izid-dei Match Internet Serwvice ID DEI bit

izid-dei-except Do not match Internet Service ID DEI bit
isid-except Do not match Internet Service ID
isid-priority-code-point Match Internet Service ID Priority Code Point
isid-priority-code-point-except Do not match Internet Service ID Priority Code Point
learn-vlan-lp-priority Match Learned B802.1p VLAN Pricrity
learn-vlan-1lp-priority-except Do not match Learned 802.1p VLAN Priority
learn-vlan-dei Match User VLAN ID DEI bit

learn-vlan-dei-except Do not match User VILAN ID DEI bit

learn-vlan-id Match Learnt WLAN ID

learn-vlan-id-except Do not match Learnt VLAN ID

+ 4+ttt

+

loss-priority Match Loss Priority

loss-priority-except Do not match Loss Priority

port Match TCP/UDP source or destination port
port-except Do not match TCE/UDP source or destination port
source-mac-address Source MAC address

Source-port Match TCPE/UDP source port

gsource-port-except Do not match TCP/UDE source port

tcp-flags Match TCP flags

traffic-type Match Match traffic type

traffic-type-except Do not match Match traffic type
user-vlan-lp-priority Match User 802.1p VLAN Priority
user-vlan-lp-priority-except Do not match User B02.1p VILAN Priority
user-vlan-id Match User VLAN ID

user-vlan-id-except Do not match User VLAN ID

vlan-ether-type Match VLAN Ethernet type

vlan-ether-type-except Do not match VLAN Ethernet type

++ ¥+ + +

+ 4+ + + + + + +

The graphics show some of the many match conditions that you can use in a Layer 2 firewall filter.
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Match Actions

Possible completions:
accept

+ apply-groups

+ apply-groups-except
count
discard
forwarding-class
loss-priority
next
next-hop-group
policer
port-mirror

> three-color-policer

port-mirror-instance

userf@switch# set firewall family bridge filter example term 10 then ?

Aocept the packet

Groups from which to inherit configuration data
Don't inherit configuration data from these groups
Count the packet in the named counter

Discard the packet

Classify packet to forwarding class

Packet's loss priority

Continue to next term in a filter

Use specified next-hop group
Mame of policer to use to rate-limit traffic
Port-mirror the packet

Port-mirror the packet to specified instance
Police the packet using a three-color-policer

You can apply the actions accept and discard to a frame. However, you can apply modifiers to the frames as well:

. count: This modifier counts the number of matches that occur to a named counter. See the current totals by

issuing the show Firewall command.

forwarding-class: This modifier is used for multifield classification for class of service (CoS). Essentially, this
setting specifies the queue in which this frame should be placed.

loss-priority: This modifier allows you to change the packet loss priority bit of the IP packet in the payload of

the Ethernet frame.

. next: This modifier allows the frame to be evaluated by the next term in the filter.

. next-hop-group: This modifier specifies which next-hop group will be applied.

. policer: This modifier applies a rate-limiting policer to the matching frames.

. port-mirror: This modifier allows copies of the frame to be sent to an outbound interface for analysis. The
original frame forwards as normal.

Example Filter

[edit]
userfswitch# show firewall
family bridge {
filter example |
term 10 |
from {

}
then |

accept;
}
1
term 1000
then |

accept;

learn-vlan-id 100;

count all-others;

userfswitch# show bridge-domains
vlan 100 {
vlan-id 100;
routing-interface irb.0;
forwarding-options |
filter {
input example;

count learn-vlan-100; 1

user@switch> show firewall

Filter: _ default_kpdu filter

Filter: example

Counters:

Name Bytes Packets
all-others I} 0
learn-vlan-100 56300 533
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The graphic shows an example of configuring, applying, and viewing the effects of a firewall filter. To clear the counters, use the
clear firewall command.

Review Questions

1. What is the purpose of a bridge domain on an
MX Series router?

2. How does a bridge handle multicast Ethernet
frames?

3. What is the purpose of an IRB interface?

4. Which match condition is used in a Layer 2 firewall
filter to match on 802.1p priority bits?

Answers
1.

A bridge domain allows you to specify which VLLANs will be used for Layer 2 switching,
2.

A bridge generally forwards multicast frames out of every interface except for the one from which they were received.
3.

A IRB interface eliminates the need for an external router to route between VLANS. It acts as an IP gateway for the hosts attached to a
VLAN.

4,

The match condition used in a Layer 2 firewall filter to match on 802.1p priority bits is learn-vlan-1p-priority.
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Chapter 3: Virtual Switches

This Chapter Discusses:

. The use of a routing instance;

. The function of a virtual router;

. The function of a virtual switch;

. Implementation of a virtual switch; and

. Interconnection of local routing instances.

Routing Instance Types

= Several different types of routing
Instances exist:

Chassis

* Virtual-router routing instances allow for default  default-switch

your single chassis to appear as multiple %

routers to the outside world

» Each with their own separate routing tables. F
protocols. link-state databases. and so on

+ Defaultinstanceis named default ‘

* Virtual-switch routing instances allow for

your single chassis to appear as multiple F
switches to the outside world _.

t

« Eachhas its own MAC tables. VLAN ID space, and
spanningtree domains

+ The default instanceis named default-switch

The Junos operating system provides several different routing-instance types with which to work. In this guide, we work with
two types of routing-instances: virtual-router and virtual-switch. Essentially, these two routing-instance types
allow your single chassis to appear as either more than one router or more than one switch, respectively. Each virtual router
acts as a standalone router. For example, each virtual router has its own routing table, routing protocols, interfaces, and just
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about everything that encompasses the typical things that comprise a router. Similarly, each configured virtual switch has its
own MAC tables, virtual LAN (VLAN) ID space, bridge domains, spanning-tree domains, and so forth. A Juniper Networks MX

Series 3D Universal Edge Router uses two default routing instances. For routing, it uses the defaul t virtual router (inet.O is its
routing table). For switching, it uses the defaul t-switch virtual switch.

Routing Instance and Interface Default Relationship

= |[nterface to table default assignment:
e Layer 3 interfaces associate with inet.C

e Layer 2 interfaces associate with the default-switch
virtual switch

Layer 3 Interfaces Only Layer 3and Layer 2 Interfaces
(A Logical View) (ALogical View)

Routing Table

Routing Table
inet.0 (default) inet.0 (default)
One MAC table
per bride e
domain or YLAN
o
g Transient
s Interfaces
&

The graphic shows a very simplistic view of the default relationship of interfaces to the routing and MAC tables of an MX Series
router. Keep in mind that we have left out discussion of the Packet Forwarding Engine (PFE) and the associated forwarding

tables. When troubleshooting virtual routers and switches, you generally can spend your time focused on the Routing Engine’s
(RE’s) copy of the routing and MAC tables, while trusting that equivalent copies appear as forwarding tables in the PFEs of your

switch. To view the PFE forwarding tables, both for routing and switching, use the show route forwarding-table
command.

In a routing-only environment, configured interfaces and their associated local and direct routes appear in the default virtual
router’s routing table, inet.0. In a mixed Layer 2 and Layer 3 environment, Layer 3 interfaces continue to work as described,
whereas Layer 2 interfaces, having been associated with a bridge domain at the [edit bridge-domains] hierarchy,

associate with the default virtual switch’s MAC tables. Because IRB interfaces are Layer 3 interfaces, their associated local and
direct routes appear in inet.0 as well.
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= You must assignh interfaces
to a virtual router

* Place routes associated with
those interfaces only in that
virtual router’s routing table

Layer 3 Interfaces Only
(ALogical View)

Routing Table
inet.0(default)

ge-1/1/50
ge-1/1/70

: +—[hassis
Routing Table
nst; - Jinet.Q )
fHstafce-name ine user@switch> show route table vrl.inet.0

vrl.inet.0:
+ = Actiwve Route, - = Last Active, * = Both

172.22.2.0/24

172 .22 .2.3/32

[edit]
userfswitch# show routing-instances
vrl |
[instance-type virtual-router; |
interface ge-1/1/5.0;
interface ge-1/1/6.0;
interface ge-1/1/7.0;
protocols {
ospf |
area 0.0.0.0 |
interface ge-1/1/5.0;
interface ge-1/1/6.0;
interface ge-1/1/7.0;

2 destinations, 2 routes (2 active, .

*[Direct/0] 2Z0:59:24

= via ge-1/1/5.0

*[Local/0] 20:59:24
Local via ge-1/1/5.0

By default, once you configure an interface with properties at the [edit interfaces interface-name unit number
family inet] level of the hierarchy, that interface’s local and direct routes are placed in the inet.O routing table. To override
that behavior, you simply list the interface at the [edit routing-instances instance-name] level of the hierarchy.
The local and direct routes now appear in the instance-name. inet.0 routing table (the virtual router’s routing table.)

© 2013 Juniper Networks, Inc. All rights reserved.
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Virtual Switch

= Fach virtual-switch routing instance operates
Independently of the other virtual switches:

* Routes associated with IRB interfaces are placed in inet.0

regardless of the virtual switch to which they belong

Layer 3 and Layer 2 Interfaces
Chassis ~ {A Lodical View)

Routing Table
inet.Q{default)

One MAC table

MAC Tables MAC Tables per bridde
default-gwitch inSEANGE- i
EfaLlt-Swits WSLENCENGME domain or YLAN

Interfaces used in
Upcoming
| examples

E 3

ge-1/0/5.0
ge-1/1/40

The graphic shows the routing and MAC table relationships when using virtual switches. Each virtual switch, including the
default switch, has interfaces assigned for bridging. Also, you can configure integrated routing and bridging (IRB) interfaces for
each virtual switch. The local and direct routes for all IRB interfaces in all virtual switches are placed in inet.O, by default.
However, you can also place them in a virtual router’s routing table by listing the IRB interfaces at the [edit

routing-instances instance-name] level of the hierarchy. The following sections cover the process of configuring a
virtual switch.
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Virtual-Switch Routing Instance

= Configure a base virtual-switch routing instance:

* Define the bridge domains and VLAN [IDs that the switch will
use

[edit]
userfswitch# show routing-instances
virtual-sw-1 {
instance-type wvirtual-switch;
bridge-domains {
vlan 100 {
vlan-id 100;
I
vlan 200 {
vlan-id Z00;
t

}

The configuration on the slide creates a virtual-sw-1 routing instance and allows for VLAN IDs 100 and 200 to be used for
the purpose of Layer 2 switching. MAC tables for these new bridge domains will not be used for learning and forwarding until you
assign at least one interface to the virtual switch.

Virtual-Switch Access Port

= Configure an interface that acts as an access port for
the virtual switch:

e Specify the correct vlan-id so that this interface is
associated with the correct bridge domain

[edit]
user@switch# show interfaces ge-1/0/5
unit 0 {
family bridge {
interface-mode access;
vlan-id 200;

WARNING!!!
Committingat this point can cause this interface to be added to the
defaul t-switchroutinginstance, which could introduce a loop into

your topology.

You configure the interface properties for an access port using the exact same process as when defining it for the default
switch. In fact, if you were to commit the configuration, the ge-1/0/5.0 interface would be placed in the default switch. Be
careful not to commit the configuration as it stands, because you might introduce a loop into your switched network. One of the
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following sections shows how to place the interface in the virtual switch. We highly recommend that you perform that step
before committing the configuration.

Configure a Trunk Port

= Configure an interface that acts as a trunk port for the

virtual switch:
» Specify the correctvlian-id-1ist so that this interfaceis
associated with the correct bridge domains

[edit]
user@switch# show interfaces ge-1/1/4
unit 0 {
family bridge {
interface-mode trunk:
vlan-id-1ist [ 100 200 ]

WARNING!!
Remember to bind the trunk port to the virtual switch to
preventthe introduction of a loop into your topology.

You configure the interface properties for a trunk port using the exact same process as when defining it for the default switch. In
fact, if you were to commit the configuration on the slide, the ge-1/1/4.0 interface would be placed in the default switch. Be
careful not to commit the configuration as it stands, because you might introduce a loop into your switched network. One of the
following sections shows how to place the interface in the virtual switch. We highly recommended that you perform that step

before committing the configuration.
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Configure an IRB Interface

= Configure an IRB interface that acts as the IP gateway
for a bridge domain within the virtual switch

[edit]
userfswitch# show interfaces

irb {

unit 1 4
description "GW for VLAN Z00";
family inet {
address 172.22.2.254/24;
1
¥

You configure the interface properties for an IRB interface using the exact same process as when defining it for the default
switch. In fact, if you were to commit the configuration on the slide, the irb.1 interface would be placed in the default switch. Be
careful not to commit the configuration as it stands, because you might introduce a loop into your switched network. The
following section shows how to place the interface in the virtual switch. We recommended that you perform that step before
committing the configuration.

Add the Interfaces to the Virtual Switch

= Specify the interfaces that belong to the virtual switch:

* List the trunk and access ports as member interfaces of the
virtual switch

* List the IRB as the ledit]
routing interface for the user@@switch# show routing-instances

virtual-sw-1 {
approprlate brldge doman’] instance-type virtual-switch:
ey . . interface ge-1/0/5.0;
within the virtual switch interface ge-1/1/4.0;
bridge-domains {
vlan 100 {
vlan-id 100;

¥
vlan 200 {

vlan-id 200;
|[routing-interface irb.1; |
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After configuring the access and trunk ports as shown on the previous sections, you simply need to list the interface at the
[edit routing-instances instance-name] level of the hierarchy. The irb.1 interface should be listed as the
routing-interface for the appropriate bridge domain.

Verify Settings

= Use the show bridge domain command to
ensure that the configuration setting accomplished
your goal

user@switch> show bridge domain

Routing instance Bridge domain VLAN ID Interfaces
default-switch vlan 100 100

ge-1/0/0.0

ge-1/0/4.0
default-switch vlan 200 200

ge-1/0/2.0

ge-1/0/4.0
virtual-sw-1 vlan 100 100

ge-1/1/4.0
virtual-sw-1 vlan 200 200

ge-1/0/5.0

ge-1/1/4.0

ge-1/1/4 0 and ge-1/0/5.0 have been added to the
correctrouting instance, bridge domains, and YLANS.

Looking at the output on the slide, you can see that the ge-1/1/4_0 interface is now bound to the virtual-sw-1 routing
instance and the bridge domains vlan_100 and vlan_200. Also, ge-1/0/5.0 is bound to the appropriate routing instance
and bridge domain.

IRB Routes

® Fnsure that the appropriate routes appear in the
inet.0 routing table

userfswitch> show route

inet.0: & destinations, & routes (& active, 0 holddown, O

hidden)
+ = Active Foute, - = Last Active, * = Both
10.210.12.0/27 *[Direct/0] 1d 22:44:1¢
> via fxp0.0
10.210.12.1/32 *[Local/0] 1d Zz:44:16
Local wvia £xp0.0
172.22.2.0/24 *[Direct/0] 00:05:54
> via irb.1l
172.22.2.254/32 *[Local/0] 00:13:39
Local wvia irb.l
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The local and direct routes that associate with the IRB interface should be in the inet.O table. Use the show route command

to verify that the routes were added properly.

Supported Methods of Interconnecting Routing Instances

= Supported methods:

Layer 3and Layer 2 Interfaces

Chassis - (A Logical View)

Routing Tahle
inet.0 (default)

Routing Table
instance-hame.inet.0

WMAC Tables
default-switch

* [nternal, logical tunnel interface (Layer 3 only)
* Two external, physically looped interfaces (1 cable)

Logical Tunnel = . — . — . -
Physical Loop =

MAC Tables
instance-name

As mentioned previously, to the outside world virtual routers and virtual switches appear as individual routers and switches. At
some point you might want to interconnect the virtual routers and virtual switches that are local to a single chassis. For virtual
routers, you can accomplish this task using either a logical tunnel interface or by looping two interfaces together with a single
cable. For virtual switches, this process works only using the external cable method. The reason why spanning tree protocols do
not function properly between virtual switches is because all virtual switches use the same MAC address as part of their bridge

ID in the bridge protocol data units (BPDUs). Unfortunately, you cannot change a

Tunnel Services

virtual switch’s MAC address.

user@switch> show interfaces terse
Interface Admin Link

ge-1/0/8

up down
ge-1/0/9 up down
ge-1/1/0 up down

user@switch> show interfaces terse

Interface Admin Link Proto Local Remote
ge-1/0/8 up down
ge-1/0/9 up down
gr-1/0/10 up up
ip-1/0/10 up up
[1e-1/0/10 up up |
mt-1/0/10 up up
pd-1/0/10 U up
pe-1/0/10 Up up
vt-1/0/10 up up
ge-1/1/0 up down

Froto Local Remote --“‘~\~

[edit]
user(dswitch# show chassis
fpo 1 4
pic 0 {
tunnel-services |
bandwidth 1g:
1

}

i
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Anytime you need to use layer tunneling, you must enable tunnel services on the MX Series router. For example, you must
enable tunnel services for a generic routing encapsulation (GRE) tunnel, an IP over IP (IP-IP) tunnel, Physical Interface Module
(PIM) encapsulation or decapsulation of register messages, and for our case, using logical tunnel interfaces. Each Dense Port
Concentrator (DPC) on a switch has either 40 Gigabit Ethernet ports (10 ports per PFE) or 4 10-Gigabit Ethernet ports (1 port
per PFE.) Each PFE on an MX Series DPC can provide tunneling services but you must enable it. The slide shows how to enable
tunnel services on the first PFE (serving ge-1/0/0 through ge-1/0/9) on the 40 1-Gigabit Ethernet DPC in slot number 1. Once
you enable this feature, you will notice that you have several tunnel type interfaces that become available for your use. Notice
that the tunnel interfaces use the logical PIC port number of 10 (hormally PIC port numbers stop at 9.) When enabling tunnel
services on a PFE of a 4-port 10 Gigabit Ethernet DPC, the Ethernet interface for that PFE is removed from service and is no
longer visible in the command-line interface (CLI).

Configure and Assign Logical Tunnel Interfaces

= Configure and assignh the logical tunnel interfaces

to the appropriate [edit]
. userf@switch# show interfaces 1lt-1/0/10
virtual routers unit 0 |
encapsulation vlan;
Chassis — vlan-id 100;

peer-unit 1;
family inet |

Routing Table | IF/Q7100 Routing Table address 172.22.10.1/30;
inet.0 (default) 10101 wirl.inet.o ]
'
unit 1 {
encapsulation vlan;
[edit] v1lan-id 100;
user(@switch# show routing-instances vrl peer-unit 0;
instance-type virtual-router; family inet {
interface 1t-1/0/10.1; address 172.22 .10.2/30;

interface ge-1/1/5.0;

userfswitch> ping routing-instance vrl 172.22.10.1

PING 172.22.10.1 {172.22.10.1): 56 data bytes

64 bytes from 17Z.22.10.1: icmp seq=0 ttl=64 time=0.838 ns
64 bytes from 17Z.22.10.1: icmp seq=1 ttl=64 time=4.913 ns

You configure the logical tunnel interfaces similar to how you would for any other Layer 3 interface. You configure each logical
tunnel Layer 3 interface as a logical unit. To map one logical unit to another, use the peer-unit statement. By default, logical
tunnel interfaces are placed in the default virtual router. To place a logical tunnel interface in a virtual router, specify the logical
tunnel interface at the [edit routing instance instance-name] level of the hierarchy.
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appropriate virtual switch

Chassis —
MAC Tables MMAC Tables
default -switeh wirtual-sw-l
* 28-1/0/4.0 ge-1/1/4.0 ,
\ ~

.. = ®
— O — o — W —

[edit]
user@switch# show routing-instances
virtual-sw-1 |

instance-type wvirtual-switch:

interface ge-1/1/4.0;
bridge-domains {
wlan 100 {
vlan-id 100;

1
vlan 200 {

vlan-id 200;

= Configure and assign the physical interfaces to the

[edit]
userfdswitch# show interfaces
ge-1/0/4 |
unit 0 {
family bridge {
interface-mode trunk:
vlan-id-list [ 100 200 ]:
1
1
}
ge-1/1/4 {
unit 0 {

family bridge {
interface-mode trunk:
vlan-id-list [ 100 200 1:

The graphic shows how to configure and assign Layer 2 interfaces to virtual switches.

Verify Settings

setings —

hAC Tables
default -switzh

'_ge—fl/D/ﬂ.D

\.

userdswitch> show bridge domain

Routing instance Bridge domain

default-switch vlan 100
default-switch vlan 200
virtual-sw-1 vlan 100
virtual-sw-1 vlan 200

= Use the show bridge domain command to verify

MAC Tables
virtual-sw-1
ge-1,/1/4.0 ,
" w — " ",.
VLAN ID Interfaces
100
ge-1/0/4.0
200
ge-1/0/4.0
100
ge-1/1/4.0
200
ge-1/1/4.0

Looking at the output on the slide, you can see that the ge-1/1/4_0 interface is now bound to the virtual-sw-1 routing
instance and the bridge domains vlan_100 and vlan_200, whereas ge-1/0/4 .0 belongs to the default switch.
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Review Questions

1. How can you make your MX Series router appear as
multiple routers to other devices? How can you
make it appear as multiple switches?

2. After configuring an interface under [edit
interfaces], which step do you perform next to
ensure that the interface appears as part of the vs1
virtual switch?

3. After configuring an IRB interface as part of the vs1

virtual switch, in which routing table will you find its
associated routes?

Answers
1.

For multiple routets, you can configure virtual-router routing instances. For multiple switches, you can configure virtual-switch routing
instances.

2.

You must list the interface at the [edit routing-instances vs1] level of the hierarchy to ensure that it appeats as part of the
vs1 virtual switch.

3.

By default, you can find the routes associated with IRB interfaces in the inet.0 routing table.
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Chapter 4: Provider Bridging

This Chapter Discusses:
. Institute of Electrical and Electronics Engineers (IEEE) virtual LAN (VLAN) stacking models;
. The components of provider bridging; and

. Configuration of provider bridging.

Scaling Customer Bridged Networks

= |EEE 802.1Q VLANs allow the customer’s local bridged

networks to scale:
* VLAN tags allow for up 4094 separate broadcast domains
= Service provider scaling issues (for Ethernet virtual
connections):
e Service provider network needs to be aware of customer's

bridging (spanning tree) and VLAN administration
* Problem of overlapping VLAN IDs between service provider

customers
» Service provider bridges learn and store customer MAC

addresses
Customer Bridged Network Site 1 Customer Bridged Network Site 2
/ \ ? Service Provider ? :—-/ \E
— M— \

I — =
DA SA |TAG|T/L Data FCS

IEEE 802.1Q VLAN tagging makes it possible for a customer’s bridged network to scale. Instead of needing to add more
bridging equipment to a growing network, VLAN tagging allows for the logical separation of a bridged network into many
broadcast domains (or VLANs). With a 12-bit length VLAN ID, 4094 VLANs are available for use on a single physical Ethernet
network.
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Ethernet from Service Providers

Because of its simple nature, service provider customers generally understand Ethernet. For a long time, service providers have
searched for ways to deliver Ethernet Virtual Circuits (EVCs) to the customer premises. To a customer, an EVC between two sites
should appear as a simple Ethernet link or VLAN through the service provider’s network. IEEE 802.1Q VLAN tagging does not
provide the scalability (in the service provider network) for a service provider to deliver that type of service.

From the service provider’s point of view, the following is a list of some of the scaling issues that might arise:

. Because only one VLAN tag field exists in an 802.1Q frame, customers and the service provider need to coordinate
the use of VLAN ID space. Considering that a service provider might have thousands of customers, this
coordination would be an overly extreme effort.

. To pass Ethernet frames between customer sites, the service provider bridges must learn customer MAC
addresses.
. To provide redundant links between customers and the service provider, running a form of the Spanning Tree

Protocol (STP), which is generally not a viable solution, might be necessary. The STPs of today cannot scale to
support all service provider and customer bridges of the world in a single spanning-tree domain.

IEEE 802.1ad

= |EEE 802.1ad provides the standard for stacking VLAN
tags.
» Allows the service provider to provide LAN service through the
service provider network
« Eachouter tag (S-VLAN tag) represents a customer (4094 possible)
* Innertag (C-VLANtag) represents any of a customer s 4094 VLANs
« The service provider and the customer use unigque spanning-tree
domains

« Allows for VLAN translation between service provider bridged
networks

= Service provider scaling issues:
¢ Service provider bridges learn and store customer MAC

addresses
Service Provider 1 Service Provider 2
T Bridged Network VLAN Tfranslation Bridged Network Customer
Site 1 (if necessary) Site 2
DA SA  |STAG|CTAG |T/L Data FCS

IEEE 802.1ad, also known as Q-in-Q tunneling, has standardized the methodology of stacking VLAN tags. The slide shows the
frame format that the standard introduced. The standard gives a new name to the 802.1Q VLAN tag: the Customer VLAN
(C-VLAN) tag (C-TAG). It also introduces a new tag named the Service VLAN (S-VLAN) tag (S-TAG). By adding the S-TAG to the
frame, much less coordination is necessary between the customer and the service provider. At the customer site, the customer
can continue to use 802.1Q tagging using C-VLAN IDs that are relevant only to their network (not the service provider’s network).
As 802.1Q-tagged frames arrive at the edge of the service provider’s bridged network, the provider edge bridge (PEB) adds an
S-TAG to the frame. The S-TAG, using a single S-VLAN ID, can carry any or all of the 4094 C-VLANs that are possibly in use by the
customer. In the simplest case, a service provider can allocate a single S-VLAN ID to represent each of its individual customers,
which allows the service provider to potentially support up to 4094 customers. IEEE 802.1ad also allows for the translating of
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S-VLAN IDs at the edge of a service provider’s bridged network, which helps in the coordination of VLAN ID usage between
service providers.

Scaling Issues

Although IEEE 802.1ad helps to solve the issue of the limited VLAN ID space that we discussed in relation to IEEE 802.1Q
tagging, it does not solve the MAC learning problem. That is, for frames to be forwarded between bridges in the service
provider’s network, the bridges each must learn and store MAC addresses learned from the customer networks. A service
provider can help alleviate this problem by limiting the number of learned MAC addresses or charging the customer more for the
EVC service if they exceed the MAC address limit.

Provider Bridging

= Defined by the IEEE 802.1ad standard:

» Allows for service providers to offer the equivalent of
separate Ethernet LANs to their customers

« Easyfor the customerto understand (Ethernet)

« Easyfor the service provider to provision (1 VLAN equals 1
customer)

* Requires the use of 2 stacked VLAN tags
* C-VLAN—typically controlled by the customer
« S-VLAN—controlled by the service provider

Destination | Source Frame
MAC MAC S‘%%‘” C‘T‘:’;Lé‘” LT ’fpe/h Data Check
Address Address engt Sequence

Provider bridging is defined under IEEE 802.1ad. It was developed to allow a service provider to provide a more scalable EVC
service to its customers. A typical provider bridged network (PBN) provides for C-VLAN tagging and forwarding at the edge of the
network using the ports that face the customer. For all ports that face the core of the PBN, the provider bridges forward based
only on the S-VLAN tag.
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IEEE 802.1ad TAG Formats

Destination | Source Frame
MAC MAG S-VLAN |C-VLAN | Type/

Data Check
Address Address L TAG  |Length Sequence

= Tag formats:
. S_\/LAN tag TPID PRI | DEI YLAN ID

« Tag Protocol Identifier: 16 bits, default Ox88A8
« Priority: 3 bits. 802.1p

* Drop Eligibility Indicator: 1 bit, default O

« Unique VLAN identifier: 12 bits

. C_\/LAN tag TRID PRl | CFI YLAN ID

« Tag Protocol Identifier: 16 bits, default Ox8 100
« Priority: 3 bits, 802.1p

» Canonical Format Indicator: 1 bit. default O

« Unique VLAN identifier: 12 bits

The graphic shows the S-TAG and C-TAG formats defined under IEEE 802.1ad. Note that the C-TAG remains identical to the IEEE
802.1Q VLAN tag. The S-TAG is similar but a few fields have been redefined. For example, because the canonical format

indicator (CFI) field in the C-TAG is rarely used (for use in token ring networks), it has been redefined in the S-TAG to represent a
frame’s eligibility to be dropped. The Drop Eligibility Indicator (DEI) is used for class of service, which we do not discuss in this guide.
Also, IEEE 802.1ad has reserved a Tag Protocol Identifier (TPID) of Ox88A8 for the S-TAG, however, the Junos operating

system default behavior is to set the TPID equal to 0x8100.

PBN Terms
= Each device performs a specific task in a PBN
PBN
CustomerEdge S-VLAN Bridge = :
or Network Port - MX240
— «——— Provider Bridges ———— — =
Cus_tomer T Mx240 S
Bridge e
| |
L PEB
Provider =—] S-VLAN Bridge
PEB Network Port Mx240
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The following terms are used in a PBN network:

PBN: A network of provider bridges that provide for transparent EVC service to the service provider’s customers.

Provider Bridge: A bridge in the service provider’'s network that performs IEEE 802.1ad VLAN tagging and
forwarding. These bridges learn and store the MAC addresses of the service provider’'s customers.

Provider Edge Bridge (PEB): Accepts and forwards IEEE 802.1Q frames to and from customers. PEBs also
encapsulate the received customer frames using the IEEE 802.1ad format to forward customer frames across the
PBN.

S-VLAN Bridge: A nonedge provider bridge that forwards frames based only on the S-VLAN tag.
Provider Network Port: A port on a provider bridge that forwards frames based on the S-VLAN tag.

Customer Edge Port: A port on a PEB that connects to customer equipment that receives and transmits C-VLAN
tagged frames.

Customer Network Port: A port on a PEB that receives and transmits S-VLAN tagged frames.

VLAN Tag Operations

= Provider bridges make several different types of
adjustments to the VLAN stack:

* These options can be configured explicitly (manually
intensive) or using shortcut (implicit) methods that require
minimal configuration

* push: Add an outer tag

+ pop: Remove the outer tag

+ swap: Swap the outer tag with a new one

* pop-pop. Remove the outer and inner tags

* push-push: Add two tags

+ swap-swap: Swap the inner and outer tags with new ones
* pop-swap. Pop the outer tag and swap the inner tag

+ swap-push: Swap the inner tag and add an outer tag

* rewrite vlan and tag-protocol-id

The graphic shows all of the possible operations that a provider bridge can perform on C-tagged frames and S-tagged frames
that a port receives and transmits.
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Service Provider Provides EVC Service to the Customer

= Service provider provides an EVC to the customer:

e Customeruses 802.1Q-tagged frames (C-VLAN 100) to
connect to the remote site while the service provider
network is transparent

+ S-VLAN tagging of the customer frames during transmission across
the service provider network provides transparency

PEN
Provider Bridge B
—

MX240
Customer Customer
Bridge 1 Bridge 2

= —_ Provider Edge Pr%"'%er E[c)lge _H p—
E—_—=_ BridgeA ridge ——=—]
- MX240 = C-VLAN = 100

C-VLAN = 100 Mx240

Provider
Mx240  BridgeC

In the example, the service provider delivers an Ethernet circuit to each of the customer premises. To provide connectivity
between Customer Bridge 1 and Customer Bridge 2, the customer must enable an IEEE 802.1Q VLAN using VLAN ID 100 on the
service provider-facing ports. The service provider has allocated an S-VLAN tag of 200 to transparently forward the customer’s
frames across the PBN. This allocation is performed by configuring a bridge domain on each provider bridge specifically for the
customer specifying an S-VLAN ID of 200, and by configuring all possible inbound and outbound interfaces to support the
appropriate VLAN tagging for the customer’s bridge domain. For example, on Bridge A, the service provider would need to
configure a Bridge Domain that accepts C-tagged frames on the customer-facing interface and S-tagged frames (VLAN ID 200)
on the core-facing interfaces. Over the next several slides we look at the frame processing steps for traffic traversing a Q-in-Q

tunnel.
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PEB Processing of Incoming Frames

= Frames with a single C-VLAN tag with VLAN ID 100
arrive at Bridge A:

* Bridge A performs a MAC lookup to determine the outgoing

logical interface e
Provider Bridge B

Frame Processing
Address Interface Tag Operations

DA ge-1/0/4.1  Push 200 ~ Mx240
Customer Customer
Bridge 1 ) Bridge 2
- —— Provider Ed ge Pro‘“_der Ed ge - prm—
1 BridgeA Bridge D - =

C-VLAN = 100 _Mx240

MXx240

&e. 1 O/q 5

MX240

Provider BridgeC
DA | SA Cl\gg T/L Data Fos [

When C-VLAN-tagged frames arrive at Bridge A (a PEB), Bridge A performs a MAC-table lookup based on the customer’s bridge
domain. If Bridge A has previously learned the destination MAC address of the frame, it forwards the frame to the appropriate
outbound interface (ge-1/0/4.1 in this case) and the interface adds an S-VLAN of 200 on to the frame before sending the frame
to the next bridge. The act of adding an outer tag to the frame is known as a push operation.

Note that if Bridge A did not previously learn the destination MAC address of the frames, it floods the frame out of every other
interface associated with the customer’s bridge domain except for the one that originally received the frame.

Bridge C Processes the Frame

= Frames with two VLAN tags arrive at Bridge C:

* Bridge C performs a MAC lookup to determine the outgoing
logical interface

PBN
Provider Bridge B
~MX240
Customer / | Customer
Bridge 1 H Frame Processing  —| Bridge 2
s =
= —— | Address Interface  TagOperations SO e— —
== |1} g0-1/0/61 None BridgeD _pF—0u—]
C-VLAN = 100 MXx240 ~w : ] Mx240

Provider
Mx240 BridgeC
SVID|CVID

200 | 100 T/L Data FCS

DA SA
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When S-VLAN-tagged frames arrive at Bridge C (an S-VLAN bridge), it performs a MAC-table lookup based on the customer’s
bridge domain. If Bridge C has previously learned the destination MAC address of the frame, it forwards the frame to the
appropriate outbound interface (ge-1/0/6.1 in this case) and the interface sends the frame unchanged to the next bridge.

Note that a few ways exist to configure the VLAN operations on an S-VLAN bridge. The inbound interface on Bridge C can
possibly also pop the S-VLAN tag on reception and then the outbound interface can push S-VLAN of 200 on transmittal.

Bridge D Processes the Frame

=" Frames with two VLAN tags arrive at Bridge D:

* Bridge D performs a MAC lookup to determine the outgoing
logical interface

PBN
Provider Bridge B
Frame Processing
Address Interface Tag Operations
DA ge-1/0/6.100  Fop
Customer Customer
Bridge 1 _ Bridge 2
| ProviderEdge Provider Edge [~ —
Bridge A Bridge D

C-VLAN =100 _MX240

ge-1/0/6.100

Provider
MXx240  BridgeC

SYID|CYID
DA SA T/L Data FCS
When S-VLAN-tagged frames arrive at Bridge D (PEB), the inbound interface pops the S-VLAN tag and Bridge D performs a

MAC-table lookup based on the customer’s bridge domain. If Bridge D has previously learned the destination MAC address of

the frame, it forwards the frame to the appropriate outbound interface (ge-1/0/6.100 in this case) and the interface sends the
C-tagged frame to the customer bridge.
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Remote Customer Site

= Frames with a single VLAN tag arrive at Customer

Bridge 2
PBN
Provider Bridge B
Customer Customer
Bridge 1 ; Bridge 2
= [ rovider Edgo Provider Edge ~ [Fmms

. Bridge D == —
Bridge A e 5 1/0/6.100

CVLAN=100 Mx240_

Provider
MX240  BridpeC
CvID
DA SA 100 T/L Data FCS

The slide shows the frame format of the Ethernet frame as it arrives at Customer Bridge 2. Note that the frame looks exactly as
it did when Customer Bridge 1 transmitted it. At this point, Customer Bridge 2 will perform its own MAC-table lookup and forward
the frame on to their intended destination, if known. If the destination MAC address is unknown, Customer Bridge 2 will flood
frame out all other interfaces associated with VLAN-ID 100.

Junos OS Interface Terminology

= Junos OS interfaces are sometimes referred to in
shorthand
[edit]

e Physical interface \ user@host# show interfaces
ge-0/0/2 {

* Physical port ot 6l
* Logical interface — family bridge {

interface-mode access:

v1lan-id 200;

« Logical unit
* Interface family )
* Protocol 1
= Bridge domains can learn in two modes
e Independent VLAN learning
« Learning domain for each VLAN

» Shared VLAN learning
« Single learning domain shared by all VLANs in a bridge domain
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Shorthand methods of describing the Junos OS interfaces are common. A physical interface refers to a physical port. A logical
interface refers to an individual logical unit. An interface family refers to an individual protocol family. Multiple logical interfaces
can be configured for each physical interface. Multiple interface families can be configured for each logical interface. In regards
to bridging, understanding how a configuration affects the number of logical interfaces on an MX Series 3D Ethernet Universal
Edge Router (64 K maximum) is important.

Bridge Domain Modes

So far, we discussed configuring bridge domains in independent VLAN learning mode (IVL). In this mode, MAC learning occurs
on a per VLAN basis. That means, broadcast, unicast with unknown destination, and multicast (BUM) traffic flooded on
interfaces is associated with a single VLAN. However, another bridge domain mode exists named shared VLAN learning mode
(SVL). This allows for VLANs to share MAC learning. That means, the BUM traffic floods on all interfaces and all VLANs
associated with a bridge domain. The following slides show examples of each mode of operation.

New Style of Configuration

The example in the graphic shows the [edit]

“new” method of configuration to userlipeb# show interfaces ge-1/0/4

create dual-stacked VLAN flexible-vlan-tagging; Outar YLAN
subinterfaces. To configure the outer unit 0 {

VLAN, specify a vlan-1id at the unit vlan—-id 200;

level. To specify one or more inner family bridge {

VLAN IDs, use the interface-mode trunk;

inner-vlan-id-list command inner-vlan-id-list 111-114;

atthe Family bridge level of the

hierarchy. To view the “older” method

of configuring dual-stacked VLANS,

refer to Appendix A. Inner YLANS
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S-VLAN Bridge Configuration

= An S-VLAN bridge forwards frames using only the S-TAG:

» [f C-TAG operations are necessary, configuration becomes

more complicated Be-
Cgs_tg;"er Outer VLAN 200 CES_‘;’;"GF
riage ridge
Inner YLAN 1-4094
— N R /=" e s T e B L R e
WLAN 4094 ::)EQB?D oo 1/1/41 Swzan ge-1/0/6.1 MX240 WLAN 4004
{5-¥LAN Bridge}

[edit]

userds-vLAN-Bridge# show interfaces

ge-1/0/6 {

flexible-wlan-tagging;
encapsulation flemible-sthernet-services;
unit 1 {
family bridge {
interface-mode trunk;
vlian-id-list 200;

[edit]
uger@3-V0LAN-Bridge# show bridge-domains

- customerl |
ge-1/1/4 { vlan-id 200;
flexible-vlan-tagging;
encapsulation flexzible-sthernet-zervices;
unit 1 {
family bridge |
interface-mode trunk;
vlan-id-list 200;

¥

The easiest configuration for supporting provider bridging is on an S-VLAN bridge similar to the core (middle) switch on the slide.
Because the switch processes only S-VLAN tags, you can configure the bridge domain using the vlan-id number statement.
We expect only S-tagged frames to arrive on each trunk interface, so you can configure them for a single vlan-id-list

statement as well. To allow the interfaces to support two VLAN tags, include the stacked-vlan-tagging statement or the

flexible-vlan-tagging statement.
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Tunnel All C-VLANs

= The bridge domain references only the outer VLAN ID:
* Uses one customer-facing logical interface and one bridge

domain—uses VL
* Adding a second customer is just as easy but uses a different

S-VLAN PBN

Cgs_t;’g'er Outer YLAN 200 Cgs_t;’g‘er
ridge ridge
Inner WLAN 1-4094
bamendt & mm o = | =——Jm 2 =m oz mm o jem s w2 =m s == I B TR d—
VLAN;;@P/O /0.0 :’;)EQB':D ge-1/0/4.0 Mx240 M VLAN 4094
(5-YLAN Bridge) ;
[edit]
. userlipeb# show interfaces ge-1/0/4
[edit] unit 0 {
userlpeb# show interfaces ge-1/0/0 family bridge {
unit 0 ‘[ . interface-mode trunk:
family bridge { vlan-id-1ist 200;
1nterface-mode access: }
vlan-id 200; 1 [edit]
} userlipeb# show bridge-domains
1 bd {

vlan—-id Z200;
I

The method shown on the slide is the easiest and most elegant method of tunneling all customer C-VLANs across the core of a
PBN. The interface and bridge domain configuration require only that you specify the outer S-VLAN ID. To allow single-tagged
frames to enter the customer-facing interface, you must specify the interface-mode access statement.

You will see on the next few slides that each configuration method results in some combination of one of the following:
1. A bridge domain mode (IVL or SVL).
2. Customer-facing logical interface usage.
3. Bridge domain usage.

4. Virtual switch usage.

The solution on this slide is so elegant because to support each customer it requires the use of one logical interface, one bridge
domain, and also, you can place each customer in the same virtual switch.
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Range of C-VLANSs: Part 1
= Configure the bridge domain with vlian-id-list
» Creates a single logical interface and bridge domain for
each C-VLAN—uses IVL
* Adding a second customer requires configuring a virtual
switch and S-VLAN PEN
C;fitg;‘eer Outer VLAN 200 C;fitgg'eer
—VLﬂ\J 12_ — E L ] |—nner VLAN 11£114— - . . ==} - V&N £1 PN m—
— Y Bl — e e T —
WLAN 114 Mx240 3 ] MX240 WLAN 11
g51/0/00 ey ET/U/RD T waa
. [edit]
[ed1it] .
. user@peb# show interfaces ge-1/0/4
userfpebif show interfaces ge-1/0/0 : - - A
unit 0§ iizillgln{e vlan-tagging;
BT A [ vlarid 200;
:Lnter'IEace—ldee trunk; family bridge
vlan-id-list 111-114; interface-mode trunk;
) } inner-vlan-id-list 111-114;
[edit]
Limitation: This approach creates one userfpeb# show bridge-domains
bridge domain for each C-YLAN. b {
|vlan-id-list 111-114; |
}
Allowing only certain C-VLANSs to be tunneled across the core might be necessary. Few solutions will allow this tactic. In this

solution, the bridge domain references the C-VLAN IDs to be tunneled. Because of this reference, you must add each customer

to its own virtual switch (in the case of overlapping C-VLAN space).

Provider Bridging ¢ Chapter 4-13
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Range of C-VLANSs: Part 2

= Configure the bridge domain with vlan-id none

* Creates multiple logical interfaces and one bridge domain—
uses SVL

e Adding a second customer requires configuring only an
S-VLAN PBN

CESF;’QEF Outer VLAN 200 Cgs_t;’g'er
ridge riage
Inner YLAN 111
AN LI I 0 it WLAN 114
) [S-YLAN Bridge) .
[edit] [edit]

userfipeb# show interfaces ge-170/4
flexihle—vlan-tagging:

encapsulation flexible-ethernet-services:
unit 0 {

userfpebif show interfaces ge-1/0/0
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;

unit 111 ) ) encapsulation vlan-bridge:
encapsulation vlan-hridge; vlan-tags outer 200 inner 111;
vlan-id 111; 3

t

unit 112 { [edit]
encapsulation vlan-hridge; uzerfpeb# show bridge-domains
vlan-1id 11Z; bd

}

unit 113 { interface ge-1/0/0.111;
encapsulation vlan-bridge; interface ge-1/0/0.112;
vlam id 113; interface ge-1/0/0.113;

interface ge-1/0/0.114;
interface ge-1/0/4.0;

i

The graphic shows the first example of SVL as well as an example of VLAN normalization (translation). The best way to describe
how this solution works is to discuss what happens to a customer frame as it traverses the PBN:

1. A frame with C-VLAN ID 112 arrives on ge-1/0/0.112 destined for a MAC address that exists on the remote side of
the network.

Because the bridge domain is configured for vlan-id none, the C-VLAN tag pops before the MAC-table lookup.

3. If the destination MAC address is unknown, then the frame is flooded out of all interfaces that associate with the
bridge domain, including the subinterfaces of ge-1/0/0 (because of SVL). If the destination MAC is known, the
frame is forwarded out of the ge-1/0/4.0 interface with a C-VLAN of 111 (normalization) and an S-VLAN of 200.

4. Upon arriving at the remote PEB, assuming the bridge domain is configured for vlan-id none, the S-VLAN and
the C-VLAN tags are popped before the MAC-table lookup.

5. If the destination MAC address is unknown, then the frame is flooded out of all interfaces that associate with the
bridge domain, including the subinterfaces of customer-facing interfaces (because of SVL). If the destination MAC
address is known, the frame is forwarded out of the appropriate subinterface using the encapsulation specified on
the interface.
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Explicit Configuration of Tag Operations

" Use input-vlan-map and output-vlan-map to
explicitly configure VLAN tag operations
PBN
Customer Outer VLAN 200 Customer
Bridge i
= LA s B LA S e I TRV R
X240 x40
{swritch])
[edit] [edit]
uzer@peb# show interfaces useridswitch# show bridge-domains
ge-1/0/0 | ) customerl {
wlan-tagging; . ) interface ge-1/0/0.111;
encapsulation flexible-ethernet-services; interface ge-1/0/4.0;
unit 111 !
encapsulation vlan-bridge;
vlan-id 111;
input-vlan-map {
push;
vlan-id 200; Customer Edge Port
H Inbound = push SVLAN 200
output-vlan-map pop; QOuthound = pop SWLAN
}
}
ge-1/0/4 { Provider Network Port
stacked-vlan-tagying; , Mo YLAN tag operation. This interface
encapsulation flexible-ethernet-services; simplj,rforwardsand receives frames that
unit 0 { . )
e R T [t e T havethe same tagging properties.
vlan-tags outer Z00 inner 111;
}
}

The graphic shows an example of explicitly configuring the VLAN tag operations to be performed on an interface.
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PBN Network-to-Network Interface

= Service providers manage their own S-VLAN ID space:

* Asingle customer can use multiple service providers
* 3-VLAN translation is used at the network-to-network

interface — PBN 2
Customer Outer VLAN- 200 ge-1/0/6.1 OuteL¥LAN 300 Customer
- nner YLAN 1-<094 Inrer WLAN 14094 A
Bridge —— Bridge
' —VLﬁ\J 1— ) - | e
] ¥ EEEm N Eam l: - ——— —
VLAN 4064 MX240 MX240
{FEB) [5-¥LAN Bridge) {5-¥LAN Bridge)
[edit]
user@z-vlan-bridge# show interfaces ge-1/0/6 [=dit]
flexible-vlan-tagging; userfs-vlan-bridge# show bridge-domains
encapsulation flexible-ethernet-services; customerl {
unit 1 { vlan—-id 200;
}

family bridge |
interface-mode trunk;
vlan-id-list 200;
vlan-rewrite {
translate 300 200;

YLAN Rewrite (Translation)
Specify the expected inbound S-LAN 1D (3000
and the S4LAN 1D to be used within the PEM (200).

t
The translation is bidirectional.

}

In the graphic, two service providers provide an EVC to a single customer. To allow for the interconnection of the two customer
sites, the two service providers must exchange S-VLAN-tagged frames between one another. However, the case might be that
each service provider is using a different S-TAG to provide the EVC. In the example, PBN 1 uses S-VLAN 200 and PBN 2 uses
S-VLAN 300. IEEE 802.1ad provides the ability to perform S-VLAN translation between service providers. The slide shows the

configuration necessary for the S-VLAN bridge in PBN 1 to perform VLAN translation.

View Tag Operation Settings

PBN
Customer Outer WLAN 200 Customer
Bridge VLAN 111 | Inner WLAN 111 L 11‘3 _ 3ridge
MX240 MX240
{switch)

userdpeb> show interfaces ge-1/0/0.111
Logical interface ge-1/0/0.111 (Index 79) (SNMP ifIndex 239)

Flags: SHMP-Traps DXZDDD4DDD|VLAN—Tag [ 0x8100.111 ] In(push .=200) Out(pop)l

|[Encapsulation: VLAN-Bridge |
Input packets : 368
CQutput packets: 2467
Protocel bridge, MTU: 1518

useripeb> show interfaces ge-1/0/4.0
Logical interface ge-1/0/4.0 (Index &%) (SNMP ifIndex 228)
Flags: SHNMP-Traps 0x20004000 VLAN-Tag H 0x8100.200 0x8100.111 ]
Input packets : 280
cutput packets=: Z80
Protocol bridge, MTU: 1522
Flags: Is-Primary

Encapsulation: VLAN-|
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To view the expected VLAN tag operations that an interface will perform, issue the show interfaces command. The
VLAN-tag field shows the VLAN IDs for which the interface was specifically configured. The In and Out fields show the VLAN
operations that the interface will perform.

An Alternative to Q-in-Q Tunneling

PE
VPN A %C—E : P CI% VPN A
; - ] Site 2
Site 1 _- K
.
@ " | e
VPN A CE PE O e
Site3

= To the customer in a VPLS environment, the provider's
network appears to function as a single LAN segment
e Acts similarly to a learning bridge
= Administrator does not need to map local circuit IDs to
remote sites
e PE device learns MAC address from received Layer 2 frames

* MAC addresses are dynamically mapped to outbound MPLS
LSPs and/or interfaces

Q-in-Q tunneling has some drawbacks:

. Because there are 4096 unique VLANSs, the number of customers can be severely limited.

. If there is a network failure, Ethernet’s STP can take tens of seconds to find an alternate path. Even the new Rapid
Spanning Tree Protocol (RSTP) can take multiple seconds in most situations, and convergence time increases as
the network grows.

An alternative to Q-in-Q tunneling that can be provided to the customer is virtual private LAN service (VPLS). VPLS delivers an
Ethernet service that can span one or more metro areas and that provides connectivity between multiple sites as if these sites
were attached to the same Ethernet LAN. To the customer, a VPLS appears to be a single LAN segment. In fact, it appears to act
similarly to a learning bridge. That is, when the destination media access control (MAC) address is not known, an Ethernet frame
is sent to all remote sites. If the destination MAC address is known, it is sent directly to the site that owns it. VPLS requires a
strong background in MPLS as well as other routing protocols. A full discussion on VPLS is outside the scope of this guide.
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Review Questions

1. What are some of the scaling issues that can occur
If a service provider were to use |[EEE 802.1Q VLANs
to provide LAN service to its customers?

2. List three VLAN tag operations that a switch can
perform on a frame.

3. Bridge domains can learn in two modes. What are
the two modes?

Answers
1.

The service provider and potentially thousands of customers must share a limited number of VLAN IDs when a service provider uses
IEEE 802.1Q VLAN:S to provide LAN service. Also, each service provider switch must learn the MAC addresses of its customers.

2.

Three VLAN tag operations that a switch can perform on a frame are pop, push, and swap.

3.

The two modes are independent VLAN learning mode (IVL) and shared VLAN learning mode (SVL).
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Chapter 5: Spanning Tree Protocols

This Chapter Discusses:
. The purpose of spanning-tree protocols;

. The basic operation of the Spanning Tree Protocol (STP), the Rapid Spanning Tree Protocol (RSTP), the Multiple
Spanning Tree Protocol (MSTP), and the virtual LAN (VLAN) Spanning Tree Protocol (VSTP);

. Configuration and monitoring of STP, RSTP, MSTP, and VSTP; and

J Implementation bridge protocol data unit (BPDU), loop, and root protection.

STP

e Defined in the [EEE 802.1D-1998 specification
* Builds loop-free paths in redundant Layer 2 networks

* Automatically rebuilds the tree when the topology changes
» Configuresthe port state of every port on every participating

bridge
A; QB

Al

Segment 1

1 Sepgment 2

STP is defined in the Institute of Electrical and Electronics Engineers (IEEE) 802.1D 1998 specification. STP is a simple Layer 2
protocol that prevents loops and calculates the best path through a switched network that contains redundant paths. STP is
necessary only when redundant paths exist within a Layer 2 network. STP automatically rebuilds the tree when a topology
change occurs.
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STP Terms and Concepts

» Bridge ID: Unique identifier for each switch
» Root bridge: Switch with the lowest bridge 1D

* Foot port. The port on each bridge closest to the root bridge

* Root path cost: A bridge's calculated cost to get from itself
to the root bridge

« Equalto the received root path cost from configuration BPDUs plus
the port cost of the root port on the bridge

* Port cost: Every interface on a bridge has an assigned port
costvalue
» Usedin the calculation of the root path cost for the local bridge
« Configurablevalue (1-200.000.000)
* The default value is 20.000 for 1 Gigabit Ethernet

All switches participating in STP have a unique bridge ID. The bridge ID is a combination of the system MAC address and a
configurable priority value. The lowest bridge ID determines the root bridge.

Once the root bridge is determined, each nonroot switch determines the least-cost path from itself to the root bridge. The port
associated with the least-cost path, referred to as the root path cost, becomes the root port for the switch. Every port on a
switch has a configurable port cost associated with it. A nonroot switch receives periodic STP BPDUs—described on next slide—
that contain a root path cost as determined by the neighboring switch. The local switch adds the received root path cost to each

of the port costs for its interfaces. Whichever interface is associated with the lowest value (root path cost + port cost) becomes
the root port for the switch.

» Designated bridge: A switch representing the LAN segment

e Port /D: A unique identifier for each port on each switch

» Desighated port. The designated bridge’'s forwarding port
on a LAN segment

» The port used by a designated bridge to send traffic from the
direction of the root to the LAN or from the LAN toward the root

» Bridge protocol data unit. Packets used to exchange
information between switches
« ConfigurationBPDU
» Topology change notification BPDU

All switches participating on a common network segment must determine which switch offers the least-cost path from the
network segment to the root bridge. The switch with the best path becomes the designated bridge for the LAN segment, and the
port connecting this switch to the network segment becomes the designated port for the LAN segment. If equal-cost paths to the
root bridge exist between two or more switches for a given LAN segment, the bridge ID acts as a tiebreaker. If the bridge ID is
used to help determine the designated bridge, the lowest bridge ID is selected. If two equal-cost paths exist between two ports
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on a single switch, then port ID acts as the tiebreaker (lower is preferable). The designated port transmits BPDUs on the
segment.

Port States

» Blocking

* The port drops all data packets and listensto BPDUs

» The port is not used in active topology
e Listening

* The port drops all data packets and listensto BPDUs

* The portis transitioning and will be used in active topology
e Learning

* The port drops all data packets and listensto BPDUs

» The port is transitioning and the switch is learning MAC addresses
e Forwarding

* The port receives and forwards data packets and sends and

receives BPDUs

* The port has transitioned and the switch continuesto learn MAC
addresses

The graphic highlights the STP port states along with a brief description of each state. In addition to the states listed on the
slide, an interface can have STP administratively disabled (default behavior). An administratively disabled port does not
participate in the spanning tree but does flood any BPDUs it receives to other ports associated with the same VLAN.

Administratively disabled ports continue to perform basic bridging operations and forward data traffic based on the MAC
address table.

BPDU Ethernet Frame

DA  SA L |LLC BPDU FCS
= EFthernet frame:

e Source address—The outgoing port of the originating switch
» Destination address—The bridge group address
(01:30:C2:00:00:00)
e Length
e LLC header
« DSAP and SSAP = 0x42 (Bridge Spanning Tree Protocol)

The graphic shows the Ethernet frame format of an STP BPDU. Notice that the Ethernet frame does not contain any 802.1-type
VLAN tagging. The source address of the frame is the MAC address of the outgoing port of the sending switch. The destination

address is the multicast MAC address that is reserved for STP. The frame also contains an LLC header that uses a destination

service access point (DSAP) of 0x42, which refers to the bridge STP.
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BPDU Types

= BPDU types:

e Configuration BPDUs
« Usedto build the spanning-tree topology

* Topology change notification BPDUs

« Reportstopology changes

STP uses BPDU packets to exchange information between switches. Two types of BPDUs exist: configuration BPDUs and
topology change notification (TCN) BPDUs. Configuration BPDUs determine the tree topology of a LAN. STP uses the information
that the BPDUs provide to elect a root bridge, to identify root ports for each switch, to identify designated ports for each physical
LAN segment, and to prune specific redundant links to create a loop-free tree topology. TCN BPDUs report topology changes

within a switched network.

Configuration BPDU Format

Uctets
Protocal 10 2
e esen |1 @ Configuration BPDU fields:
Flags ' * Protocol ID—0 (STP)
- * Protocol Version—0 (IEEE 802.1D-1998)
oot =]
* BPDU Type—0 (Configuration BPDU)
* Flags
Floot Path Gost + « Topology change acknowledgmentflag
(Bit 8)
» Topology change flag (Bit 1)
Bridge ID a
* Root /D
« A unique D of the bridge that the
Port D 2 transmitting bridge believes to be the root
MMMig:g i e Root Path Cost
Hello Time 2 * The sending switch’'s calculated total cost to
Forward Delay 2 get to the root b”dge

When an STP network is first turned up, all participating bridges send out configuration BPDUs to advertise themselves as
candidates for the root bridge. Each bridge uses the received BPDUs to help build the spanning tree and elect the root bridge,
root ports, and designated ports for the network. Once the STP network converges and is stable, the root bridge sends a
configuration BPDU once every few seconds (the hello time default is 2 seconds).

The following list provides a brief explanation of each of the BPDU fields:

Protocol ID: This value is always 0.

Protocol Version: This value is always O.

Chapter 5-4 « Spanning Tree Protocols
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BPDU Type: This field determines which of the two BPDU formats this frame contains—configuration BPDU or TCN
BPDU.

Flags: This field is used to handle changes in the active topology; we discuss this field later.

Root ID: This field contains the bridge ID (BID) of the root bridge. After convergence, all configuration BPDUs in the
bridged network should contain the same value for this field (for a single VLAN). Some network sniffers break out
the two BID subfields: bridge priority and bridge MAC address.

Root Path Cost: This value is the cumulative cost of all links leading to the root bridge.

Uctets
Protocol 1D 2
ProBtclt:))o[rJ:JLljﬁj;SeiOﬂ i u COHfIgUI’HtIOI‘I BPDU flEldS (COﬂtd)
Flags 1 * Bridge ID
* Bridge Priority—The priority of becoming the
Root D . root bridge. the designated bridge. or both
(lower is better)
» Bridge Address—The unique MAC address of
Foot Path Cost i the bridge itself
* PortiD
« Port Priority—Used as the tiebreaker to
Bridge ID a determine the designated port. the root port.
or both for a LAN (lower is better)
/\ « Port Number—The ID of the transmitting port
Fort1D 2
Messa ge Age 2 Prionty Bridge Address
hlax Ade 2 2 g
Hello Time 2 o Port
Forward Delay 2 Prlol:ty Nu:nber

The following list is a continuation of the explanation of BPDU fields:

BID: This value is the BID of the bridge that created the current BPDU. This field is the same for all BPDUs sent by a
single switch (for a single VLAN), but it differs between switches. The BID is a combination of the sender bridge’s
priority to become root or designated bridge and the bridge address (a unique MAC address for the bridge.)

Port ID: This field contains a unique value for every port. This value is a combination of the outbound port’s priority
and a unique value to represent the port. The default port priority is 128 for every interface on an MX Series 3D
Universal Edge Router. The switch automatically generates the port number and you cannot configure it. For
example, ge-1/0/0 contains the value 128:41, whereas ge-1/0/1 contains the value 128:42.
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Octets
Protocaol 1D 2
Protocol Wersion 1
BPDU Type 1
Flags 1
Root D g
Root Path Cost 4
Eridge ID o
Port1D 2
Messa ge Lge 2
Max Age 2
Hello Time 2
Forward Delay 2

= Configuration BPDU fields (contd.):
» Message A€e—The age of the

configuration message
* The time since the generation of the
configurationBPDU
« Enables a bridge to discard information that
exceedsthe Max Age

* Max Age—A timeout value to remove
aging BPDU information (set by the root)

* Hello Time—The time interval between
the generation of configuration BPDUs by
designated ports

* forward Delay—The delay time before
transferring the state of a port to
forwarding (set by the root)

The following list is a continuation of the explanation of BPDU fields:

Message Age: This field records the time since the root bridge originally generated the information from which the

current BPDU is derived.

Max Age: This value is the maximum time that a BPDU is saved. It also influences the bridge table aging timer
during the topology change notification process.

Hello Time: This value is the time between periodic configuration BPDUs.

Forward Delay: This value is the time a bridge spends in the listening and learning states. It also influences timers

during the topology change notification process.

TCN BPDU

= TCN BPDU fields
* Protocol ID—0x0000 (STP)
» Protocol Version—0x0O0 (IEEE 802.1D-1998)
* BPDU Type—0x80 (TCN BPDU)

Octets
Protocol 1D 2
Protocol Wersion 1
EPDU Type 1

The graphic shows the format of the TCN BPDU. We describe its usage later in this content.
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Exchange of BPDUs
'-A' Switches initially exchange
1 configuration BPDUs,
claimingthemselves as the
Root Al root bridgs.

ordze basadon the. / \ |—E
P00 mormaton. = =

A2 A3 |
= Switches exchange configuration BPDUs:

* They do not flood—instead each bridge uses information in
the received BPDUs to generate its own

= The root bridge is elected based on BPDU

information:

* Criterion for election is the bridge 1D
* The election process reviews priority first—lowest priority wins
« Ifthe priority values are the same. bridge addresses (MAC)are
compared—the lowest identifier wins

All switches participating in a switched network exchange BPDUs with each other. Through the exchanged BPDUs, neighboring
switches become familiar with each other and learn the information necessary to select a root bridge. Each bridge creates its
own configuration BPDUs based upon the BPDUs that it receives from neighboring routers. Non-STP bridges simply flood BPDUs
as they would any multicast Ethernet frames.

Root Bridge Election

STP elects the root bridge device based on the BID, which actually consists of two distinct elements: a configurable priority value
and a unique device identifier, which is the system MAC address. Each bridge reviews the priority values first and determines
the root bridge. If the priority value of one device is lower than the priority value of all other devices, that device receives the root
bridge election. If the priority values are equal for all devices, STP evaluates the bridge addresses (MAC), and each bridge elects
the device with the lowest MAC address as the root bridge.
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Port Role and State Determination

" The least-cost path calculation
to the root bridge determines the
port role; the port role determines
the port state: A2 ;Q:QZT AS

* Ports on the root bridge assume the . - Forwardingand root port
designated port role and forwarding state &= Forwardingand designated port
» Root ports on switches are placed in the forwarding state
* The root bridge will have no root ports

* Designated ports on designhated bridges are placed in the
forwarding state

Once root bridge election occurs, all nonroot devices perform a least-cost path calculation to the root bridge. The results of
these calculations determine the role of the switch ports. The role of the individual switch ports determines the port state.

All switch ports belonging to the root bridge assume the designated port role and forwarding state. Each nonroot switch
determines a root port, which is the port closest to the root bridge, based on its least-cost path calculation to the root bridge.
Each interface has an associated cost that is based on the configured speed. An interface operating at 10 Mbps assumes a cost
of 2,000,000, an interface operating at 100 Mbps assumes a cost of 200,000, an interface operating at 1 Gbps assumes a
cost of 20,000, and an interface operating at 10 Gbps assumes a cost of 2000. If a switch has two equal-cost paths to the root
bridge, the switch port with the lower port ID is selected as the root port. The root port for each nonroot switch is placed in the
forwarding state.

STP selects a designated bridge on each LAN segment. This selection process is also based on the least-cost path calculation
from each switch to the root bridge. Once the designated bridge selection occurs, its port, which connects to the LAN segment,
is chosen as the designated port. If the designated bridge has multiple ports connected to the LAN segment, the port with the
lowest ID participating on that LAN segment is selected as the designated port. All designated ports assume the forwarding
state. All ports not selected as a root port or as a designated port assume the blocking state. While in blocked state, the ports
do not send any BPDUs. However, they listen for BPDUs.

Full Tree Convergence

Once each bridge determines the role and state for all switch ports, the tree is
considered fully converged. The convergence delay can take up to 50 seconds
when the default forwarding delay (15 seconds) and max age timer (20 seconds)
values are in effect. The formula to calculate the convergence delay for STP is 2x
the forwarding delay + the maximum age. In the example shown on the slide, all
traffic passing between Host A and Host B transits the root bridge (Switch Al).
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Reconvergence Example

1. Bridge G fails Root
2. Bridge E's port leaves the forwarding s E=d A
state B¢ /5- \ c
3. Bridge Esends a TCN — —
a. TheTCN always travels outtheroot % %
port; _. _.E _..F
It continues every 2 seconds until the -

rootport from B receives the TCN ACK  Porteaves tat\ e
inthe form of a configuration BPDU elonmIEnesEs

4. Bridge B sends a TCN ACK g
5. Bridge B sends a TCN out of the root
port
6. Bridge Asends a TCN ACK
7. The root bridge sets the topology Root
change flag and sends an ot —
updated configuration BPDU nmemeé & \{1‘ Time: 18 S6¢
8. Bridges B and C relay the AN
topology change flag . e
to downstream switches D S \%E o’%u F
9. All nonroot bridges change the — — —
MAC address forwarding
table aging timer to equal the TT“;"ST_EQE\S‘Q?Eg Table g Table Agng

forwarding delay time
(default: 15 seconds)

The graphics show the steps involved in a failure and reconvergence scenario. Once the nonroot bridges change their

MAC address forwarding table aging timer to the shortened interval and wait that period of time (15 seconds by default),
they then delete all entries from the MAC table that were not refreshed within that time frame. All deleted entries must then
be learned once again through the normal learning process.

RSTP Defined

RSTP was originally defined in the IEEE 802.1w draft and was later incorporated into the IEEE 802.1D-2004 specification. RSTP
introduces a number of improvements to STP while performing the same basic function.
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RSTP Convergence Improvements

RSTP provides better reconvergence time than the original STP. RSTP identifies certain links as point-to-point. When a
point-to-point link fails, the alternate link can transition to the forwarding state without waiting for any protocol timers to expire.
RSTP provides fast network convergence when a topology change occurs and it greatly decreases the state transition time
compared to STP. To aid in the improved convergence, RSTP uses additional features and functionality, such as edge port
definitions and rapid direct and indirect link failure detection and recovery. We examine these features in more detail later in
this chapter.

RSTP Introduces New Port Roles

* Alternate port: (Root)

» Provides an alternate path to the root
bridge (essentially a backup for the
root port of a switch)

» Blockstraffic while receiving superior
BPDUsfrom a neighboring switch

» Backup port:

* Provides a redundant path to a
segment (on designated switches only)

Switch B

« Blockstraffic while a more preferred RootPort= (R)

: ) _ ] Designated Port= (@)
port functions as the designated port Altoma® Port= (R

m RSTP continues to use the root BackupPort=
and designated port roles

RSTP introduces the alternate and backup port roles. An alternate port is a switch port that has an alternate—generally
higher-cost—path to the root bridge. In the event that the root port fails, the alternate port assumes the role of the root port and
is placed in the forwarding state. Alternate ports are placed in the discarding state but receive superior BPDUs from neighboring
switches. Alternate ports are found on switches participating in a shared LAN segment for which they are not functioning as the
designated bridge.

When a designated bridge has multiple ports connected to a shared LAN segment, it selects one of those ports as the
designated port. The designated port is typically the port with the lower port ID. RSTP considers all other ports on the designated
switch that connects to that same shared LAN segment as backup ports. In the event that the designated port is unable to
perform its role, one of the backup ports assumes the designated port role upon successful negotiation and it is placed in the
forwarding state.

Backup ports are placed in the discarding state. While in the discarding state, backup ports receive superior BPDUs from the
designated port.
Continued Use of Root and Designated Ports

RSTP continues to use the root and designated port roles. Only ports selected for the root port or designated port role
participate in the active topology. We described the purpose of the root port and designated ports previously in this chapter.
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RSTP Port States

» RSTP (802.1D-2004) uses fewer states than STP
(802.1D-1998), but has the same functionality

802.1D1998 | 802.1D-2004 Pr————
STP RSTP and Disabled Ports
Disabled
Blocking Discarding
Listening Root, Designated, and Edge Ports
Learning Learning
Forwarding Forwarding

RSTP uses fewer port states than STP. The three possible port states found in RSTP are discarding, learning, and forwarding.
Any administratively disabled port excluded from the active topology through configuration, or dynamically excluded from
forwarding and learning, is placed in the discarding state. Ports that are actively learning but not currently forwarding are in the
learning state, whereas ports that are both learning and forwarding frames simultaneously are in the forwarding state. As the
slide indicates, only those ports selected as root ports and designated ports use the forwarding state.

RSTP BPDUs

As previously mentioned, STP uses BPDUs to elect a root bridge, identify root ports for each switch, identify designated ports for
each physical LAN segment, prune specific redundant links to create a loop-free tree topology, and report and acknowledge
topology changes. RSTP configuration BPDUs also function as keepalives. All RSTP bridges send configuration BPDUs every 2
seconds by default. You can alter this value, if necessary.

By monitoring neighboring switches through the use of BPDUs, RSTP can detect failures of network components much more
quickly than STP can. If a neighboring bridge receives no BPDU within three times the hello interval, it assumes connectivity is
faulty and updates the tree. By default, it detects failures within 6 seconds when using RSTP, whereas it might take up to 50
seconds when using STP.

On MX Series devices, Ethernet interfaces operating in full-duplex mode are considered point-to-point links. When a failure
occurs, a switch port operating as a point-to-point link can become a new root port or designated port and transition to the
forwarding state without waiting for the timer to expire. Switch ports operating in half-duplex mode are considered to be shared
(or LAN) links and must wait for the timer to expire before transitioning to the forwarding state.
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Configuration BPDU Differences

Protocol 1D

Protocol Version
EPDU Type
Flags

Root 1D

Root Path Cost

Eridge 1D

Port D
Message Age
Max hge

Hello Time
Forward Delay

Yersion 1 Length

> =Small differences from STP BPDUs:
% * Protocol Version—0x02
(IEEE 802.1D-2004)
8 « BPDU Type—0x02 (RST BPDU)
* Flags
4 » Topology Change Acknowledgment Flag
(Bit 8)

« AgreementFlag (Bit 7)
B » Forwarding Flag (Bit 6)

* Learning Flag (Bit 5)
2 * PortRole (Bits 3 and 4)
i « Proposal Flag (Bit 2)
2 « Topology Change Flag (Bit 1)
3 e Version 1 Length—0x0000

RSTP is backward compatible with STP. If a device configured for RSTP receives STP BPDUs, it reverts to STP. In a pure RSTP
environment, a single type of the BPDU exists named Rapid Spanning Tree BPDU (RST BPDU). RST BPDUs use a similar format
to the STP configuration BPDUs. RSTP devices detect the type of BPDU by looking at the protocol version and BPDU type fields.
The BPDUs contain several new flags, as shown on the slide. The following is a brief description of the flags:

TCN Acknowledgment: This flag is used when acknowledging STP TCNs;

Agreement and Proposal: These flags are used to help quickly transition a new designated port to the forwarding

state;

Forwarding and Learning: These flags are used to advertise the state of the sending port;

Port Role: This flag specifies the role of the sending port: O = Unknown, 1 = Alternate or Backup, 2 = Root, and 3=

Designated; and

Topology Change: RSTP uses configuration BPDUs with this bit set to notify other switches that the topology has

changed.

RST BPDUs contain a Version 1 Length field that is always set to 0x0000. This field allows for future extensions to RSTP.
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Bridge Priority Configuration

= Bridge priority is configured with a combination of
priority and extended system [D
e Evaluate as a single priority field in the election algorithms
* MSTP only considers priority as a 4-bit field

RSTF Configuration
Purposes Only o Extended -
Prionty System ID Bridge Address
4 bits 12 bits B octets
[edit]
lab@switch# set protocols rstp bridge-priority ?
Fossible completions:
<hridge-priority> Priority of the bridge (in increments of 4k - 0,4k,8k,..60k) (0..61440)

[edit]
lab@switeh# set protocols rstp extended-system-id ?

Fossible completions:
<extended-system—1id> Extended system identifier (0..4095)

Over time, 16 bits was determined to be too big to represent a bridge’s priority for becoming the root or designated bridge. With
the advent of MSTP (covered later in this chapter), the older 16-bit priority field was broken into two separate fields: a 4-bit
priority field and a 12-bit Extended System ID field. RSTP allows for the configuration of both values. MSTP automatically
populates the extended system ID field with a VLAN ID.

RSTP Bridge Priority Evaluation

= Concatenation

R=TP Evaluation Priority Bridge Address
Purposes

2 octets £ octets

{16 bits)

Although priority and extended system ID are configured separately, RSTP evaluates a bridge’s priority for the root and
designated bridge election process by concatenating the two fields together into a single value. That is, it continues to be a
16-bit field during the election process.

STP Forwarding State Transition

= Original STP (802.1D-1998):

* Takes 30 seconds before the ports start forwarding traffic
after port enablement
« 2x forwarding delay (listening + learning)

With the original STP, as defined in 802.1D-1998, a port can take more than 30 seconds before it forwards user traffic. As a port
is enabled, it must transition through the listening and learning states before graduating to the forwarding state. STP allows two
times the forwarding delay (15 seconds by default) for this transition to occur.
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RSTP Forwarding State Transition

= RSTP (802.1D-2004):

» Uses a proposal-and-agreement handshake on point-to-
point links instead of timers

« Exceptions are alternate ports that immediately transition to root.
and edge ports that immediately transition to the forwarding state

» Nonedge-designated ports transition to the forwarding state once
they receive explicit agreement

RSTP offers considerable improvements when transitioning to the forwarding state. RSTP converges faster because it uses a
proposal-and-agreement handshake mechanism on point-to-point links instead of the timer-based process used by STP. On MX
Series devices, network ports operating in full-duplex mode are considered point-to-point links, whereas network ports operating
in half-duplex mode are considered shared (LAN) links.

Root ports and edge ports transition to the forwarding state immediately without exchanging messages with other switches.
Edge ports are ports that have direct connections to end stations. Because these connections cannot create loops, they are
placed in the forwarding state without any delay. If a switch port does not receive BPDUs from the connecting device, it
automatically assumes the role of an edge port. When a switch receives configuration messages on a switch port that is
configured to be an edge port, it immediately changes the port to a normal spanning-tree port (nonedge port).

Nonedge-designated ports transition to the forwarding state only after receipt of an explicit agreement from the attached switch.

Topology Changes

= Topology changes occur only when nonedge ports
transition to the forwarding state:

* Porttransitions to the discarding state no longer trigger the
STP TCN/TCN Acknowledgment sequence

* The initiator floods RSTP TCNs (RST BPDU with TCN flag set)
out of all designated ports as well as out of the root port

* Because of the received RSTP TCN, switches flush the
majority of MAC addresses in the MAC address forwarding
table

« Switches do not flush MAC addresses learned from edge ports

« Switches do not flush MAC addresses learned on the port receiving
the TCN

When using STP, state transitions on any participating switch port cause a topology change to occur. RSTP reduces the number
of topology changes and improves overall stability within the network by generating TCNs only when nonedge ports transition to
the forwarding state. Nonedge ports are typically defined as ports that interconnect switches. Edge ports are typically defined as
ports that connect a switch to end stations.
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RSTP also provides improved network stability because it does not generate a TCN when a port transitions to the discarding
state. With RSTP, TCNs are not generated when a port is administratively disabled, excluded from the active topology through
configuration, or dynamically excluded from forwarding and learning.

When a TCN is necessary and is generated, the initiating device floods all designated ports as well as the root port. Unlike
traditional STP, neighboring switches that are not in the path of the initiator to the root bridge do not need to wait for this
information from the root bridge. As the changes propagate throughout the network, the switches flush the majority of the MAC
addresses located in their MAC address forwarding tables. The individual switches do not, however, flush MAC addresses
learned from their locally configured edge ports.

Indirect Link Failure

= When an indirect link failure occurs:
e Switch A's root port fails—it assumes it is the new root

* Switch B receives inferior BPDUs from Switch A—it moves
the alternate port to the designated port role

» Switch A receives superior BPDUs, knows it is not the root,
and designates the port connecting to Switch B as the
root port

Root Root

Switch B
Forwarding = (F

Switch B Blocking= @

@\ RootPort= (R)
s

i Infer: 3 : =
Switch A Nferigy BRDy Switch A Uperig, Broy Designated Port= )
Altemate Port= (A

RSTP performs rapid recovery for link failures. The graphic illustrates a typical scenario for an indirect link failure.
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Direct Link Failure

= When a direct link failure occurs:

* The alternate port transitions to the forwarding state and
assumes the new root port role following the failure of the
old root port

* Switch B signals upstream switches to flush their MAC
tables by sending RSTP TCNs out of the new root port

« Upstream switches only flush MAC entries that they learned on
active ports that did not receive the RSTP TCNs (except edge ports)

x Root E

A SwitchB Switch B Forwarding= (@

Blocking=
A-
Switch A '-"\/ SwitchA @ RootPort= (g}

Designated Port= )
Altemate Port= (A

The graphic illustrates a typical scenario in which a direct link failure occurs.

Interoperability Considerations

=" STP and RSTP interoperability considerations:

* [f 2 switch supports only the 802.1D-1998 STP protocol, it
discards any RSTP BPDUs it receives

* [f an RSTP-capable switch receives 802.1D-1998 BPDUs, it
revertsto 802.1D-1998 STP mode on the receiving
interface only

* UsesSTP BPDUs

Switches configured for STP and RSTP interoperate with one another. However, you should keep a few basic considerations in
mind. If a switch supports only STP and interconnects with a switch running RSTP, it discards the RSTP BPDUs. The
RSTP-capable switch, upon receiving STP BPDUs, reverts to STP mode, thus allowing interoperability between the two devices.
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MSTP Defined

Root: Gold
VLANs 1-100 | ——3
Each switch maintains a
topology for the gold and

: All links are utilized
green instances

Root Green
VLANs 101—200

= Originally defined in IEEE 802.1s; later merged into
IEEE 802.1Q-2003

MSTP was originally defined in the IEEE 802.1s draft and later incorporated into the IEEE 802.1Q-2003 specification.

MSTP Enhancements over RSTP

" Provides extensions to RSTP:
» A separate topology tree for each MSTI

» Resource friendly—maps VLANs to one or more instances;
provides for load balancing over available links

Although RSTP provides faster convergence than STP, it still does not make good use of all available paths within a redundant
Layer 2 network. With RSTP, all traffic from all VLANSs follows the same path as determined by the spanning tree; therefore,
redundant paths are not utilized. MSTP overcomes this limitation through the use of multiple spanning-tree instances (MSTIs).
Each MSTI creates a separate topology tree and you can administratively map it to one or more VLANs. Allowing users to

administratively map VLANs to MSTIs facilitates better load sharing across redundant links within a Layer 2 switching
environment.
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Multiple Spanning Tree Region

= An MST region is a group of switches with the same
region hame, revision level, and VLAN-to-instance
mapping
* Max of 64 MSTIs per region
* One regional root bridge per instance

= Backward compatible with STP and RSTP through a

CST
CST e ist Fopon i

MSTP allows switches to be logically grouped into manageable clusters, known as multiple spanning tree (MST) regions. An MST
region is a group of switches that share the same region name, revision level, and VLAN-to-instance mapping parameters.

Each MST region supports up to 64 MSTIs. MSTP greatly reduces the number of BPDUs on a LAN by including the spanning tree
information for all MSTIs in a single BPDU. MSTP encodes region information after the standard RSTP BPDU along with
individual MSTI messages. The MSTI configuration messages convey spanning tree information for each instance.

MSTP elects a regional root bridge for each MSTI. The regional root bridge is elected based on the configured bridge priority and
calculates the spanning tree within its designated instance.

MSTP Compatibility with STP and RSTP

Because MSTP encodes region information after the standard RSTP BPDU, a switch running RSTP interprets MSTP BPDUs as
RSTP BPDUs. This behavior facilitates full compatibility between devices running MSTP and devices running STP or RSTP. All
RSTP switches outside of an MST region view the MST region as a single RSTP switch. The common spanning tree (CST), which
interconnects all MST regions as well as STP devices not bound to a particular region, facilitates end-to-end paths within an
MSTP environment.
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Common and Internal Spanning Tree

= The CST interconnects MST regions:
* One root bridge will be elected for the CST

e Fach MST region appears as a virtual bridge
 Internal spanning tree extends CST into regions

Internal Spanning Tree

Internal Spanning Tree

All MSTP environments contain a CST, which is used to interconnect individual MST regions and independent STP devices. All
bridges in the CST elect a single root bridge. The root bridge is responsible for the path calculation for the CST. As illustrated on
the slide, bridges outside of the MST region treat each MST region as a virtual bridge, regardless of the actual number of
devices participating in each MST region.

The common and internal spanning tree (CIST) is a single topology that connects all switches (RSTP and MSTP devices) through
an active topology. The CIST includes a single spanning tree as calculated by RSTP together with the logical continuation of
connectivity through MST regions. MSTP calculates the CIST and the CIST ensures connectivity between LANs and devices within
a bridged network.

MST BPDU Format

DA | SA L LLC Data FCS

Optional MSTI
Configuration Messages

MST BPDU

= Fthernet frame:
* Source Address—The outgoing port of the originating switch

* Destination Address—The bridge group address
(01:30:C2:00:00:00)

* Length
* | LC Header
« DSAP and SSAP = 0x42 (bridge STP)
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The graphic shows that MSTP uses the same Ethernet frame as STP and RSTP. However, the BPDU information in the data field
is different. The next few slides discuss the MST BPDU information and the optional MSTI configuration messages.

ety

Protocol 1D 2

Protocal Yersion 1 .
AN 1 ® The MST BPDU fields and format
CIST Flags

listed on this slide are what allow
CIST Root ID 8 MSTP to be compatible with RSTP
and STP BPDUs

CIST Bxtemal Path Cost | 4 » Switches that are external to an MSTP
region use only this information in their
GIST Regional Root D | 4 spanning-tree calculation

« Thisinformation is used to build the CST

« Essentially. RSTP is used to interconnect
MST regions or RSTP-only bridges

CIST Port 1D

Message Age
Max Age

Hello Time
Forward Delay

Version 1 Length = 0 WMoreon the next slide

\I\JMMI\)I\)[\)

The first 13 fields in the MST BPDU contain similar information to what you would find in an RSTP BPDU. In fact, an
RSTP-speaking switch evaluates these fields in the same manner as it would any other RST PDU. To the outside world (other
MSTI regions or standalone RSTP speakers), these fields are a representation of the virtual bridge that is an individual MSTP
region. This information is used to build the CST.

«= ™ The MST BPDU fields listed on this
Emeniengh__* o glide, combined with others, allow each
MST region to build an internal
vsTeoniienin |7 Spanning tree:

* The CST between regions, combined with
the internal spanning trees built within

intemal RootPath Cost | 4 regions, resultin a single CIST between all
bridges
CISTBridge ID 8 * By default, all traffic on all VLANs within a
region will follow the internal spanning tree
OIST RemainingHops | 1. « MSTI configuration allows for traffic to follow a

different path than the internal spanning tree
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Each MSTP region builds a spanning tree for the region, referred to as an internal spanning tree, based upon the BPDU fields on
this slide as well as some of the fields on the previous slide (CIST Port ID, CIST Regional Root ID, and so forth). For a switch to
participate in a region’s internal spanning tree and use the information in this portion of the BPDU, it must be configured with
the same configuration ID. Therefore, all switches in the same region must be configured with the same configuration ID. This
approach to configuration ensures that when MSTP switches outside of the local MSTP region receive MSTP BPDUs, those
switches will evaluate only the CST-related information (previous slide). Once the internal spanning tree is built, by default, all
traffic on all VLANs will follow it.

MSTI Configuration Methods

- o m MSTI configuration messages allow
ags 1 . .

for more spanning trees to be built
MSTIRootlD | g within a region:

* EFach switch participating in the MSTI will
MSTI Root Path Gost | 4 go through the process of electing a root
e P bridge, root ports, designated ports, and
MSTI Port Priority | 2 so forth for the MSTI
2

MSTI Rernaining H i i '
emalning fops » The local configuration on a switch

determines which VLAN IDs belong to which
MSTI

* The configuration of each switchin a region
should usethe same VLAN ID to MSTI
mappings

Without the use of MSTI configuration methods, traffic for all VLANs within a region flows along the path of the internal spanning
tree. To override this behavior and allow some VLANS to take one path through the region and let others take other paths

(64 paths are possible for each region), you must configure MSTIs as part of the router MSTI configuration. The information
carried in the MSTI configuration messages allows each switch to elect root bridges, root ports, designated ports, designated
bridges, and so forth for each MSTI. Each MSTI will have one or more VLANSs associated with them. One VLAN cannot be in more
than one MSTI. Notice that the MSTI messages do not carry VLAN ID information. The VLAN-to-MSTI mappings are configured
locally on each switch and each switch configuration should use the same mappings.
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VSTP

Root Gold
VLAN 100

All links and the CPU are utilized

Each switch maintains a

topology for each YLAN c

Root: Green
YLAN 200

= VVSTP maintains a separate spanning-tree instance for
each VLAN:
» Different VLANs can use different spanning-tree topologies
e Supports up to 4094 different spanning-tree topologies

e Compatible with Per-VLAN Spanning Tree Plus and
Rapid-PVST+ protocols

* As you add VLANs, they consume more CPU resources

VSTP allows for spanning trees to be calculated for each VLAN. VSTP supports up to 4094 separate paths through the network.
VSTP is a nonstandard protocol, yet it is compatible with Cisco’s Per-VLAN Spanning Tree Plus (PVST+) and Rapid Per-VLAN
Spanning Tree Plus (Rapid-PVST+) protocols. As you add more VLANSs to the network, they consume more CPU resources. For
example, imagine a network that is configured for 4000 VLANSs. If VSTP is in use, each switch must participate in the election of
4000 root bridges, 4000 root ports, and so forth.

VSTP Versus RSTP

= \/STP is most similar to RSTP:

* VSTP uses the same terminology as RSTP and all of the
terms have the same meaning
« Root bridge
« Designated bridge
» Root port
« Designated port
» Bridge ID
» Root path cost

+ Portcost
« PortID

» Allows forcing the version to STP

Chapter 5-22 < Spanning Tree Protocols © 2013 Juniper Networks, Inc. All rights reserved.



JNCIS-SP Study Guide—Part 2

VSTP uses the same terminology as the other spanning-tree protocols. It is most similar to RSTP. VSTP also provides for the
ability to force the version to STP.

VSTP Frame Format

® Fthernet frame: DA | SA VT%” L | LLC | SNAP BPDU FCS

* Source Address—The outgoing port of the originating switch
e Destination Address—The bridge group address
(01:00:0C:.CC.CC.CD)
e [EEE802.1Q tag
e Length
e LLC Header
* DSAP and SSAP = OxAA (Snap Header)
* SNAP Header
* Protocol ID = OxQ10B (Shared Spanning Tree or PVST+)

« BPDU formatis the same as RSTP format with an added
type, length, and value that advertises the same VLAN ID
found in the VLAN tag

The graphic shows the format of the VSTP BPDU. Notice that it uses a special destination MAC address and it is also carried in
an IEEE 802.1Q tag.
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Spanning-Tree Protocols Summary

e STP(802.1D-1998) is used in Layer 2 networks to prevent
logical loops
* Automated—user selects root switch and STP does the rest
« STP is slow to converge and can be difficult to troubleshoot

* RSTP (802.1D-2004) reduces link-convergence time to
subseconds on point-to-point links

* STPand RSTP support a single STP instance

» Lacks load-balancing mechanism: creates underutilized links
e MSTP (802.10Q-2005) supports up to 64 instances

* Overcomesthe shortcomings of a single spanning tree

* VSTP (proprietary) supports up to 4094 instances
« Compatible with proprietary protocols from other vendors

The graphic provides a quick overview along with the highlights of STP, RSTP, MSTP, and VSTP.

Configuring STP

[edit protocols rstp]

userfzwvitch# set ?

Pogsgible completions:

+ apply-groups roups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups
backup-bridge-priority Priority of the bridge (in increments of 4k - 4k,8k,..60k) [(40946..61440)
bpdu-hlock-on-edoge Elock EPDU on all interfaces configured as edge (BPDU Protect)
bpdu-destination-mac-address Destination MAC address in the spanning tree BPLUs

bridoge-prioricy Priority of the bridge (in increments of 4k - 0,4k,58k,..60k) (0O..61440)
disakhle Disakble STP
extended-systen—id Extended systewn identifier (0..4095)
Force protocal wersion
forward-delay Titme spent in listening or learning state (4..30 seconds)
hello-time Time interwval hetween configuration EPDUs (1..10 seconds)
> interface Interface options
max—age Maximum age of received protocol bpdu (6..40 seconds)
priority-hold-time Hold time before switching to primary priority when core domsin becomes up (1..255 seconds)
> system—id System ID to IP mapping
> traceoptions Tracing options for debugging protocol operation

vpls-flush-on-topology—-change Enable WPLS MAC flush on root protected CE interface receiving topology change

, Configuration exampleillustrates default STP settings
[edit protocols rstpl

user@switch# show
bridge-priority 32k;
max-age 207
hello-time Z:
forward-delay 15;
interface ge-1/0/0;
force-version stp;

You must enable STP on at least one interface

The graphic shows some STP configuration options along with a basic STP configuration. MX Series devices use a version of STP
based on IEEE 802.1D-2004, with a forced protocol version of O, running RSTP in STP mode. Because of this implementation,
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you can define RSTP configuration options, such as hel lo-time, under the [edit protocols rstp] configuration
hierarchy. To specify running RSTP in STP mode, you simply need to specify Force-version stp.

Configuring RSTP

[edit protocols rstp]
user@switch# show
bridge-priority 32k;
max-age 20;
hello-time 2;
forward-delay 15;
interface ge-1/0/1 {
priority 128;
mode point-to-point:;
}
interface ge-1/0/3 {
cost 20000;
mode shared:

!

interface ge-1/3/6 {
edde;

}

extended-system-id 0;

Default RSTP settings

Default port priority value (used o determine the designated port used by the

designated bridge)

Default interface mode for interfaces operating in full-duples mode
Default cost value for interfaces operating at 1 Ghps

Default interface mode for interfaces operating in half-duplex mode

Default value for interfaces that do not connect to STP-enabled devices

Default value for the Extended System 1D

The sample RSTP configuration provided on the graphic shows the typical configuration structure along with various settings.

Monitoring Spanning Tree Operation

Possible completions:

bridge Show
interface Show
mstp Show

statistics Show

STP bridge parameters
Routing instance name
Context ID
Enabled protocol

Foot ID

Root cost

Root port

Hello time

Maximum age

Forward delay

Message age

Local parameters
Bridge ID
Extended system ID

Number of topology changes H
Time since last topology change

userlswitch> show spanning-tree ?

STP bridge parameters
STP interface parameters

Multiple Spanning Tree Protocol information

STP statistics

userf@switch> show spanning-tree bridge

GLOEAL
0
R5TPE

Root Bridge's 1D

2768.00:21:59:01:97:d0)

'|20000|
ge-1/3/6
Z seconds
20 seconds
15 seconds
1

4170 seconds

Local Device's Bridge D

: [32768.00:22:83:75:cf:d0|

0

Cumulative Cost to
Root Bridge

Root Port

This graphic and the next illustrate some common operational mode commands used to monitor the operation of STP and RSTP.
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userfswitch> show spanning-tree interface

Spanning tree interface parameters for instance 0

Interface Port ID Designated Designated Port State Role
port ID bridge ID Cost

ge-1/3/8 1z8:1 12811 32768.00228375ctdo 20000 FWD DESG

ge-1/3/8 128:2 12812 32768.00228375ctdo 20000 FWD DESG

ge-1/3/6 128:6 123:77 32768,00215%01597d0 20000 FWD ROOT

ge-1/3/7 128:7 123:78 32768.00215%0157d0 20000 BLE ALT

userfswitch> show spanning-tree statisties interface

Interface BFDUz sent EPDUs received Next BPDU
Lransmission
ge-1/3/8 5515 1418 1
ge-1/3/9 5175 2041 1
ge-1/3/6 4103 4267 0
ge-1/3/7 3879 43593 0

The graphic shows typical output for the show spanning-tree interface and show spanning-tree statistics
interface commands.

Configuring MSTP

[edit protocols mstp]
user@switch# show

configuration-name regionl; User-defined configuraticon-name
i S and revision-level (Mustmatch

interface ge-1/0/0; . .
interface ge-1/0/2; on all switches within the same regjon)

interface ge-1/0/4;

interface ge-1/0/5;

interface ge-1/0/6;

interface ge-1/0/7;

msti 1 {
bridge-priority 4k:
vlan 100-15%5;

I

msti 2 { : : —
bridge-priority 8k: MSTP instances defined with individual
vlan 200-299; bridge-priorityvaluesandVLAN

! ranges

The sample MSTP configuration provided on the graphic shows the typical configuration structure along with various settings.
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Monitoring MSTP Operation

userfswitch> show spanning-tree °?
Possible completions:

bridge Show STP bridge parameters

interface Show STP interface parameters

mstp Show Multiple Spanning Tree Protocol information
statistics Show STP statistics

Yaluss must match for all

user@@switch> show spanning-tree mstp configuration ) "
switches within a common

MSTF configuration information

Context identifier 1 0 MST region
Region name : regionl
Revizion 11
Configuration digest : [0xb0c8664d7263bed%aeadf884439230e4 |
MSTE Mgiﬂggr3gg%§§ 54 Configuration digest is determined by the contents
’ of MSTI to VID table
1 100-155
Z Z00-2595

This graphic and the next two slides illustrate some common operational mode commands used to monitor MSTP. This graphic
highlights the show spanning-tree mstp configuration command, which you can use to verify MSTP configuration
parameters including region, revision, and assigned MSTI parameters.

user@switch> show spanning-tree interface Interfacesand associated details
are listed by instance

Spanning tree interface parameters for

Interface Port ID Designated Designated Port State Role
port ID bridge ID Cost

ge-1/0/7 123:48 128:58 3Z27eB8.0021550157d2 20000 BLE ALT

Spanning ftree interface parameters for

Interface Port ID Designated Designated Port State Role
port ID bridge ID Cost

ge-1/0/7 128:48 1z28:48 4087.0021550157d3 20000 FWD DESG

Spanning tree interface parameters for

Interface Port ID Designated Designated Port State Role
port ID bridge ID Cost

ge-1/0/7 123:48 123:48 2154.002155%0157d3 20000 FWD DESG

The graphic highlights the use of the show spanning-tree interface command, which you use to verify the MSTP
interface status and role assignment along with various other details.
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userf@switch> show spamning-tree bridge
STP bridge parameters
Routing instance name
Context ID

Enabled protocol

STP bridge parameters for [CIST

Root ID

Root cost

Root port

CIST regional root

STP bridge parameters for|MSTI 1

MSTI regional root
Hello time
Maximum age
Forward delay
Nunber of topolodgy changes
Time since last topology change
Local parameters
Eridge ID

;. GLOBAL

;. MBTFE

¢ 3E768.00:21:59:01:97:41

]

: ge-1/0/4
 32768.00:21:59:01:97:d1

4097.00:21:52:01:97:d3
2 =zeconds

20 seconds

;15 =zeconds

2
841 =seconds

4087.00:21:59:01:97:43

STP details are
listed by instance

The graphic highlights the show spanning-tree
the CIST and individual MSTIs.

Configuring VSTP

bridge command, which you use to display STP bridge parameters for

[edit protocols vstpl
userlBswitch# show
interface ge-1/0/1;
interface ge-1/0/3;
interface ge-1/3/6;
interface ge-1/3/7;
wvlan 100
bridge-priority s0k:
interface ge-1/0/1;
interface ge-1/0/3;
interface ge-1/3/6;
interface ge-1/3/7;
1
vlan 200
bridge-priority 8k;
interface ge-1/0/1;
interface ge-1/0/3;
interface ge-1/3/6;
interface ge-1/3/7;

b

VLANs defined with individual
bridge-priorityvaluesand
interfaces

Specify interfaces thatwill run VSTP;
each mustalso be listed under a
particular VLAN

The sample VSTP configuration provided on the graphic shows the typical configuration structure along with various settings.
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Interface Port ID Designated
port ID
ge-1/0/1 1z8:42 128:42
ge-1/0/3 123:44 128:44
ge-1/3/6 128:77 128:4¢
ge-1/3/7 123:78 128:46

Interface Port ID Designated
port ID
ge-1/0/1 1z2g:42 128:42
ge-1/0/3 1z8:44 128:44
ge-1/3/6 123:77 128:42
ge-1/3/7 123:78 128:42

user@switch> show spanning-tree interface

$panning tree interface parameters for

Designated

bridge ID
8252.00215%abgfd0
8252.00215%abgfd0o
8252.00215%ab8fd0
82%92.00215%abgfd0o

Spanning tree interface parameters for|VLAN 200 |

Designated

bridge ID
8352.0021550197d0
£8352.0021550197d0
8352.002155015%7d0
8352.0021550157d0

Interfacesand associated
details are listed by VLAN ID
Fort State Role
Cost
20000 FWD ROOT
20000 BLK ALT
20000 BLK ALT
20000 BLK ALT
Fort State Role
Cost
20000 BLK DESG
20000 BLK DESG
20000 BLK BERUP
20000 BLK BERUP

The graphic highlights the use of the show spanning-tree interface command, which you use to verify the VSTP

interface status and role assignment along with various

other details.

user@switch> show spanning-tree bridge
STP hridge parameters
Routing instance name
Enabled protocol

STP bridge parameters for

Root ID
Root cost
Root port
Hellce time
Maximum age
Forward delay
Message age
Nunber of topology changes
Time =ince last topology changs
Local parameters
BEridge ID
Extended =y=stem ID

STP bridge parameters for

Root ID

Hello time
Maximum age
Forward delay

i GLOBAL
. RBTF

B292.00:21:5%:akb:8f:4d0

: 20000
toge-1/0/1

i 2 seconds
20 seconds

15 =zeconds
1

3

141 seconds

51540.00: 21:55:01: 87:40
100

§3%2.00:21:59:01:27:40

i 2 seconds
20 seconds

15 seconds

STP details are
listed by VLAN |D

The graphic highlights the show spanning-tree bridge command, which you use to display STP bridge parameters for

the individual VLANSs.
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Purpose for BPDU Protection—Problem

» Bridge applications running on PCs or “personal” switches
can generate BPDUs

* STP, RSTP, or MSTP running on a switch could detect those

BPDUs and trigger spanning-tree miscalculations leading to
network outages

As mentioned previously in this chapter, the purpose for STP, RSTP, and MSTP is to prevent Layer 2 loops in the network. The
exchange of BPDUs achieves a loop-free Layer 2 network. A user bridge application running on a PC or a user’s “personal”
switch for connecting multiple end devices can also generate BPDUs. If these BPDUs are picked up by STP, RSTP, or MSTP

applications running on the switch, they can trigger spanning-tree miscalculations, which in turn could cause loops, leading to
network outages.

Purpose for BPDU Protection—Solution

* Enable BPDU protection on Layer 2 interfaces connected to
user devices or on interfaces on which no BPDUs are
expected

* [f a2 protected interface receives a BPDU, the bridge disables

the interface and stops forwarding frames by transitioning to
a blocking state

You can enable BPDU protection on switch interfaces on which no BPDUs are expected. If a protected interface receives BPDUs,
the switch disables the interface and stops forwarding frames by transitioning to a blocking state.

You can configure BPDU protection on a switch with a spanning tree as well as on a switch that is not running STP.
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Configuring BPDU Protection: Part 1
Switch A—RSTP i Trunk bl Switch B—RSTP
BPDUs Distribution Layer
Trunk Access Layer
[edit protocols rstp]
user@switchl# show ——
intergace ge-1/3/6 { == Switch C—RSTP
eage; =
1 ge-1/3/6 - ge-1/3/7
interface ge-1/3/7 {
. EPDUs BPDUs
y edge? Access Forts
bpdu-block-on-edge: D
D ——
[ —
e ~_]

Consider a network in which two switches, Switch A and Switch B, are at the Distribution Layer. A third switch, Switch C, is at the

Access Layer. Switch C connects to a PC and a user’s unauthorized switch by means of the access ports, ge-1/3/6 and ge-1/3/
7, respectively. You have configured Switch A, Switch B, and Switch C to use STP. You should configure BPDU protection on
Switch C access ports. The graphic illustrates the required configuration. When BPDU-protected interfaces receive BPDUs, the

interfaces transition to a blocking state and stop forwarding fra

mes.

Mx240

Switch A—RSTP

MXx 240

Trunk Switch B—RSTP

EFDUs
Trunk

[edit protocols layerZ-control]
user@zwitchl# show
bpdu-block {

interface [ ge-1/3/6 g=-1/3/7 1: ge-1/3/6

BPDUs
EEd

Distribution Layer

Switch C—non-RSTP
oe-1/3/7

BPDUs
Access Ports I:I
o ==
D ———
_—
—
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Now consider a network in which two switches, Switch A and Switch B, are at the Distribution Layer. A third switch, Switch C, is at
the Access Layer. Switch C connects to a PC and a user’s unauthorized switch by means of the access ports—ge-1/3/6 and
ge-1/3/7, respectively. Switch C is not configured to participate in STP. However, you should protect its access ports—ge-1/3/6
and ge-1/3/7. The slide illustrates the required configuration. When BPDU-protected interfaces receive BPDUs, the interfaces
transition to a blocking state and stop forwarding frames.

Verifying of BPDU Protection Functionality

* Use the show spanning-tree interface command
before and after enabling the BPDU protection feature on an
STP-running switch

* Use the show 1l2-learning interface command on
a hon-STP switch

» Watch for state changes, role changes, or both in the
output:
+ FWD state transitions to BLK
» DESGrole transitions to DI S (loop inconsistent)
« unblockedtransitionstoblocked

* To unblock the interface;

* Usethe clear error bpdu interface operational mode
command
To confirm that the configuration is working properly on the STP-running switch, use the show spanning-tree interface

operational mode command. To confirm that the configuration is working properly on the switch that is not running STP, you
should observe the interfaces using the show 12-learning interface operational mode command.

These commands provide the information on the state and role changes on the protected interfaces. For example, if the PCs
send BPDUs and the protected interfaces receive them, the interfaces transition to the DIS role. The BPDU inconsistent state
changes the interface state to blocking (BLK), preventing it from forwarding traffic.

To unblock the interfaces, you must use the clear error bpdu interface operational mode command.

The Purpose of Loop Protection—Problem

* Switch hardware and configuration errors could cause an
STP loop

* Anondesignated port might stop receiving superior BPDUs
from the desighated bridge, causing an interface to go into
the forwarding state (causing a loop)

Although the purpose of STP, RSTP, and MSTP is to provide Layer 2 loop prevention, switch hardware or software errors could
result in an erroneous interface-state transition from the blocking state to the forwarding state. Such behavior could lead to
Layer 2 loops and consequent network outages.
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The Purpose of Loop Protection—Solution

* Enable loop protection on all root and alternate ports

* Once enabled, selected ports do not interpret the lack of
BPDUs as a false positive for making the interface a
designated port

« Ports that detect the loss of BPDUs transition to the “loop
inconsistent state” (essentially the same as blocking)

* The interface recovers and transitions back to the blocking
state when it receives a BPDU

When loop protection is enabled, the spanning-tree topology detects root ports and alternate ports, and ensures that both are
receiving BPDUs. If a loop-protection-enabled interface stops receiving BPDUs from its designated port, it reacts as it would
react to a problem with the physical connection on the interface. It does not transition the interface to a forwarding state.
Instead, it transitions the interface to a loop-inconsistent state. The interface recovers and then it transitions back to the
spanning-tree blocking state when it receives a BPDU.

We recommend that if you enable loop protection, you should enable it on all switch interfaces that have a chance of becoming
root or designated ports. Loop protection is most effective when it is enabled on all switches within a network.

You can configure an interface for either loop protection or root protection, but not for both.

Configuring Loop Protection

= Stop hardware problems from causing loops in the
spanning-tree topology

[edit]
user@switch# show
protocols rstp
interface ge-1/0/0 {
bpdu-timeout-action {
block;

MX240

Switch A—Root

1
Distribution Layer

Access Layer
ge-0/0/5

e 05-1/0/1 ge-1,0/0 2 RootPort = ()

e x = Designated Port = 0
MX240
Mx240 Altemmate Port= (A

Switch B BPDIs Switch C

Now consider a network in which one switch, Switch A, is at the Distribution Layer, and two switches, Switch B and Switch C, are
at the Access Layer. Being in an alternate state, interface ge-1/0/0 of Switch C is blocking traffic between Switch B and

Switch C; therefore, the traffic forwards through Switch A from Switch C. BPDUs are traveling from the root bridge on Switch A to
both its interfaces. Switch C, during normal operation, receives BPDUs from Switch B. In the example on the slide, assume that
a hardware problem exists on Switch B’s ge-1/0/1 interface such that both Switch B and Switch C believe the interface is up,
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but Switch C cannot receive BPDUs from Switch B. Without loop protection, Switch C might place its ge-1/0/0 interface into the
forwarding state, causing a loop. The slide illustrates the required configuration, and shows how to configure loop protection on
interface ge-1/0/0 to prevent it from transitioning from a blocking state to a forwarding state and causing a loop in the
spanning-tree topology.

You can configure an interface for either loop protection or root protection, but not both.

Verification of Loop Protection Functionality

* Use the show spanning-tree interface command
before and after enabling the loop protection feature

* Watch for state changes, role changes, or both in the
interface output
+ BLK state remains BLK
+ ALT role transitionsto DI S (loop inconsistent)

* The interface recovers and transitions back to its original
state when it receives BPDUs

To confirm that the configuration is working properly on the STP-running switch, use the show spanning-tree interface
operational mode command prior to configuring loop protection. This command provides information for the interface’s
spanning-tree state, which should be blocking (BLK).

Once BPDUs stop arriving at the protected interface, the loop protection is triggered on that interface. You can use the show
spanning-tree interface command to observe the state of the interface. This command displays the loop-inconsistent
state for the protected interface, which prevents the interface from transitioning to the forwarding state. The interface recovers
and transitions back to its original state when it receives BPDUs.

The Purpose of Root Protection—Problem

* Bridge applications running on PCs can generate BPDUs
and interfere with root port election

* Erroneous root port election on a switch

Although the purpose of STP, RSTP, and MSTP is to provide Layer 2 loop prevention, a root port elected through the
spanning-tree algorithm has the possibility of having been wrongly elected. In addition, user bridge applications running on PCs
can generate BPDUs, interfering with root port election.
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e Enable root protection on the switch interfaces that should
not receive superior BPDUs from the root bridge and
should not be elected as the root port

* The interfaces become designated ports

* Once a superior BPDU arrives on a port with root protection
enabled, the port transitions to an inconsistency state,
blocking the interface

* The interface recovers and transitions back to the
forwarding state when it stops receiving superior BPDUs

Enable root protection on interfaces that should not receive superior BPDUs and should not be elected as the root port. These
interfaces become designated ports. If the bridge receives superior BPDUs on a port that has root protection enabled, that port
transitions to an inconsistency state, blocking the interface. This blocking prevents a bridge that should not be the root bridge

from being elected.

After the bridge stops receiving superior BPDUs on the interface with root protection, the interface returns to a listening state,
followed by a learning state, and ultimately returns to a forwarding state. Recovery back to the forwarding state is automatic.

When root protection is enabled on an interface, it is enabled for all the STP instances on that interface. The interface is blocked
only for instances for which it receives superior BPDUs. Otherwise, it participates in the spanning-tree topology.

You can configure an interface for either loop protection or root protection, but not for both.

Configuring Root Protection

userfdswitch# show

no-root-port;

}

MX240

[edit protocols rstp]

interface ge-1/0/0 {

SUperior
BPDUs

Switch D

MXx240

Distribution Layer

Access Layer

RootPort= (R)
Desigrated Port= (@
Altemate Port= (A

Now consider a network in which three switches, Switch A, Switch B, and Switch C, are at the Distribution Layer, and one switch,

Switch D, is at the Access Layer.
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Interface ge-1/0/0 of Switch C is configured with root protection. If Switch D sends superior BPDUs, they trigger root protection
on interface ge-1/0/0, blocking it. The slide illustrates the required configuration.

You can configure an interface for either loop protection or root protection, but not both.

Verification of Root Protection Functionality

* Use the show spanning-tree interface command
before and after you enable the root protection feature
* Receipt of superior BPDUs on the watched interface triggers
root protection
» FWD state changesto BLK
+ DESG role transitions to DI S (loop inconsistent)

* The interface recovers and transitions back to its original
state when it no longer receives superior BPDUs

To confirm that the configuration is working properly on the STP-running switch, use the show spanning-tree interface
operational mode command prior to configuring loop protection. This command provides information for the interface’s
spanning-tree state.

Once you configure root protection on an interface and that interface starts receiving superior BPDUs, root protection is
triggered. You can use the show spanning-tree interface command to observe the state of the impacted interface.
This command displays the loop-inconsistent state for the protected interface, which prevents the interface from becoming a
candidate for the root port. When the root bridge no longer receives superior BPDUs from the interface, the interface recovers
and transitions back to a forwarding state. Recovery is automatic.

Review Questions

1. Whatis the purpose of STP?

2. Describe the operation of the STP port states.
3. Describe how to build a spanning tree.
4. How are STP, RSTP, MSTP, and VSTP different?
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Answers
1.

STP is a simple Layer 2 protocol that prevents loops and calculates the best path through a switched network that contains redundant
paths. STP automatically rebuilds the tree when a topology change occurs.

2.

Blocking drops all data packets and receives BPDUs. Listening drops all data packets and listens to BPDUs. Learning does not forward data
traffic but builds the MAC address table. Forwarding forwards all data traffic and transmits and receives BPDUs. Disabled does not
participate in STP (administratively disabled).

3.

The basic steps involved in building a spanning tree are that switches exchange BPDUs, each individual bridge elects a single root bridge
based on the received BPDUs, and the bridges determine the role and state of individual ports, at which time the tree is considered fully
converged.

4.

RSTP improves link-convergence time significantly over STP. MSTP supports up to 64 regions and allows load balancing over redundant
links—STP and RSTP do not. VSTP allows for per-VLAN spanning trees.
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Chapter 6: Ethernet OAM

This Chapter Discusses:

. Typical Operation, Administration, and Maintenance (OAM) features;
. The basic operation of link fault management (LFM);
. The basic operation of connectivity fault management (CFM); and

. Configuration and monitoring of Ethernet OAM.

OAM Monitors the Health of a Network

= OAM is a set of functions that allows network
operators to monitor the health of the network:
e Determines the location of faulty links or faulty conditions
* Measures performance of the network

» Allows for diagnosis testing (loopback and so forth)

For years, SONET and Asynchronous Transfer Mode (ATM) devices have been able to perform the functions of OAM. Only
recently have standards been introduced to bring these same types of features to Ethernet. The purpose of OAM is to help
network operators determine the location of faulty conditions, measure the performance of the network, and allow for
diagnosis testing. One key to Ethernet’s success in becoming carrier-class is support for OAM features.

OAM Measurements

= Measurements that can be taken:
 Availability
* Frame delay @

* Frame delay variation .T__@ O\

* Frame loss »

Network ‘W‘
Operator
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A device supporting OAM should determine the following measurements:

. Availability: The ratio of uptime over total time the measure takes;
. Frame delay: The time required to transmit a frame from one device to another;
. Frame delay variation: The variation in frame delay measurements between consecutive test frames; and
. Frame loss: The number of frames lost over time.
Ethernet OAM Standards

= |[EEE, MEF, and ITU have developed complimentary
standards to allow for Ethernet OAM:

¢ |EEE 802.3-2008, clause 57 (was 802.3ah)

« LFM—detectingfaults on a single link in an Ethernet network

* Known as Ethernetin the First Mile OAM
 [EEE802.1agand ITU-T Y.1731

« CFM—detectingfaults along an entire path of an Ethernet network
* MEF 17

» Providesthe requirements that OAM mechanisms must satisfy
* Provides a framework to discuss and implement those mechanisms

The Institute of Electrical and Electronics Engineers (IEEE), Metro Ethernet Forum (MEF), and International Telecommunication
Union Telecommunication Standardization (ITU-T) organizations have developed complementary standards to allow for Ethernet
OAM. IEEE 802.3-2008, clause 57, defines a method of OAM to monitor link performance, detect faults, and perform loopback
testing over a single link. It is usually used on the customer’s access link to the provider. The standard is referred to as Ethernet
in the First Mile OAM (EFM OAM). The IEEE 802.1ag standard specifies the requirements to detect faults along an end-to-end
path of an Ethernet network using CFM. CFM provides for fault monitoring, path discovery, fault isolation, and frame delay
measurement (ITU-T Y.1731). The MEF 17 technical specification defines the requirements that must be satisfied by both an
equipment vendor and service provider in the area of fault management, performance monitoring, autodiscovery, and
intraprovider and interprovider service OAM.

OAM Basics

=" The primary purpose of OAM is to detect network
defects:
* Defect—some network function is not working as expected

* Failure—defects over some time that can cause a network
function to stop

* Alarm—an indication that something has failed

In general, OAM has the main purpose of detecting network defects. A defect is a network function that is not working as
expected. If a defect continues to occur over time, a device considers the recurring defect a failure. The device signals the

Chapter 6-2 « Ethernet OAM © 2013 Juniper Networks, Inc. All rights reserved.



JNCIS-SP Study Guide—Part 2

failure as an alarm. An alarm is a notification that alerts a human and potentially other devices that something has gone wrong
in the network.

Continuity Check Messages

* Unidirectional messages
« Sentat regular intervals by one endpoint

« |fthe remote end does not receive the message within a certain
interval. a fault is detected, potentially causing an alarm

A common feature of OAM is the usage of continuity check (CC) messages. These messages are unidirectional (no
acknowledgments), and they are sent between devices. These messages notify a remote device that the local device is still
reachable along the path of the CC message. If for some reason a failure occurs that prevents the CC messages from being
delivered, the remote device might consider that network path down and generate an alarm.

Indications

» Alarm indication signal and Forward Defect Indicator
» Notify downstream network nodes when a failure or defect occurs
e Backward Defect Indicator

» Notifies upstream network nodes when a failure occurs in the
reverse direction

AlS and FDI Messagdes
R

Node A MNode B Node C MNode D

<

BDI Messages

Another feature of OAM protocols is the use of indicators to signal failures in the network. The diagram on the slide shows
several devices that are interconnected by some network media (SONET for example). The diagram also shows that the network
media has a transmit path and a receive path. The example shows that a failure has occurred on Node B’s transmit path and
Node C’s receive path on the link between Node B and Node C. OAM capabilities allow the devices in the data path to indicate
that a failure has occurred. Node C uses an alarm indication signal (AlIS) and Forward Defect Indicators (FDIs) to inform
downstream devices (Node D) that a failure has occurred along the upstream path. Once Node D receives the AIS and FDI
messages, it might send a Backward Defect Indicator (BDI) along its transmit path to inform nodes in the reverse direction of the
failure (Node A and Node B) that a problem exists downstream from those devices.
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Loopback Messages

* Help narrow the scope of the issue if a problem exists on a
network with multiple nodes

» Allow for detection of a defect between nodes

e Comprise two different types:

« Nonintrusive loopback messages—do not cause disruption to
service (like the ping facility)

 Intrusive loopback messages—signal a remote node to go into a
special test mode (normal transit traffic cannot flow)

Node A MNode B Mode C Node D
S —1—1}

Loopback Messages

Loopback messages are a feature of OAM that help an administrator to find faults in the network. Two types of loopback
messages exist and both types are initiated by an administrator of a device. Non-intrusive loopback messages (like ping for IP)
allow an administrator to direct a device to send a loopback message downstream to another device with the expectation that
the device will respond with a loopback response message. If the response is not received, the administrator might need to
perform further testing. Another type of loopback message is an intrusive type. This type of message also is initiated by the
administrator of a device, but it signhals a downstream device to place a loop on its interface. Usually, when the remote device’s
interface is in a loop, it cannot pass normal traffic. Instead of receiving any traffic arriving on the receive path of the remote
device’s looped interface, the remote device loops the traffic around and sends it back out its transmit path. By setting a loop
on a remote interface, an administrator can send traffic toward the remote device, and if it returns to the initiating device, then
the administrator can eliminate the data path from this list of potentially bad data paths.

Linktrace Messages

" inktrace messages:

* Bidirectional continuity check
« Similar to traceroute for IP

* |dentifies nodes along the path of the messages

Linktrace Messages

>

Node A MNode B Mode C Node D

Initiator of Linktrace I > l —I > I

<

Linktrace Messages
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Linktrace messages are a feature of OAM that is similar to the nonintrusive loopback messages that we discussed previously.
The difference is that each device along the path of the linktrace message will identify itself by sending a response to the
initiator of the linktrace message. After gathering the responses from all of the devices along the path of the message, the
administrator knows the identity of all of the devices along the data path.

LFM Capabilities

= | FM is limited to a single Ethernet link:
* Remote failure indication
* Remote loopback

* Link monitoring

» Event notification

» Device polling
* OAM capability discovery
* No AIS

LFM is defined in IEEE 802.3, Clause 57. It specifies a method of OAM to be used on a single link. Usually, LFM is used on
user-to-network interface (UNI) links between a customer and the service provider. On the single Ethernet link, LFM can provide
for remote failure indication, remote loopback (intrusive), link monitoring, event notification, and OAM capability discovery.
Because LFM is used on a single link, no AIS capabilities are available.

LFM Clients

= | FM clients communicate at the Ethernet layer:
* No |IP addressing is necessary

* Clients exchange OAM protocol data units

« OAMPDUs are sent with a source address of the outgoing portand a
destination address of 01-80-¢2-00-00-02 (they are never flooded)

- COAMPDUS
LFM Client - : : LFM Client
OAMPDUs
———|
Mx240 Mx240

A switch must have LFM client capabilities to support LFM. LFM clients exchange OAM protocol data units (OAMPDUs) that are
addressed to 01-80-c2-00-00-02—a multicast MAC address. These messages are sent only across a single link and never
flooded. To determine whether an LFM client is on the opposite side of an Ethernet link, an LFM client goes through a discovery
process. The discovery process is where LFM clients discover their peers and determine each other’s supported capabilities.
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Active and Passive

= | FM clients can be either active or passive:
* Passive clients cannot initiate the discovery process or

» At l[east one client must be in active mode (both can be)

loopback control messages

A client can be either active or passive (both clients can also be active). Only active LFM clients can initiate the discovery
process. Also, only active clients can send loopback messages.

OAMPDUs

=" The type of carried information depends on the code
and the flags:

Destination | Source T Sub Data Frame
MAC MAC L;'ﬁ’e/h Type | Flags | Code Check
Address Address gth | oaM (TLvs) Sequence

* Codes * Flags
* Ox00 Information « Bit O: Link Fault
» Ox01 Event notification * Bit 1: Dying Gasp
» 0x02-0x03 Variable request « Bit 2: Critical Event
and response (polling for MIBs) « Bit 3-4: Used during the
* Ox04 Loopback control discovery process

Several different types of OAMPDUs exist. We discuss each over the next few slides. This slide shows the format of an OAMPDU.
The type of OAMPDU is determined by the code and the flag settings. In general, four types of OAMPDUs exist: information, event
notification, variable request and response, and loopback control. Except in the case of the discovery process, the flags are
used as BDls, as described in the previous slides, which notify the remote LFM client of a failure. The following events result in
the setting of flags:

Link Fault: Signal loss is detected on the receive path.
Dying Gasp: An external failure condition occurred. A power failure is a good example of a Dying Gasp event.

Critical Event: An unspecified failure event. By configuring an action-profi le (described on the following
slides), an administrator can specify which events can cause the local switch to send OAMPDUs with the critical
event bit set.
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Information OAMPDUs

» Discovery
« OAM clients discover each other and exchange capabilities (remote
loopback. and so on)
* Heartbeat
» Atleast one OAMPDU must be sent each second
« Anempty information OAMPDU is sent if the client has no
informationto transmit
* Critical Events

« Link Fault: The Physical Layer determined a fault occurredin the
receive direction of the client

« Dying Gasp: An unrecoverable local failure condition occurred
« Critical Event: An unspecified critical event occurred

Information OAMPDUSs serve several purposes. They are used during the discovery process to discover neighboring clients and
exchange capabilities. They also are used to perform continuity checks between clients. When the clients have no information to
transmit, they exchange empty information OAMPDUs on a regular, configured interval. In this case, they provide a heartbeat
between the two clients. If the peer stops receiving so many messages, it determines that a failure occurred on the link between
the two peers. Also, the information OAMPDU signals critical events, as described previously.

Event Notification OAMPDUs

e Signals various link events and statistics
» Errored Frame Event
» Errored Frame Period Event
» Errored Frame Seconds Summary Event
« Errored Symbol Period Event

Event notification OAMPDUs are used as BDIs. That is, they inform the upstream client that errors have occurred on the local
receive path. The slide lists the four different types of event notifications.

Loopback Control OAMPDU

e Signals a remote peer to set or unset a looped interface

The loopback control OAMPDU allows an LFM client to direct the remote clients to set or unset a loop on its interface.
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Variable Request and Response OAMPDUs

* Optional COAMPDU

» Allows peers to exchange IEEE 802.3 Clause 30 MIB
variables

Variable request and response OAMPDUs are not currently supported in the Junos operating system. They are used to allow for
one client to gather information about the remote clients by polling it for IEEE 802.3, clause 30 MIBs (read only).

Reacting to Events

= Reaction to events is locally configurable:

» Exceptfor critical events
« Interface goes to link-down state automatically
* Possible actions
« Syslog
» Link down
* Begin sending OAMPDUs with a Critical Event bit set

When an LFM client receives a critical event, it automatically places the interface in a down state (it removes routes and causes
spanning-tree recalculation). It does, however, continue to monitor the interface for LFM messages in the event that the link
becomes stable again.

For other types of events, the action an LFM client performs is configurable. To specify the action to be performed for a
particular event, you must create an action-profi le and apply it to an interface. Actions you can configure are generation
of a syslog message, placement of the interface in a down state, or the sending of an OAMPDU to the remote peers with the
critical event bit set.

CFM Features

e Fault monitoring using continuity check
« Neighbor discovery and health check protocol
» Path discovery and fault verification using linktrace
« Similar to IP traceroute
* Fault isolation using a loopback protocol
« Similar to IP ping
* Frame delay measurement
* Definedin Y. 1731 using vendor-specificTLVs

The graphic lists the CFM features that an MX Series 3D Universal Edge Router supports. Other features defined in Y.1731 are
not yet supported (such as AIS).
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Maintenance Domains

=" An end-to-end network is broken up into maintenance
domains:

* Fach maintenance domain is assigned a level (O to 7)

« Assignment of the level is based on hierarchy—the outermost
domain must be higher than the innermost domain

Customer Operator 1 Bridges Operator 2 Bridges Customer
Bridge Bridge

=
Level 5 W

Level 4 -ﬁ

Seryvice Provider Domain

Level 2
Operator 1 Domain Operator 2 Domain

CFM operates in a layered environment. As you will see on the next few slides, this layering allows end-to-end OAM functionality
without having to expose all of the details of the service provider network to the customer. Each layer of the CFM network is
assigned a maintenance domain ID and a level. A level can be in the range of O to 7. Level 5 through Level 7 are reserved for
customers, Level 3 and Level 4 are reserved for providers, and Level O through Level 2 are reserved for operators. An operator
level maintenance domain represents a subset of the provider network. Besides hiding the details of the network from the
upper-level maintenance domains, this layering allows for quicker fault detection in the network because a fault detected in the
Operator 1 maintenance domain actually eliminates the need to troubleshoot devices in the Operator 2 maintenance domain.

Maintenance Points

= A maintenance point is a port on a bridge:

* Three types
« Maintenance association endpoint—at the edge of a domain
« Maintenance association intermediate point—internal to a domain
* Transparent point—does not respondto CFM messages

* Amaintenance point can be a certain type in one domain
and another type in another domain

Customer Customer
Bridge Operator 1 Bridges Operator 2 Bridges Bridge

- == =
= ==

Levelb  MEP ﬁmgp
WP MIP

Level 4 MEPMMEP

IR MIP

Level 2 MEP WEPs MMEP
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A maintenance point is a port or interface on a switch. Three possible types of maintenance points might be presentin a
maintenance domain. A maintenance domain has at least two maintenance endpoints (MEPs). MEPs are interfaces found at
the edge of the maintenance domain. A MEP forms a relationship with a single MEP or several MEPs that are in the same
maintenance domain, and level, and that protect the same Ethernet virtual circuit (EVC) (also called a maintenance
association). A MEP forms a relationship with a single MEP when protecting an Ethernet Line (E-Line) EVC and forms
relationships with multiple MEPs when protecting an Ethernet LAN (E-LAN) EVC. Among other things, MEPs exchange CC
messages with each other to ensure that the path between them is up and available.

Another type of maintenance point is a maintenance intermediate point (MIP). MIPs are completely optional. MIPs are used to
expose some of the network at a lower maintenance domain level to an upper level. For example, consider the diagram where
MIP functionality was configured on the Level 4 MEPs. A linktrace from the customer bridge on the left side of the diagram at
Level 5 shows three hops to the customer bridge on the right side. The two MIPs that were configured at Level 4 and the final
MEP at Level 5 respond to the linktrace message. MIPs respond only to CFM messages that were received from a MEP at one
higher level than their own. The final type of maintenance point is a transparent point. A transparent point is not configured for
CFM messages and simply forwards them as regular data traffic.

Maintenance Point Roles

= Fach maintenance point has a role to perform:

* The goal is to maintain the integrity of each domain while
still providing each domain with enough information to
isolate faults

Tasks MEP MIP Transparent

Initiate CFM Yes No No
messages

Respond to Yes Yes No
loopback and
linktrace
messages

Track CC Yes Yes No
messages

The graphic shows the roles that each type of maintenance point plays in a CFM network.
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MEP-to-MEP Relationship

= A MEP forms a neighbor relationship with other MEPs in
the same domain with the exchange of CC messages

* Two types of MEPs:

« Down MEP—A MEP (interface) that faces a neighboring down MEP

« Up MEP—A MEP (interface) that faces away from a neighboring up MEP
* To become neighbors, two MEPs must be configured with the

same maintenance domain, maintenance association, level,
and direction

Customer Customer
Bridge Operator 1 Bridges Operator 2 Bridgdes Bridgs
e e =
— 2 i 2 2 = = E
L |5 Dawen Down
SVEIO ep ¢ e MIP P e
Up MIP IR Up
Level 4 MEPMMEP
Level 2 Up Up Mm
MEP WMEPs MEF

Once a MEP is configured, it attempts to form a neighbor relationship with other MEPs that have are similarly configured. The
relationship establishes by means of the exchange of CC messages. Each MEP is configured with a MEP ID (a number). The MEP
ID must be unique among all MEPs in the network. Each MEP also is configured with a direction—either up or down. A down MEP
expects to find neighboring MEPs downstream. An up MEP expects to find neighboring MEPs upstream. To become neighbors,
two MEPs must be configured with the same maintenance domain, maintenance association, level, and direction. This data is
carried in each CFM message.
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CFM Messages

Destination | Source Data Frame
MAC MAC | YLAN | Type/ | CFM Check

TAG | Length | Header (TLVS) Sequence

TLY
Info

Version | Opcode | Flags

= The Opcode specifies the type of message:

e As defined in |[EEE 802.1ag
Continuity check
Loopback reply

Loopback message
Linktrace reply
Linktrace message

e I[TU-TY.1731 specifies others (AlS, RDI, APS, and so on)

The graphic shows the format of a CFM message. IEEE 802.1ag defines five types of messages, as shown on the slide. CC and
linktrace messages are sent to a multicast destination address. The same specification has reserved a set of type, length, and
values (TLVs) to allow for the future expansion of the CFM protocol. The ITU-T uses some of these extended TLVs to allow for
Ethernet frame delay measurement, remote defect indications, and more. Note that the last four bits of the destination address
represent the level of the sending MEP as well as the type of message. If y equals 0-7, then the message is a CC message
destined to the appropriate level. If y equals 8-F, then the message is a linktrace message destined for Levels O-7, respectively.
CFM messages are also encapsulated with the virtual LAN (VLAN) tag of the EVC that is being protected.
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Continuity Check Messages

= AMEP sends CC messages at regular intervals:

* The interval is configurable to 100 ms, 10 ms, 1 s, 1 m,or 10 m

¢ Contains several values
* Maintenance domain ID
« Level
« Maintenance association|D
« MEP ID (unique among MEPs)
* CC messages are multicast
« MEPsonly act upon them in the same level

» Loss of three consecutive CC messages is a failure (by default)

. CC Messages > + CC Messagdes Custormar
Bridge Operator 1 Bridges Operator 2 Bridges Eridge

Level 5 EHDE";” ﬁ Efgﬁn
The graphic shows the details of CC messages. Continuity Check protocol is used to detect connectivity failures and unintended
connectivity. Periodically, each MEP transmits a multicast continuity check message (CCM) embedded with identity of the MEP
and maintenance association. MEPs use CCM group destination address, 01-80-C2-00-00-3y, for the destination MAC address
in CCM frames. The maintenance domain level of the CCM is used for the “y” address bits. For example, if the maintenance
domain level of the CCM is 0O, then the CCM destination address is 01-80-C2-00-00-30. If the maintenance domain level of the
CCM is 7, then the destination address is 01-80-C2-00-00-37. The frames are sent with sequence numbers and multicast

frames reduce bandwidth requirements in a full mesh. In addition, they allow detection of accidentally cross-connected MEPs
belonging to different service instances. The transmission rate for CCMs is configurable.

As a MEP receives CCMs from other MEPs, it determines any discrepancies between the information received and waited for.
The MEP processes CCMs at maintenance domain level equal or lower than its maintenance domain level and uses the
information to update its CCM database. Continuity check function on MIPs and the MIP CCM database are optional. A MIP
processes CCM at it maintenance domain level and updates the MIP CCM database. The remote MEP considers the loss of
three CCMs a failure by default. This loss threshold is configurable.
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Loopback Protocol

» LoopbackK initiator sends a loopback request
« Sentto a specific MAC address

e Loopback responder sends a loopback response message

» Alack of received loopback response message by the
initiator allows an administrator to determine whether a
problem exists in the network

Loophback Request _—

=) - Loophack Response Customer
Bridge Bridge
(Initiator) Operator 1 Bridges Operator 2 Bridges (Responder)

Level 5 EHDE";” ﬁ Efgﬁn
The loopback protocol is similar to ping in IP and is used to verify and isolate connectivity faults. An administrator can trigger a
MEP to send one or more loopback messages with an arbitrary amount of data. If the MEP does not receive a valid linktrace
reply corresponding to the loopback message, the administrator knows a connectivity fault exists. The receiving MP turns the
loopback message, at its maintenance domain level only, into a loopback reply (LBR) back toward the originating MEP. In
response to a multicast loopback message frame, the receiving MP waits a random delay between zero and one second before
sending an LBR. The source address from the loopback message is used as the destination address for the LBR. The source
address of the LBR is the MAC address of the receiving MP. The receiving MP changes the opcode in the frame from loopback
message to LBR.

The originating MEP keeps count of the LBRs from other MPs by incrementing in-sequence counter and out-of-sequence
counter. It correlates received LBRs with transmitted loopback messages using loopback transaction identifier in the loopback
frames. A LBR is valid if it has an expected transaction identifier and is received by the originating MEP within five seconds after
transmitting the initial loopback message.
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Linktrace Protocol

®" The administrator initiates the linktrace protocol:

* The linktrace initiator sends a linktrace message
« Sentto a specific MAC address

* Each of the maintenance points along the path forwards the
original linktrace message to the destination MAC address
and also sends a linktrace reply listing their own MAC

addresses
« Responding bridges are configured at the same level as the initiator
Linktrace Message =

4+— | |inktrace Response

4 | inktrace Response

Cuspomer e | iNKIraCe Response | Customer
Bridge Bridge

(Initiator) Operator 1 Bridges Operator 2 Briddes WP {Responder)
H MIP — [ [— — [ [ -
== ! o ! .I I .I .I L ! ! L ! .I I .I .I u !

o Down
Level 5 MDE";” ﬁ MEP
The linktrace protocol is similar to the traceroute function in IP and is used to perform path discovery and fault isolation in a
network.

As part of the linktrace protocol, a MEP multicasts a linktrace message using a linktrace message group destination MAC
address, 01-80-C2-00-00-3y. The maintenance domain level of the linktrace message plus eight is used for the “y” address bits.
For example, a linktrace message at level O has destination address 01-80-C2-00-00-38, and a linktrace message at level 7 has
destination address 01-80-C2-00-00-3F. The destination address of the replying MP is embedded in the payload of the linktrace
message.

A MEP transmits a linktrace message over a maintenance association to neighboring MIPs, from MIP to MIP, to the terminating
MP at the end of the path. Only one egress port on a bridge sends linktrace messages. The linktrace message traverses through
the bridged network until it reaches a MEP at an equal or higher maintenance domain level or a MIP at an equal maintenance

domain level. A MEP at a higher maintenance domain level discards the linktrace message. The linktrace message at an equal
maintenance domain level is sent to the linktrace responder.

Each linktrace message has a linktrace message transaction identifier. Linktrace message transaction identifiers that are
transmitted inside linktrace messages are unique for a MEP for at least five seconds so that linktrace replies from slow MPs can
be matched with the corresponding linktrace messages. Using the linktrace replies collected, the originating MEP builds the
sequence of MPs traversed by the initial linktrace message. The administrator can then determine the path taken from the MEP
to the destination MAC address by examining the sequence of MPs. The difference between the path taken by the linktrace
message and the expected sequence helps pinpoint the location of a fault.
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Frame Delay Measurement

= The administrator initiates frame delay measurements:

* The initiator sends the delay measurement message

* The delay measurement responder sends a delay
measurement reply message

* The initiator calculates the two-way delay

* (Time reply received) - (Time message sent) = Delay

Delay Measurement MeStae | m—

Customer — Delay Measurement Reply Customer
Bridge Bridge
(Initiator) Operator 1 Bridges Operator 2 Bridges (Responder)
Diown
Level 5 EHDE";" ﬁ MEF

Two types of delay tests exist: one-way and two-way. An MX Series router uses hardware-assisted timestamping. When an
administrator initiates a one-way frame delay test, a delay measurement message is sent to the remote MEP. The delay

measurement message contains a timestamp. The remote MEP then calculates the delay from the time the frame was sent to
the time it arrived. For the measurement to be accurate, both devices must have their clocks synchronized. A two-way test does
not require the two devices to have their clocks synchronized. The slide shows the details of a two-way frame delay test.
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o1

172.221000/24

2

=8> 1/5/6
MXx1

management]
lablmxZ# show
[action-profile |example {
event |
link-adjacency-loss;

}

action {
link-dowmn;
1

}
interface ge-1/3/6 {

pdu-interval| 100;
link-discovery|active;
pdu-threshold|10;
negotiation-options {
lallow-remote-loopbackf

}
¥

apply-action-profile ewemple:

[edit protocols cam ethernet link-fault-

oe-1/3/6 Ve
Mx2

Ifa certain number of PDUs are
missed (pdu-threshold), the interface
is put in link-down state.

FDUs are sent every 100 ms.

Active or passive.

The number of missed PDUs
before the peer is declared lost.

Allows a remote peer to place the
localinterface in loopback

The graphic shows some of the typical LFM configuration settings.

Action Profile

automatically

Possible completions:
+ apply-groups

> link-event-rate
protocol-down

Possible completions:
+ apply-groups

link-down

= Use action profiles to specify how a switch should
react to certain events:
* Critical events cause the interface to go into link-down state

[edit protocols ocam ethernet link-fault-management]
lablmxl# set action-profile example event ?

Groups from which to inherit configuration data
+ apply-groups-except Don't inherit configuration data from these groups
link-adjacency-loss Loss of adjacency with OAM peer

Upper layer indication on protocol down

lablmx1# set action-profile example action ?

Groups from which to inherit configuration data

+ apply-groups-except Don't inherit configuration data from these groups
Mark the interface down for transit traffic
send-critical-event sStart sending OAM PDUs with critical ewvent bit set
syslog Generate syslog messade
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An action profile allows you to configure how the switch should react to certain events. You configure a profile for the following
events:

1. link-adjacency-loss: Occurs when CC messages are no longer being received from the remote peer.

2. l1ink-event-rate: Allows you to specify a rate of receiving different types of event messages that cause an
action to take place.

3. protocol-down: Allows the MEP to monitor when maintenance associations at higher levels go down.

The graphic shows the actions you can take when the events specified in the action profile occur.

LFM Status

= Display the status of LFM with the show oam
ethernet link-fault-management command

_ 172.22.1000/24 - |

==TEVEI oe-1/3/6
Mx1 Mx2z

lablmxl> show oam ethernet link-fault-management
Interface: ge-1/3/6

status: Running, Discovery state: Send Any

Peer address: 00:22:83:75:cciBa

Flags :Remote-5table Remote-State-valid Local-Stable 0x50

Remote entity information:
Remote MUX action: forwarding, Remote parser action: forwarding
Digscovery mode: active, Unidirectional mode: unsupported
Remote loopback mode: supported, Link events: supported
Variable requests: unsupported

Use the show oam ethernet link-fault-management command to determine the status of the interfaces running
LFM. The output shows the peer’'s MAC address, the state of the relationship with that peer, and the capabilities of the peer.
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Setting a Remote Loop

= Set a loop on the remote peer by adding the
remote-loopback statement to the configuration

- B 1r2.221000/24 2

Ee—e=1/5/6 ge-1/3/6 ez
MX1 i Mx2
[edit protocols cam ethernet]

labBnx1l# show
link-fault-management |
interface ge-1/3/6 |
pdu-interval 100;
link-discovery active;
pdu-threshold 10;
|remote-loopback; |

labmxZ> show cam ethernet link-fault-management
Interface: ge-1/3/6
Status: Running, Discovery state: dend Any
Feer address: 00:21:59:01:94:84
Flags: Remote-3table Remote-State-valid Local-Stable 0x50
|Remote loophack status: Enabled on local port, Disabled on peer portl

In the example on the graphic, MX1 is configured to send a loopback message to MX2 so that MX2 externally loops its ge-1/3/6
interface. Once MX1’s configuration is committed, the loopback message travels to MX2. Looking at MX2’s command output,
you can see that the local interface was placed in a loop.
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Testing the Looped Circuit

= Send pings from MX1 to MX2:

e Success appears at TTL expirations

e A static Address Resolution Protocol entry is necessary

[— 172.22.100.0/24 o
{0 1/3/6 ge-1/3/6 @ e
MX1 MX2

lab@mxl> show interfaces ge-1/3/6 | match hardware
Current address: 00:21:59:01:94:8a, Hardware address: 00:21:59:01:94:8a

[edit interfaces ge-1/3/6 unit 0 family inet]
labBmxz1l# set address 172.22.100.1/24 arp 172.22.100.2 mac 00:21:59:01:94:8a

lablmxzl> ping 172.22.100.2
PING 172.22.100.2 (172.22.100.2): 56 data bytes
36 bytes from 172.22.100.1: |Time to live exceeded |
Wr HL TOS  Len I Flg off TTL Pro cks Src Dst
4 5 00 0054 £7e7 0 0ooo0 01 01 al1%1 172.22.100.1 172.Z2.100.Z2

36 bytes from 172.22.100.1: Time to live excesded
Wr HL TO3  Len I F1g off TTL Pro cks Src Dst
4 5 00 0054 f7eb 0 oooo 01 01 alsd 17Z2.22.100.1 172.Z2Z2.100.Z2
--- 172 .22.100.2 ping statistics ---
2 packets transmitted, 0 packets received, 100% packet loss

The graphic shows the steps necessary to generate ping traffic across the looped circuit. A successful test of the link comes in
the form of TTL expiration messages. The time-to-live (TTL) expirations show that the pings were successfully transmitted,
received, and looped through the network until the TTL finally expired on the Internet Control Message Protocol (ICMP) packets.
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Down MEP Configuration

[edit protocols oawm ethernet comnectivity-fault-

" Remote MEP must  sensgmuesel

action-profile ewvcl-profile |

be configured vene
adjacencey-loss;
similarly to the ion ¢

interface—dowmn;

local MEP: }

t

malntenance-domaln customer |

« Remote MEP must oo
maintenance—assoclation evel |
have the Sa me cont:i_nuity—check {
. . interval 100ms;
Mmaintenance domain, r{‘lep ot
malntenance interface ge-1/3/6.116 vlan 114;
direction down;
: H : auto—dliscovery;
association, interval, Bt dieeoveryr
and |eve| action-profile evel-profile;

Customer Customer
Eridge ge-1/3/6.116 Frovider Bridges Bridge
[R—— LN 116 —1 p— p— | — p——
E—=—MEP ID= 101 == === == MEP ID= 106 ]

Dovn
Lavel 5 Doen ﬁ
MEF AP I MEF
Up MUD
Level 4 . MEP

Any given MEP must be configured with a named maintenance domain, a level, a named maintenance association, a unique
MEP ID, a direction, and a remote MIP ID (autodiscovery can be used as well). Also, a CC message interval must be specified to
begin the neighbor discovery process and monitoring of the end-to-end EVC. The graphic also shows how to apply an action
profile to a remote MEP. You cannot apply an action profile when using autodiscovery.
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Up MEP Configuration

= You configure a provider edge bridge as a MEP and

. dit protocels oam ethernet connectivity-fault-management]
also as a MIP il
. lab@switchZ# show

maintenance—-domain provider |

etactsas a level 4;
malntenance—assoclatlion sevel {
M | P Only for continuity-check |
interval 100ms;
level 5 )
mip-half-function default;
(level 4 + 1) mep 102 (
interface ge-1/3/6.116 vlan 116;
direction up;
auto-discovery:
}
}
}
Customer Customer
Bridge 2e-1/3/6.116 Provider Bridges Bridge
— WLAN 116 |— [
== MEP ID =102 |E==4

Daven Down
Level b ﬁ.
MEF IIP P MEP
Up Lp
Level 4 Tea MMEP

The graphic shows a typical configuration of an up MEP. To allow for an up MEP to also act as a MIP for a higher level, simply add
the mip-half-function default statement to the configuration.

Status of CFM

lak@switchl> show oam ethernet comnectivity-fault-management 2

Possikble completions:
delay-statistics Show Ethernet 0OAM maintenance endpoint delay statistics information
forwarding-state Show Ethernet 0AM forwarding state for received packets
interfaces Show Ethernet CAM information for interface
mep-databasze Show Ethernet 0OAM maintenance endpoint databasze information
mep-statistics Show Ethernet 0OAM maintenance endpoint statistics information
mip Dizplay MIP information
path-database Dizplay the linktrace path-database for a remote host
policer Show Ethernet 0AM policer information

The graphic shows all of the possible troubleshooting commands that you can use for CFM.
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relationships

Interface Link Status

ge-1/3/6.1186 Active

Up

Defects:
Femote MEP not receiving CCH
Erroneous CCHM received
Cross-connect CCHM receiwved
EDI sent by some MEP
Some remote MEP's MAC in error state
Jratistics:

Femote MEP count: 1
Identifier MAC address
105 O00:21:59:ad:£f4:8a

tate

= View the status of the switch’'s MEP-neighbor

lab@switchZ> show oam ethernet connectivity-fault-management interfaces ge-1/3/6.116 wvlan 11&

lablzswitch?> show oam ethernet connectivity-fault-management interfaces ge-173/6.116 vlan 116 extensive

Interface nawe: ge-1/3/6.116, vwlan 116, Interface status: Active, Link status: Up
Maintenance domwain namwe: provider, Forwat: string, Lewel: 4
Maintenance association name: ewcl, Format: String
Continuity-check status: enabled, Interwval: 100ms, Loss-threshold: 3 frames

Interface status TLV: none, Port status TLV:
MEP identifier: 102, Direction: up, MAC address:
MEP status: running

ok ge-1/3/5.118

Lewvel MEP MNeighbors
Identifier
4 10Z 1

none
00:22:83:75:cci8a

no
no
no
no
no

Interface

Use the show oam ethernet connectivity-fault-management interface command to determine the status of

a MEP’s relationship with a remote MEP.

CFM Loopback

CFM loopback test

labfswitchls> ping ethernet maintenance-domain

lahlswitchls> ping ethernet maintenance-domain

= Use the ping ethernet command to initiate a

e Specify the remote MEP by MEP |ID or MAC address

PING to 0O0:22:83:30:fc:8a, Interface ge-1/3/6.
68 bytes from 00:22:83:30:fe:8a: lbhm seq=0

68 bytes from 00:22:83:30:Lfe:8a: lbm seq=1

68 bytes from O00:22:53:30:Lfc:8a: lbhm seq=2

68 bytes from 00:22:33:30:Lfc:8a: lbhm seq=3

—-—— ping statistics ---

4 packets transmitted, 4 packets receiwved, 0%

customer maintenance-association evcl mep 106
116

packet loss

customer maintenance-association evcl 00:22:83:30:fc:8a

PING to O0:22:83:30:fc:8a, Interface ge-1/3/6.116
68 hytes from 00:22:83:30:fc:i8a: lbm seq=2
63 bytes from 00:22:83:30:fc:i8a: lbm seq=5
68 bytes from 00:22:83:30:fe:8a: lbm seq=a
68 bytes from 00:22:83:30:fe:8a: lbhm seq=7
——— ping statistics ——-
4 packets transmitted, 4 packets receiwved, 0% packet loss
Customer Customer
Bridge  ge-1s3/6116 Provider Bridges Bridge
'IIIII!‘VLAHIiiE -IIII!! FIIIII. -IIII!!
E==ver o - 101 = = MEFID =106 =]
Doven
Level 5 DL ﬁ
MEF MR WP MWEF
Up Up
Level 4 e ﬁ WEP
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The graphic shows how to perform a loopback test with the ping ethernet command.

Linktrace

» Jse the traceroute ethernet command to
initiate a CFM linktrace test

* Intermediary MIPs respond along with the remote MEP

lab@switchl> traceroute ethernet maintenance-domain customer maintenance-association evel mep 106
Linktrace to 00:22:83:30: fc:8a, Interface : ge-1/3/6.116
Maintenance Daomain: customer, Level: 5
Maintenance Association: evel, Local Mep: 101
Transaction Identifier: 1

Hop TTL Fource MAC address Next-hop MAC address
i 63 00:22:83:73:¢cc:Ba D0:22:83:75:¢cc:89
z 62 00:21:59:ad:£4:89 O0:21:59:ad:f4:8a
3 61 00:22:832:30: £f=:8a O0:00:00:00:00:00

Customer Customer

Bridge  ge-1/3/6116 Provider Bridges Bridge

:VLAN 115 = — [ =
———= | MEFID =101 === — === = WEPID =106 B

Davwn
Levels: Down ﬁ
MEF MIP i | MEF

IP

Up | Up
Level 4 i —’MEP

To perform a CFM linktrace to a remote MEP, issue the traceroute ethernet command. Note that any MIPs configured at
Level 4 also respond to the linktrace message initiated by a Level 5 MEP.

Chapter 6-24 < Ethernet OAM © 2013 Juniper Networks, Inc. All rights reserved.



JNCIS-SP Study Guide—Part 2
Frame Delay Measurement

" Use the monitor ethernet delay-measurement
command to initiate a CFM frame delay test

labfswitchl> monitor ethernet delay-measurement maintenance-domain customer maintenance-association
ercl mep 106 two-way

Two-way ETH-DM request to 00:22:83:30:fc:8a, Interface ge-1/3/6.116

DME receiwved frow 00:22:83:30:fc:8a Delay: 232 usec Delay wvariation: 0 usec
DME receiwved frow 00:22:83:30:£fc:8a Delay: 201 usec Delay wariation: 31 usec
DME receiwved frow 00:22:53:30:£fc:8a Delay: 187 usec Delay wvariation: 14 usec
DME receiwved frow 00:22:53:30:£fc:8a Delay: 180 usec Delay wvariation: 7 usec
DME receiwved frow 00:22:53:30:£fc:8a Delay: 187 usec Delay wvariation: 17 usec
DME receiwved frow 00:22:53:30:fc:8a Delay: 1758 usec Delay wariation: 19 usec
DME receiwved frow 00:22:53:30:fc:8a Delay: 199 usec Delay wariation: 21 usec
DME receiwved frow 00:22:53:30:fc:8a Delay: 163 usec Delay wvariation: 36 usec
DME receiwved frow 00:22:53:30:fc:8a Delay: 193 usec Delay wvariation: 30 usec
DME receiwved frow 00:22:53:30:fc:8a Delay: 179 usec Delay wvariation: 14 usec

——— Delay measurement statistics ---

Packets transmitted: 10, Valid packets receiwved: 10
Iverage delay: 190 usec, Average delay wvariation: 18 usec
Best case delay: 163 usgec, Worst case delay: 232 usec

Customer Customer
Bridge  ge-1/3/6116 Provider Bridges Bridge
VAN 116 — j—  p— [— [—
E—wmEriD =101 === === MEF ID = 106

Dovven
Level5 Down ﬁ
MEF P P MWEF
Up Up
Level 4 MIEP MMEP

The graphic shows how to use the monitor ethernet delay-measurement command to test the frame delay between
MEPs.
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Save Frame Delay Measurements

Delay measurement statistics:
Index One-way delay Two-way delay
(usea)

{usea)

O -1 e WM

L)

10
11
1z
13
14
15
16
17
18
12
z0

Average two-way delay
Average two-way delay wvariation:
160 usec
1 232 usec

Best casgse two-way delay
Worst case two-way delay

= The switch maintains a record of previous frame
delay measurements

lab@switchl> show oam ethernet connectivity-fault-management mep-statistics maintenance-
domain customer maintenance-association ewvcl

151
182
18z
183
173
160
182
184
1582
203
Z3Z
201
1587
180
197
178
199
163
133
179

1 187 usec

15 usec

To go back and look at historical frame delay measurements, issue the show oam ethernet
connectivity-fault-management mep-statistics command.

Review Questions

1.

Which Ethernet OAM protocol allows for setting a
loop on a remote switch's interface?

What is the difference between an up MEP and a

down MEP?

. What must be true for a MIP to respond to a
linktrace message?
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Answers
1.
LFM allows for setting a remote loop.
2.
A down MEP expects to find neighboring MEPs downstream. An up MEP expects to find neighboring MEPs upstream.
3.

The MIP must be configured at one level below the MEP that initiated the linktrace message.
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Chapter 7: High Availability and Network Optimization

This Chapter Discusses:
. Ethernet Ring Protection (ERP);
. Configuration and monitoring of ERP;
. Link aggregation groups (LAGs); and

. Configuration and monitoring of LAGs.

ERP

= ERP is defined in ITU-T G.8032:

e Designed to provide sub-50 ms, loop-free protection to an
Ethernet network

e Ethernet network must be in a ring topology

* Because of the faster failover times, ERP can replace
spanning-tree protocols on the ring

* Works best in conjunction with connectivity fault
management—especially on copper links

Mx240
 —
/ == \
I I
MX240 === ] MX240
\ MXx240 /
|

Defined in the International Telecommunication Union Telecommunication Standardization (ITU-T) G.8032 recommendation,

ERP provides highly reliable, stable, and loop-free protection for Ethernet ring topologies. ERP is a solution for an Ethernet ring
where each ring node (switch) connects to two adjacent nodes, participating in the same ring, using two independent links. The
minimum number of nodes on a ring is two. Because ERP can provide sub-50 ms, loop-free protection for a ring topology, it can
viably replace any spanning-tree protocol on the ring. Using an Ethernet fiber ring of less the 1200 km and less than 16 nodes,
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the switch completion time at the time of failure should be less than 50 ms. Copper links can also be used, but we recommend
that you use connectivity fault management (CFM) to help detect failures between nodes.

Ring Protection Link

= Asingle link acts as the RPL for the ring:
* The RPL-owner node controls the RPL

* During normal operation, the RPL-owner node places the
RPLin a blocked state to prevent a loop in the ring topology

* When a link failure occurs on the ring, the RPL-owner node
places the RPLin a forwarding state

« Whenthe failed link is repaired. the Junos operating system acts in
a revertive manner and the RPL owner places the RPL in a blocking

state RPL Ouiner : :
MX240 RFL (Blocked State in Mormal Operation)

==

MX240

|
==

To protect the Ethernet ring, a single link between two nodes acts as the ring protection link (RPL) on the ring. One of the
adjacent nodes, which is referred to as the RPL owner, controls the state of the RPL. During normal operation with no failures
(idle state), the RPL owner places the RPL in the blocking state, which results in a loop-free topology. If a link failure occurs
somewhere on the ring, the RPL owner places the RPL in a forwarding state until the failed link is repaired. Once the failed link
is repaired, the Junos operating system acts in a revertive manner, returning the RPL to the blocking state.

S~ -~

RPL-Owner Node

= RPL-owner node:
» Controls the state of the RPL
* |[nitiates Ring Automatic Protection Switching messages

The RPL owner controls the state of the RPL. During the idle state, it is the only node that sends periodic Ring Automatic
Protection Switching (R-APS) messages to notify the other nodes about the state of the RPL. The next few slides discuss the
details of the Automatic Protection Switching (APS) protocol and R-APS messages.
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Normal Node

= Normal node:
» All other nodes on the ring with no special role
* Configured to listen to and forward APS messages

e Generate R-APS messages when a local link failure occurs

RPL Curner
MX240 REPL(Blocked State)
==l

MX240

—
=

A normal node is any other node on the ring besides the RPL owner. It listens to and forwards R-APS messages. Also, if a local
ring link failure occurs, a normal node signals all other nodes that the failure has occurred using R-APS messages.

S~ -

APS

Destination Source Frame
S| WA || ey | P
Address Address gt Sequence

TLY
Info

Version | Opcode | Flags

= APS coordinates the protection actions over the ring:

* Requires a dedicated channel (a VLAN) to deliver R-APS
messages between nodes

« Asingle VLAN is chosento send and receive R-APS messages:
however. all VLANs on the trunk are affected by the APS algorithm

» Uses CFM frame format
* Opcode = 40 (R-APS)
* Flags=0

To coordinate the effort of protecting the Ethernet ring, each node participates in the APS. Each of the two ports on each node
must be configured for a dedicated channel—a virtual LAN (VLAN) or a bridge domain—to communicate using the APS protocol.
Although the APS protocol uses a single VLAN to communicate, the changes in the forwarding state of interfaces that occur as a
result of the exchange of R-APS messages affect the entire port of a node (all VLANS). ITU-T G.8032 specifies the use of the CFM
frame format as described in the Operation, Administration, and Maintenance (OAM) chapter of this study guide. To allow
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differentiation between an R-APS message from a CFM message, an R-APS message uses a destination address of
01-19-A7-00-00-01, as well as an opcode of 40.

R-APS Data Fields

= R-APS-specific data fields include the following fields:

Destination| Source Frame

MAG MAC | YLAN | Type/ | CFM Data Check
Sequence

Addreas Address TAG | Length | Header

Destination Address = 01-19-A7-00-00-01

Request/ Reserved 1 RPL Do Not | Status Node

State Blocked | Flush |Reserved | D | heserved2

* Request/State (4 bits)
« Request/State = 1011 represents signal fail
» Request/State = 0000 represents no request

« RPL Blocked (1 bit)
« RPLBlocked = 1 representsthe RPLis blocked
« RPLBlocked = O represents the RPL is unblocked

e Do not flush (1 bit)
* Node ID (MAC address of the node, informational only)

Currently, APS has no specified type, length, and values (TLVs). The slide shows the data fields found in an R-APS message. The
following list describes each data field:

Request/State (4 bits): Currently only two values are defined. A value of 0000 is used when a node wants to signal
that it detects no failure on the ring (No request). A value of 1011 is used when a node wants to signal that an
interface has failed (Signal Fail state).

Reserved 1 (4 bits): This value is always 0000. This field is reserved for future use.

RPL Blocked (1 bit): Usage for this field is shown on the slide. Only the RPL owner can signal RPL Blocked.
Status Reserved (6 bits): This value is always 000000. This field is reserved for future use.

Node ID (6 octets): This field is a MAC address unique to the ring node.

Reserved 2 (24 octets): This value is all zeros. This field is reserved for future use.
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Idle State

=" RPL-owner node places RPL in the blocked state:

* RPLowner (Node A) sends R-APS messages out of all ports
every 5 seconds
* Request/State = No request
« Donotflush =0 (Flush)
« RPLBlocked = 1 (RPL is blocked)

» All other switches place ring ports in the unblocked state

RPL (Blocked State)
RPL Owner

R-APS Messade Node A R-APS Wessage

— N

When no failures occur on the Ethernet ring, all nodes are in the idle state. During the idle state, the RPL owner places the RPL
in a blocking state. Also, the RPL owner sends periodic (every 5 seconds) R-APS messages that signal that no failure is present

on the ring (Request/State =no request), that all switches should flush their MAC tables (Do not flush = 0), and that the RPL is

currently blocked (RPL Blocked = 1). All other switches flush their MAC tables once (on the first received R-APS message) while
unblocking both of their ring ports.

NodeB Node D
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Signal Failure

* Occurs when a failure is detected on an unblocked ring link
(CFM failure detection, and so on)

* Node B and Node C:
« Wait for hold interval to expire (default 0)
« Switch from idle state to protection state
» Block failed ports and flush MAC tables

« Sendthree R-APS messagesin the first 10 ms followed by one

every 5 seconds (Request/State = signal fail: Do not flush = 0) until
signal failed condition clears

RFL Owner RFL (Elocked State)
Node A
R-4PS Message /_. —
Node B NodeD

\x_ 0 /

R-APS Messagde

A signal failure occurs when a node detects a failure on a ring port. In the example, Node B and Node C detect a failure on the
link between them. The Junos OS does not currently support hold interval. In other words, Node B and Node C react immediately
to the failed link. The nodes switch from the idle state to the protection state, block the failed ports, flush their MAC table, and
signal to all the other nodes that a signal failure has occurred using R-APS messages. The R-APS messages tell the other nodes
that a failure has occurred (Request/State = signal fail) and that the nodes should flush their MAC tables (Do not flush= 0).
Node B and Node C continually send R-APS messages every 5 seconds until the signal failure condition clears.

 All switches except Node B and Node C;

« Switch from the idle state to the protection state

* Flush MAC tables and stop sending R-APS messages
* RPL owner (Node A):

« Unblocks RPL

 Listensfor subsequentR-APS messages from Node C and Node D
(subsequentsignal fail R-APS messages do not re-trigger flushes)

RPL{Unblocked State)

R-APS Message / \
Node B % MNode D

S~ =

R-APS Messade

RFL Owner

— =

o

=

o

H:l -

by
| =]

-3
| 1]
1l o
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Upon receiving the signal fail R-APS messages from Node B and Node C, all other nodes (including the RPL owner) switch to the
protection state, flush their MAC tables, and stop sending R-APS messages. The RPL owner unblocks the RPL and listens for
subsequent R-APS message from Node A and Node B.

Restoration of a Failed Link:

= Signal fail condition clears on the link between
Node B and Node C

* Node B and Node C:

« Continueto block the previously failed link

* Sendno request R-APS messages (Request/State = no request: Do
notflush = 1) and continue until they receive an R-APS message
from Node A

RFL (Unblocked State)

RPL Cwner

Node A

/__’ —
R-APS Message /’ = \

Node B % Node D
Blocked

\ Node C /

Blocked ==

R-APS Message

When the failure is repaired between Node B and Node C, they begin sending out new R-APS messages. The R-APS messages
tell the other nodes that the failure (Request/State = no request) is no longer present and that they should not flush their MAC
tables (Do not flush = 1). Node B and Node C keep the previously failed ports in the blocked state (preventing a loop) until they
receive R-APS messages from Node A as described in the following graphic.

© 2013 Juniper Networks, Inc. All rights reserved. High Availability and Network Optimization  Chapter 7-7



JNCIS-SP Study Guide—Part 2

ring ports

* Node A (after receiving no request R-APS messages):

Waits for the restore timer to expire (defaultis 5 minutes)

Blocks RPL and transmits a R-APS message (Request/State = no
request. RPL Blocked = 1, Do not flush = Q)

All other switches flush their MAC tables and unblock any blocked

All switches change from the protection state to the idle state

RPL (Blocked State)

lInblocked

RPL Owiner
R-APS Messagde Node A R-4PS Message
—
Node B Node D
NodeC

/

Unblocked E=4

Upon receiving the no request R-APS messages from Node B and Node C, Node A starts a restore timer. The default is 5
minutes. You can configure the restore timer in 1-minute steps between 5 and 12 minutes. Once the restore timer expires, Node
A blocks the RPL and transmits RPS messages that signal to the other nodes that no failure is present on the ring (Request/
State = no request), that the RPL has been blocked (RPL Blocked = 1), and that the other nodes should flush their MAC tables
(Do not flush = 0). Once they receive the R-APS messages from Node A, the other nodes flush their MAC tables and unblock any
ring ports that had been blocked. At this point, all switches will be in the idle state.

ERP Configuration Options

protection-group {
guard-interval number;
hold-interwval number;
restore-interval number;
ethernet-ring ring—name |

east-interface {
ring-protection-link-end;
control-channel channel-name {
vlan number;

I
1
guard-interval number;
hold-interwval number:
node-id mac-address:
restore-interval number;
ring-protection-link-owner;
west-interface {
control-channel channel-name {
vlan number:
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The graphic shows all of the options available when configuring ERP. You must configure an east-interface and a
west-interface. You need not configure the two interfaces in any specific order. You can specify global or ring-specific

versions of the three intervals (timers) for ERP:
. guard-interval (disabled by default): Configurable in 10 ms intervals from 10 ms to 2000 ms. It is used to

prevent a node from receiving outdated R-APS messages. Once an R-APS message is received, the guard timer
starts. Any R-APS messages that arrive before the expiration of the guard timer drop.

. hold-interval: We described this interval on the previous slides.
. restore-interval: We described this interval on the previous slides.
RPL Owner Configuration

. . [edit]

u NOde A Conflgu ratlon lab@nodei# show protocols protection-
group
[edit] ethernet-ring pgl00 {
labBnodei#f show interfaces ring-protection-link-owner;
ge—l;’D;.'S é . east-interface {
uni
family bridoe | controi.j—jkaljgnneil. ;
interface-mode trunk: g% U
wlan 100;

wlan-id-1list 100;

'
'

ge—-1/3/6 {
unit 0 { west-interface |
family bridge { control-chammel
interface-mode trunk; ge-1/0/0.0;
wvlan-id-list 100; vlan 100;
t
ring-protection-link-end;
[edit] }
lsb@nodeaif# show hridge-domains }
Pt RFPL Qwner

vlan-id 100;
NDdeA

e-1/3/6.0 0/0

VLAN 100 EI éﬁglr:j 1fnu \

\ NodeC /
—

The graphic shows a typical configuration for the RPL owner node. First, you must configure the two interfaces that participate in
the Ethernet ring for the APS channel (VLAN and bridge domain). In this case, VLAN 100 is used as the communication channel

between nodes. Configure ERP under [edit protocols protection-group]. The following are a few things to note
about the ERP configuration for the RPL owner:

}

Node B NDdBD

. You must configure the RPL owner node specifically as the ring-protection-1link-owner;

. The interfaces are interchangeable with regard to selecting them to act as the west-interface and
east-interface as long as you specify one of them as being the ring-protection-1ink-end; and

. For trunk-mode interfaces, you must also specify the VLAN.
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Normal Node Configuration

=" Node B configuration

[edit]

[edit] lab@nodeE# show protocols protection-

leblnodeEf# show interfaces group
ge-1/0/0 ¢ ethernet-ring pgl00 {
unit 0O { east-interface |
famwily bridge { control-chamnel |
interface-mode trunk; ge—l/D/D.U;
wlan—-id-1list 100; vlan 100;
ge-1/3/6 { }
unit 0 { ; .
family bridge f west-interface {
interface-mode trunk: control-chamnel {
vlan-id-list 100; ge-1/3/6.0;
vlan 100;
}
[edit] }
lab@nodeB# show bridge-domains }
bd |
vlan-id 100; RPL Crwner
} NodeA

—
=
Te-1/ 360

RPL
.\Jﬁ”r \
Node B =1 NudeD
=== g8-1,/0/0.0 ]

The graphic shows a typical configuration for a normal node.

ik

ERP Status

lab@nodeX> show protection-group ethernet-ring ?
Posszible completions:

aps Show RAPS PDU information for ethernet ring

interface Show interface information for ethernet ring
node-state Show RAPS state machine information for ethernet ring
statistics Show statistics for ethernet ring

The graphic shows all of the possible commands to monitor ERP. We discuss each one on the next few sections.

R-APS Information

lablnoded> show protection-group ethernet-ring aps
Ethernet Ring Name Request/state No Flush FERing Protection Link Blocked Originator

Eemote MNode ID
pglon NER Mo Yes Yes

labi@noded> show protection-group ethernet-ring aps detail

Ethernet-Ring name : pgl0o0
Fegquest/ State : NE
No Flush Flag : No
Ring Protection Link bklocked T Yes
Originateor 1 Yes

The command on the graphic shows the details of the R-APS messages to which the local node is currently listening or which it
is forwarding. Based on the output, you can tell that the local node (Node A) is the RPL owner because the R-APS message
originates from it and it is advertising that the RPL is currently blocked.
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lsbf@nodel> show protection-group ethernet-ring interface

Ethernet ring port parswmeters for protection group pgllo

Interface Control Channel Forward State Ring Protection Link End
ge—-1/0/0 ge-1/0/0.0 discarding Yes Clear
ge-1/3/06 ge-1/3/6.0 foryarding Nao Clear

labinoded> show protection-group ethernet-ring interface detail

Ethernet ring port parameters for protection group pgllo

S3ighal Failure

Admin State
IFF ready
IFF ready

Interface name : oge-1/0/0
Control channel name :oge-1/0/0.0
Fing Protection Link End . Tes

S3ignal Failure : Clear
Forward State 1 discarding
Interface Admin State IFF ready
Interface neame r oge-1/3/6
Control channel nawe toge-1/3/6.0

Ring Protection Link End 1 No

3ignal Failure 1 Clear
Forward 3State 1 forwarding
Interface Admin State IFF ready

The command in the graphic shows the state of the local node interfaces in relation to ERP. Note that the Admin State shows
thatitis IFF ready. This state means that the Ethernet flow forwarding function (the control channel) is available to forward

R-APS traffic.

Local Node Details

labinoded> show protection-group ethernet-ring node-state
Echernet ring AP3 State Ewvent
pgl00 idle NE-RE Tes

Ethernet-Ring nswe : pgloo

LPS State : idle

Ewvent : NE-RE

Ring Protection Link Owner : Yes

Restore Timer : disabled
Guard Timer : disabled
Operation state 1 operational

Ring Protection Link Owuner

lshf@nodel> show protection-group ethernet-ring node-state detail

Guard Timer
disabled

Restore Timer
dizabhled

Operation state
operational

The command in the graphic shows the APS State of the local node, as well as some of the locally configured timer values.

ERP Statistics

FAPS event sent

RAFS event received
Local SF happened:
Femote SF happened:
NE event happened:
NE-RBE event happened:

lablnodeA> show protection-group ethernet-ring statistics

Ethernet Ring statistics for PG pglo0

HE)

(R e = R N

The command in the graphic shows the quantities of specific events that have occurred. You can reset these values to O by
issuing the clear protection-group ethernet-ring statistics group-name name command.
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Link Aggregation Groups

" Link aggregation combines multiple Ethernet
interfaces into a single link layer interface, also known
as a LAG or bundle

* Defined in the 802 .3ad standard

Participating interfaces are

Commonly used on .
known as member links

trunk port connections

Switch-1 Switch-2
ge-0/0/12

ge-0/0/13
Aggregation

S

The Institute of Electrical and Electronics Engineers (IEEE) 802.3ad link aggregation specification enables multiple Ethernet
interfaces to be grouped together and form a single link layer interface, also known as a link aggregation group (LAG) or bundle.
The physical links participating in a LAG are known as member links. As illustrated in the graphic, LAGs are commonly used to
aggregate trunk links between an access and aggregation switches.

Benefits of Link Aggregation

= Benefits of 802.3ad link aggregation include:
* Increases bandwidth
* Provides link efficiency
» Creates physical layer redundancy

Switch-1 Switch-2
ge-0/0/12

ge-0/0/13
Aggregation

Access

—
S
-

You implement link aggregation using point-to-point connections between two devices. Based on the number of member links
participating in the LAG, the bandwidth increases proportionately. The participating switches balance traffic across the member
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links within an aggregated Ethernet bundle and effectively increase the uplink bandwidth. Another advantage of link

aggregation is increased availability because the LAG is composed of multiple member links. If one member link fails, the LAG
continues to carry traffic over the remaining links.

Link Requirements and Considerations

" |nterface requirements and considerations include:
e Duplex and speed must match
* Up to eight member links per LAG

* Member links do not need to be contiguous ports hor must
they be on the same switch when part of a multichassis LAG

Switch-1 Switch-2
gs-0,/0/ 1
—_— ge-0/0/5 acp [— —
ge-0,/0,/ 10
9e-0/07 13

A number of hardware requirements and considerations exist when working with link aggregation. The following list highlights
these details:

. Duplex and speed settings must match on both participating devices.

. Up to eight member links can belong to a single LAG.

Member links are not required to be contiguous ports and can reside on different members within a multichassis
LAG (MC-LAG).

Note that the number of member links allowed for a given LAG is platform dependent. Refer to the documentation for your
specific product for support information.
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Processing and Forwarding Considerations

* RE-generated traffic is always sent on the lowest member
link
* |P traffic hashing uses Layer 2, Layer 3, and Layer 4 details

* Non-IP traffic hashing uses source and destination MAC

addresses
RE traffic

Switch-1 Switch-2
e > oe-0/0/1 e

IP traffi — —
Sl 4= commmmm  "2Tcissharedacioss Sl e
i —_— I all member links y —_—
Non-IP traffic +— -—

ge-0,/0/13

Some traffic processing and forwarding considerations exist when working with link aggregation. The following list highlights
these details:

All RE generated packets that traverse the LAG, such as protocol control traffic, will use the lowest member link.

The load-balancing hash algorithm for IP traffic uses criteria at Layer 2, Layer 3, and Layer 4. No configuration is
necessary to enable load balancing.

The load-balancing hash algorithm for non-IP traffic uses source and destination MAC addresses.

Link Aggregation Control Protocol

= | ACP performs link monitoring and controls the
member links that form a single logical channel
= You can set the LACP mode as active or passive:
» Active mode initiates transmission of LACP packets
e Passive mode responds to LACP packets

Switch-1 Switch-2
ael ael ::
as0 Active Active
Aggregation
Access
aet) Passive

Note: At least one device must be configured for
active mode for the link to become operational.
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You can enable Link Aggregation Control Protocol (LACP) for aggregated Ethernet interfaces. LACP is one method of bundling
several physical interfaces to form one logical interface. You can configure both VLAN-tagged and untagged aggregated Ethernet
with or without LACP enabled.

LACP exchanges are made between actors and partners. An actor is the local interface in an LACP exchange. A partner is the
remote interface in an LACP exchange. LACP is defined in IEEE 802.3ad, Aggregation of Multiple Link Segments and was
designed to achieve the following:

. Automatic addition and deletion of individual links to the aggregate bundle without user intervention
. Link monitoring to check whether both ends of the bundle are connected to the correct group
Note that the Junos 0S implementation of LACP provides link monitoring but not automatic addition and deletion of links.

The LACP mode can be active or passive. If the actor and partner are both in passive mode, they do not exchange LACP packets,
which results in the aggregated Ethernet links not coming up. If either the actor or partner is active, they do exchange LACP
packets. By default, when LACP is configured its mode defaults to the passive mode on aggregated Ethernet interfaces. To
initiate transmission of LACP packets and response to LACP packets, you must enable LACP active mode.

Note that LACP exchanges protocol data units (PDUs) across all member links to ensure each physical interfaces is configured
and functioning properly.

Multichassis Link Aggregation

= Multichassis LAG enables the formation of a logical LAG
interface between two or more other devices.

= Node level redundancy
= Multihoming support

= The MC-LAG devices use Inter-Chassis Control Protocol (ICCP)
to exchange the control information between two MC-LAG

network devices.
N Cwitch-2
\ - Inter-Chassis Control

B | Protocol is used between

o ; these two devices
Switch-1 s Wi :
- —
- ) j —
™ - .
~Daml Switch-3

On MX Series routers, MC-LAG enables a device to form a logical LAG interface with two or more other devices. MC-LAG provides
additional benefits over traditional LAG in terms of node level redundancy, multihoming support, and loop-free Layer 2 network
without running Spanning Tree Protocol (STP).

Multichassis LAG

Active links
Standby Nk = = = = -

The MC-LAG devices use Inter-Chassis Control Protocol (ICCP) to exchange the control information between two MC-LAG network
devices. In the diagram on the slide, Switch-1 is an MC-LAG client device that has four physical links in a link LAG. This client
device does not need to be aware of the MC-LAG. On the other side of MC-LAG are two MC-LAG network devices, Switch-2 and
Switch-3. These two network devices coordinate with each other to ensure that data traffic is forwarded properly.
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Implementing LAGs

[edit chassis]
user@Switch-1# run show interfaces terse | match ael

[edit chassis]

[edit chas=sis]
user@switch-1# commit
configuration check succeeds
commit complete

[edit chassis]
user@switch-1# run show interfaces terse | match ael

= Create an aggregated Ethernet interface:

user@Switch-1# set aggregated-devices ethernet device-count 1

Link state remains down until operational
member links are added o LAG

Switch-2

o

—

—

asl up
Switch-1
-0/0/12
. ge-0/0/
- E= ael
b 5e-0/0/ 13

—

By default, no aggregated interfaces exist. To create an aggregated interface, simply add an aggregated device under the
[edit chassis] hierarchy, as shown in the example on the slide. In this example, the aggregated Ethernet interface (ae0)
interface has been created. Note that the device-count statement determines the number of aggregated Ethernet
interfaces that the system creates. The number of supported aggregated Ethernet interface varies between platforms. For

support information, refer to your product-specific documentation.

Aggregated interfaces are always created in numerical order starting with ae0O. For example, a device count of two would create

ae0 and ael, as shown in the following output:

[edit]
user@Switch-1# show chassis
aggregated-devices {
ethernet {
device-count 2;

}
}
[edit]
user@Switch-1# run show interfaces terse | match ae
ae0 up down
ael up down
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= Configure the aggregated Ethernet interface and
associate desired member links with the LAG:

[edit interfaces]
user@3witch-1# set ael unit 0 family bridge

[edit interfaces]
user@Switch-1# set ael aggregated-ether-options lacp active

[edit interfaces]
user@Switch-1# set ge-0/0/12 gigether-options 802.3ad ae0

[edit interfaces]
user@switch-1# set ge-0/0/13 gigether-options 802.3ad ae0

[edit interfaces]
user@Switch-1# commit
configuration check succeeds
commit complete

[edit interfaces]

user@Switch-1# run show interfaces terse | match ae0 Swriteh-1 Switch-2
ge-1/1/2.0 up up asnet -—> ae0.0 ge-0/0/12

e-1/1/3.0 u u aenet --> ael.0 =
= S - E—
ae0.0 up up bridge gs0/0/13

This graphic illustrates the remainder of the configuration required to implement a LAG for Layer 2 operations. On this slide, you
see that the (aeO in this case) must be configured for Layer 2 operations. You also see that the physical links participating in this
LAG (also known as member links) are configured and associated with the aeO interface. Note that these member links must be
operational for the aggregated Ethernet interface to become operational.

Once the illustrated configuration is activated, the aggregated Ethernet interface is up and can begin to process and forward
user traffic. Note that in this example, we used LACP. LACP must be enabled on the remote device (Switch-2) for the aggregated
Ethernet interface to come up and function properly. Given Switch-1’s configuration, Switch-2 can be configured for LACP active
or passive mode.

By default, the actor and partner send LACP packets every second. You can configure the interval at which the interfaces send
LACP packets by including the periodic option at the [edit interfaces interface
aggregated-ether-options lacp] hierarchy level. The interval can be fast (every second) or slow (every 30
seconds). You can configure different periodic rates on active and passive interfaces. When you configure the active and
passive interfaces at different rates, the transmitter honors the receiver's rate.

[edit interfaces ae0 aggregated-ether-options lacp]
user@Switch-1# set periodic ?
Possible completions:
fast Transmit packets every second
slow Transmit packets every 30 seconds
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Monitoring LAGs

Aggregated interface: ael

" Use the show interfaces output to determine
state information for aggregated interfaces:

user@switch-1> show interfaces terse | match ae0
ge-1/1/2.0 up up aenet --> aa0.0
ge-1/1/3.0 up up aenet -—» ael.D
aesl up up

as0.0 up up bridge

" Use the show lacp statistics interfaces
output to determine if LACP packets are passing

useridSwitch-1> show lacp statistics interfaces

LACP Statistics: LACPE Rx LACE Tx Unknown Eix Illegal Rx:
ge-1/1/2 3982 3983 0 I}
ge-1/1/3 3952 3553 0 0

This graphic illustrates one method of monitoring LAGs. Using the output from the show interfaces commands, you can
determine state information along with other key information such as error conditions and statistics. The highlighted output
shows state information for the aggregated Ethernet and member link interfaces. You can also see LACP statistics for the ae0
interface using the extensive option. Note that when LACP is used, you can find similar state and statistical information using
the show lacp interfacesand show lacp statistics commands.

If a problem related to LACP occurs, you can configure traceoptions for LACP under the

[edit protocols lacp] hierarchy:
[edit]

user@sSwitch-1# set protocols lacp traceoptions flag ?

Possible completions:

all All events and packets
configuration Configuration events
mc-ae Multi-chassis AE messages
packet LACP packets

ppm LACP PPM messages

process Process events

protocol Protocol events
routing-socket Routing socket events
startup Process startup events
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Review Questions

1. When copper links exist between ring nodes, which

other protocol should you use in conjunction with
ERP?

2. What can cause the RPL owner to stop sending
periodic R-APS messages?

3. Once a signal fail condition clears, how long does
the RPL owner wait until it begins sending periodic
R-APS messages? What is the name of the timer?

Answers
1.

You should use CFM with ERP for faster protection times.
2.

An RPL owner stops sending its own R-APS messages when it receives an R-APS message for another node that specifies signal failure.
3.

The RPL owner waits until the Restore TiImer has expired. The default is 5 minutes.
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Appendix 8: Deprecated Syntaxes

This Appendix Discusses:

. Differences between “old” and “new” configuration syntaxes.

Define a Bridge Domain and Assign an Interface

New syntax

[edit]
userfzwitch# show

interfaces {
ge-1/0/0 {
unit 0 {
family bridge {
interface-mode access:
vlan-id 100;

}

bridge-domains {
vlan 100 {
vlan-id 100;

}

}

= Define the bridge domains (broadcast domains),
VLANSs, and access ports to be used for switching

Old syntax

[edit]
userfiswitch# show

interfaces {

ge-1/0/0 {
encapsulation ethernet-bridge;
unit 0;

}

}

bridge-domains {
vlan 100 {
vlan-id 100;
interface ge-1/0/0.0;

The graphic shows both methods that can be used to accomplish adding the ge-1/0/0 interface as an access port to VLAN

100.
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Creating Dual-Stacked VLAN Subinterfaces and Bridge Domains

= New syntax
[edit]
userfpeb# show interfaces ge-1/0/4
flexible-vlan-tagging;
unit 0 {
vlan-id 200;
family bridge {
interface-mode trunk:
inner-vlan-id-1list 111-114;

= Deprecated syntax

[edit]
userfpeb# show interfaces ge-1/0/4
flexible-vlan-tagging:
encapsulation flexible-ethernet-services;
unit 0 {

encapsulation vlan-bridge;

vlan-tags outer 200 inner-range 111-114;

'

This graphic shows both methods that can be used to create dual-stacked virtual LAN (VLAN) subinterfaces. When using the
original style of configuring a dual-stacked interface, you still must apply the interface to a bridge domain. The way in which you
specify the VLAN IDs for the bridge domain determines the bridge domain’s mode of operation. The following list briefly explains
the different ways of configuring a bridge domain:

. Default: You do not specify a VLAN ID for the bridge domain. The bridge domain is a single learning domain. You
configure an input and output VLAN map to explicitly configure push, pop, swap, and other VLAN operations.

. None: You specify vlan-id none for the bridge domain. The bridge domain is a single learning domain. In this
case, all inbound frames have all VLAN IDs popped. All outbound frames take on the VLAN settings of the outbound
interfaces.

. Single: You specify vlan-id number for the bridge domain. The bridge domain is a single learning domain. In

this case, all inbound frames have all service VLAN (S-VLAN) IDs popped. All inbound customer VLAN (C-VLAN) IDs
are normalized (translated) to the VLAN ID of the bridge domain. All outbound frames take on the VLAN settings of
the outbound interface.

. Double: You specify vlan-tags outer number inner number for the bridge domain. The bridge domain is
a single learning domain. All incoming frames have their VLANs normalized (translated) to the outer and inner VLAN
ID that is specified for the bridge domain. All outbound frames take on the VLAN settings of the outbound interface.

. All: You specify vlan-id all for the bridge domain. The bridge domain has multiple learning domains. One
learning domain exists for each C-VLAN configured on interfaces that are associated with the bridge domain. This
type of configuration always results in independent VLAN learning mode (IVL). Inbound frames retain their VLAN
tags. All outbound frames take on the VLAN settings of the outbound interface.

Most of these options listed cause a bridge domain to have a single learning domain. If the interfaces assigned to a bridge
domain are configured for a unique C-VLAN ID, then the learning mode for the bridge domain will be IVL. If the interfaces
assigned to a bridge domain are configured for multiple C-VLANSs, then the learning mode for the bridge domain will be shared
VLAN learning mode (SVL).

When using the new style of configuration, IVL is the usual mode of operation. SVL can occur only with the new style of
configuration when mixing both old style and new style configurations in a bridge domain.
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Tunnel All C-VLANs: New Style

" The bridge domain references only the outer VLAN ID:
e Uses one customer-facing logical interface and one bridge

domain—uses IVL
e Adding a second customer is just as easy but uses a different

S-VLAN PBN

0;5_‘3;"” Outer YLAN 200 C;?‘gg‘er
ridge ridge
ll_l_l;+-l_l_ll_:?-l_l_l;+l_l_l
VLANg‘éQf/% /0.0 :':)EZB';D ge-1/0/4.0 MX240 MX240 VLAN 4094

{5-¥LAN Bridge] .
[edit]
. userfpeb# show interfaces ge-1/0/4
[edit] unit 0 {
user@peb# show interfaces ge-1/0/0 family bridge {
unit 0 { . interface-mode trunk:
family bridge { vlan-id-1ist 200;
1interface-mode access: }
vilan-id 200; 1 [edit]
1 userl@peb# show bridge-domains
} bd {

vlan—-id 200;
}

The method shown on the slide is the easiest and most elegant method of tunneling all customer C-VLANs across the core of a
provider bridged network (PBN). The interface and bridge domain configuration require only that you specify the outer S-VLAN
ID. To allow single-tagged frames to enter the customer-facing interface, you must specify the interface-mode access

statement.
You will see on the next few slides that each configuration method results in some combination of one of the following:

1. A bridge domain mode (IVL or SVL).
2. Customer-facing logical interface usage.
3. Bridge domain usage.

4. Virtual switch usage.

The solution on this slide is elegant because to support each customer, it requires the use of only one logical interface and one
bridge domain. In addition, you can place each customer in the same virtual switch.
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Tunnel All C-VLANSs: Old Style

= Configure the bridge domain with vlian-id all:
» Uses one customer-facing logical interface and one bridge

domain—uses VL
* Adding a second customer requires configuring a second

virtual switch and S-VLAN bEN

Cgs.tg;"er Olter VLAN 200 CESF;’EBF
riage riage
Inner YLAMN 1-4094
—VLﬁ\Ji——__--———— __-————__--—VﬂNl——
'.Vmi.:)g?. L e L T e BT TR R de——
MX280 . [—== MX240 VLAN 4094
ge-1/0/00 pegy 21040 MX240
{S-¥LAN Bridge)
[=dit] [edit]
uzeridpeb# show interfaces ge-1/0/0 user@peb# shUW'int?rfaces ge-1/0f4
flexible-vlan-tagging; SRS DR AR R
encapsulation flexible-ethernet-services; sncapsulation flexible-ethernst-services;
unit 0

encapsulation vlan-bridge;

unit 0 {
vlan-tags outer 200 immer-range 1-4094;

encapsulation wlan-bridge;
vlan-id-range 1-4094; }

+
[=dit]

uzer@peb# show bridge-domains
Limitation: You can configure vlan-id all only bd 1 ,
. . . i i vlan—1d all;
in one bridgde dormain for each virtual switch. e e )

interface ge-1/0/4.0;

H

The graphic shows another method of tunneling all customer C-VLANs across the core of a PBN using the original style of
configuration. For each customer, this solution requires the use of one logical interface and one bridge domain. Furthermore,
you must place each customer in the same virtual switch. You must do it this way because only one bridge domain is allowed in

a virtual switch that uses the vlan-id all statement.
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each C-VLAN—uses IVL

[edit]
userf@peb#t show interfaces ge-1/0/0

unit 0 f
family bridge {
interface-mode trunk;

wvlan-id-list 111-114;

Limitation: This approach creates one
bridge domain for each C-VLAN.

= Configure the bridge domain with vlan-id-1list
e Creates a single logical interface and bridge domain for

» Adding a second customer requires configuring a virtual

switch and S-VLAN PEN
Cus_tomer Outer VAN 200 Cus_tomer
Bridds .. ., Inner YLAN 111-114 VLAN 111  bBridge
— _— _ _— _— L | _— —_— —_— - [ __§ —_— —_— _— —_— __“ _— _ _— _—
I!!!Il " Em = | 2 DR B A | —— B R B B D = P R R
VLANg:éELf 70/00 ::)EQB':D ge-1/0/4.0 Mx240 MX240 VLAN 114
{S-¥LAN Bridge)

[edit]
user@peb# show interfaces ge—lfﬂfd

flexible-vlan-tagging;
unit 0 f
wvlan-id 200;

family bridge {
interface-mode trunk;
inner-vlan-id-list 111-114;

[edit]
userfpeb# show bridge-domains

bd {
|vlan-id-list 111-114; |

}

When using the original style of configuration, allowing only certain C-VLANs to be tunneled across the core might be necessary.

However, few solutions allow this tactic. With the new style of configuration, the bridge domain references the C-VLAN IDs to be

tunneled.

Note that because of this referencing—that is, in the case of overlapping C-VLAN space—you must add each customer to its own

virtual switch.
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Range of C-VLANSs: Old Style

uses IVL

switch and S-VLAN

PBN

[edit]
user@peb# show interfaces ge-1/0/0
flexible-wvlan-tagging;
encapsulation flexible-ethernet-
services;
unit 0 {
encapsulation vlan-bridge:
vlan-id-range 111-114;

Limitation: You can configure v1lan-id all only
in one bridde domain for each virtual switch.

= Configure the bridge domain with vlian-id all
* Creates a single logical interface and one bridge domain—

» Adding a second customer requires configuring a virtual

Cgs-tg;n e Quter ¥LAN 200 C;s_t(cj);ner
ridge )
— | YVEAN 111-114
— —vw 1&‘ — = == - —nr-Ier SO —r VEN El —

_II_I_IIA-I_I_I_T-I_I_..+._._. +

WLAN 114 MXx240 i b Mx240 VLAN 114
5e-1/0/00 (pEB) B 1/0/40 Mx240
' {5-VLAN Bridge)

[edit]
uzeridpeb#f show interfaces ge—lfOfd
flexible-vlan-tagging;
encapsulation flexible-ethernet-services;
unit 0 {

encapsulation vlan-bridge;

vlan-tags outer 200 inner-range 111-114;

i

[edit]
useridpeb# show bridge-domains

bd {

lan-id all;
interface ge-1/0/0.0;
interface ge-1/0/4.0;

t

The graphic shows the deprecated method of tunneling a range of C-VLANs across the core.
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